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IN THE HIGH COURT OF KARNATAKA AT BENGALURU
(Original Jurisdiction)

W.P.No.7483/2020 (GM-RES-PIL)

Between:

Shri Aniwar A.Aravind ... Petitioner
And

Union of India and others ...Respondents

Statement of Objections under Rule 21 of the Writ Proceedings Rules,
1977 on behalf of respondent Nos'.1,2,3,4,6,7 and 8

--------
---------------------------------------------------- L P T T T T YT

1. Address of respondent Nos'.1,2,3,4,6,7 and 8, is as shown in the cause
title of Memorandum of the Writ Petition and also may be served through
Kumar M.N. Central Government Counsel, No.60, Ground Floor, 2™ Cross
Road, 2™ Main Road, Ramamchanapura, Bengaluru-560021.

2. Petitioner in the above Writ Petition has prayed for the following;

i. A Writ of Mandamus or any other appropriate writ or order directing
the respondent authorities to make the use of Aarogya Setu
application by citizens voluntary;

i. A declaration to the effect that the Aarogya Setu app cannot be

mandated for accessing any Government Service or facility;

ii. A Writ of Mandamus or any other appropriate writ or order directing
respondents 6 and 7 to release the complete and corresponding
source code of the current and future versions of the mobile
application Aarogya Setu as well as the corresponding application

on its server;

ii-A. Direction to the respondents to delete and destroy the already
collected data including the data collected at the time of registration,
once the pandemic phase is declared as over by the World Health
Organization or the Ministry of Health and Family Welfare;

ii-B. Direct the respondents not to transfer or share personal data and
sensitive personal data of citizens collected through the Aarogya
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Setu application to third parties, except when it is necessary for the
treatment purpose of a patient, and even such shared data should
be deleted once the pandemic phase is over.

L1 N L th
i.C. To set aside clause 3(vii) of Annexure ‘N’ issued by the 8
respondent.

ii-D. To direct the Respondent No.9, not to make it mandatory for

commuters to use Aarogya Setu to travel in Bangalore Metro.

The spread of COVID-19 initially was detected in the state of Kerala
on 30/01/2020 and later the spread was detected in various parts of
the country. The coronavirus disease 19 (COVID-19) is a highly
transmittable and pathogenic viral infection. The intermediate
source of origin and transfer to humans is not known, however, the
rapid human to human transfer has been confirmed widely. The
disease can spread from person to person through small droplets

from the nose or mouth, which are spread when a person with
COVID-19 coughs or exhales.

The Government of India vide order dated 24/03/2020, announced
the National Lockdown, with a view to curb movement of persons
for containment of COVID-19. During the Lockdown period, there
were no movement of persons as usual, but limited to the activities

permitted in the Lockdown order. A copy of the said order is
annexed hereto as Annexure-R1.

i. During the unprecedented situation, for effectively addressing
issues, constraints and scenarios, a well-planned and coordinated

emergency response had become essential. The measures taken
hitherto have been effective in containing the pandemic so far.

However, considering the gravity and magnitude of the challenges,
which are emerging with every passing day, there was a pressing
need to augment and synchronize efforts, cutting across various
Ministries/Departments. Keeping in view, the need for such
comprehensive action and integrated response, in exercise of the

powers conferred under the section 10(2) (h) and (i) of the Disaster

Management Act, 2005 tEE Chairperson, National Executive
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“

Committee, Government of India passed an order for the
constitution of the Empowered Groups under the Disaster
Management Act, 2005 vide order dated 29/03/2020. A copy of the

said order is annexed hereto as Annexure-R2.

iv. As per the said order, mandates of the eleven empowered groups
i.e., Medical Emergency Management Plan, Availability of Hospitals,
Isolation and Quarantine Facilities, Disease Surveillance and
Testing and Critical Care Training, Ensuring availability of essential
medical equipment such as PPE, Masks, Gloves and Ventilators;
Production, Procurement, Import and Distribution, Augmenting
Human Resource and Capacity Building, Facilitating Supply Chain
and Logistics Management for availability of necessary items such
as Food and Medicines, Coordinating with Private Sector, NGOs
and International Organisation for response related activities,
Economic and Welfare measures, Information, Communication and
Public Awareness, Technology and Data Management, Public
Grievances and Suggestions, Strategies issues relating to
Lockdown for planning and ensuring implementation of COVID-19
Response Activities.

v. These groups are empowered to identify problem areas and provide
effective solutions thereof; delineate policy, formulate plans,
strategies operations and take all necessary steps for effective and
time bound implementation of these plans/policies/strategies/
decisions in their respective areas.

vi. Mandate of one of the empowered groups is, technology and data
management consisting of Secretary, Ministry of Electronics and
Information Technology, Secrefary, Department of
telecommunications, Additional Director General, ICMR, Deputy
Secretary, Ministry of Health and Family Welfare, Joint Secretary,
Cabinet Secretariat and Deputy Secretary, Office of the Prime
Minister of India.

vii, The Aarogya Setu application was launched on 02/04/2020, which
was announced through Press Information Bureau. A copy of
the said PIB announcement is annexed hereto as Annexure-R3.

The Aarogya setu application was launched with features and
.
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privacy policy with agreement. Copies of the Aarogya Setu Privacy
Policy and Terms of Use are annexed hereto as a‘&nlnemtures-‘R::r
and 5 respectively. The Privacy Policy contains Information
collected, and manner of collection, Use of information, retention of
information, rights of registered user, data security, disclosures and
transfer of information and grievances. The terms of use contains,

service over view, requirements for use, use, privacy and disruption.

vili. Aarogya setu is a technology platform which facilitates the people, the
health authorities and the Government in combating the COVID-19
pandemic together. Aarogya setu aids in contact tracing, which plays a
very crucial role in the mitigation of COVID-19. Contact Tracing is not
something new, it is already being carried out for many decades, albeit in
a manual way. Contact tracing has already played an important role in the
mitigation of diseases like Polio, Smallpox, HIV AIDS, Tuberculosis and
many other contagious diseases. So far Contact Tracing was being
carried out in a manual manner, mostly through Human Contact Tracers.
But now due to technological advances, we are able to leverage the
mobile App to carryout contact tracing on a mass scale. If Aarogya setu
was not launched, then we need lakhs of Human Contact Tracers, who
need to go door to door, in every nook and corner of the country, to trace
and identify the contacts of a COVID-19 positive individual. The contact
tracing information may be recorded on a physical register, which needs
to be carried by the Human Contact Tracers. If we have lakhs of contact
tracers, each one armed with dozens of registers containing contact
tracing information, which they obtained through their field trips, then
imagine the amount of manual work required, to analyse the collected

contact tracing information and convert those information into an
actionable intelligence,  which can be provided to Health
to effect appropriate medical and
administrative interventions, to control the spread of the COVID-19. This

Authorities/Decision Makers,

process is very laborious and one has to take into account the time
constraints here, as the contact needs to be identified as quickly as
possible, so that they don't end up spreading the infection to more people.

This is where Aarogya sety steps in, what used to take many months and

efforts of lakhs of human contact tracers, can be done in @ matter of few

minutes, using the technology. Once Aarogya setu gets the information
about the COVID-19 positive status of an Aarogya setu User from ICMR
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ct tracing information from the User's phone is fetched and

it is analysed, within 2 few minutes, the list of all other Users who has
he User (who has tested positive for coviD-
's health status is also changed
roximity of contact and

then the conta

come in close contact with t

19), is identified and these User
depending on their duration and p
like self-assessment responses, age etc. The
s, who are identified to be at risk through
state authorities for

and administrative

accordingly,
other parameters

information about the User

contact tracing, is also made available to the

implementing ~ further necessary  medical
interventions.

The aim and objects of the said mobile application is for recording
the health status of every user in regard to the presence of COVID-
19. Developing a single nation-wide technology platform on
a powerful tool in combating the

pandemic, in view of the same, to create an enabling mechanism

through a public private partnership model to develop and
p technology platform, evaluating and

boarding all citizens, can be

implement a citizen ap

converging related technology solutions and suggestions, 2a

committee was constituted by the Government of India vide order

dated 03/04/2020. A copy of the said order is annexed hereto as
Annexure-R6. Aarogya setu mobile application has crossed 100

million downloads within 40 days from the day of its launch. COVID-

19 pandemic has got wide range of impact on the social life of every
individual, in order to bring citizens common platform technology.

Use of a single platform on nationwide is a powerful tool in

combating the pandemic.

Further, in regard to information circulation and the security for the
same, a development in the application has been updated which
also includes Hotspot Forecasting i.e. The ITIHAS module of
Aarogya setu, which focuses on early identification of potential
hotspots across the nation. In the context of Aarogya setu, a hotspot
is a geographical area, where there is a possibility in the spread of
COVID-19. The potential hotspot is identified based on the Aarogya
Setu self-assessment data, blue tooth contact tracing data and
number of covid-19 infected persons, in and around the area during
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the last 15 days. The information about the potential hotspots are
shared with the respective state governments and district
authorities, who then implement suitable medical and administrative
interventions (like increased contact tracing, door-to-door health
check, declaring the area as a containment zone, etc) to control the
spread of COVID-19. Further, a public statement released on
06/05/2020 by Arogya Setu in response to claims of alleged security
vulnerability/issue by_an ethical hacken The statement is annexed
hereto as Annexure-R7.

xii. The Secretary Ministry of Electronics and Information technology
vide office memorandum dated 08/04/2020 and 28/04/2020,
constituted an organizational chart for the functioning of Arogya
Setu application and its platform ecosystem. The copy of the said
office memorandums are annexed hereto as Annexures-R8 and 9.

4. Benefits of the App: The use of technology in healthcare was never as
pronounced. The App ensures the following; Pro-bono App, Alert when any
infected person is nearby, Knowledge about the individual Status with
respect to infection, Self-Assessment test, COVID-19 updates, E-Pass for
travel, Safety Measures against COVID-19, Number of infected/ self-
assessed/ App users in vicinity based on criteria, FAQ and Self-Help on the
App, Link to additional essential service like PMCARES, ICMR list of
authorized labs etc. The App is a step of GO, to discharge its constitutionally
mandated fundamental duty of providing adequate availability of quality
health care to the citizens. As has been held time and again by the Supreme
Court, receiving timely medical aid by a person is fundamental right under
Article 21of the constitution.

5. As the nation is undergoing various phases of Unlock and as the businesses
and economy starts opening up gradually, the inherent fear/risk of a possible
COVID-19 infection, still lingers in many people’'s mind. The Open API
Service of Aarogya setu, attempts to address the fear/risk of Covid-19
infection and help the people, businesses and the economy to return to
normalcy. Aarogya Setu Open APl Service, is offered to
organizations/business entities, registered in India. Using the service, the
organizations can query the Aarogya Setu App in real-time and get the

" Ri Venkatesh
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health status of their employees, who has provided their consent for sharing
their health status with the organization. The Organizations can integrate the
Open API in their respective Applications or services and leverage its
benefits. The Open API shall only provide the health status of a User (with
User's consent), no other personal data shall be provided through the AP
The Open AP Service is offered free of cost to the organizations, which was
announced in a press release dated 22/08/2020. A copy of the said press
release is annexed hereto as Annexure-R10.

Prayer No.l i.e., A Writ of Mandamus or any other appropriate writ or order,
directing the respondent authorities to make the use of Aarogya Setu
application by citizens voluntary, is misconceived as the Ministry of Home
Affairs in its Guidelines dated 17/05/2020, on the measures to be taken by
Ministries/ Departments of Government of India, State/ UT Governments
and State/ UT Authorities for containment of COVID-19 in the country up to
31/05/2020, states the following under the head “Use of Aarogya Setu";

i. Aarogya Setu enables early identification of potential risk of
infection, and thus acts as a shield for individuals and the

community.

ii. With a view to ensuring safety in offices and work places, employers
on best effort basis should ensure that Aarogya Setu is installed by
all employees having compatible mobile phones.

ii.  District authorities may advise individuals to install the Aarogya Setu
application on compatible mobile phones and regularly update their
health status on the app. This will facilitate timely provision of
medical attention to those individuals who are at risk.” The said
order dated 17/05/2020 is annexed hereto as Annexure-R11.

iv.  As per the said order, it is not at all mandatory to download Aarogya
Setu application and various phases of Unlock Orders issued by the
National Executive Commitiee, under the Disaster Management
Act, 2005. As per the said orders, no services are denied to the
citizens merely on the grounds of not installing the Arogya Setu
App. Therefore the statements made by petitioner in this regard are
misconceived. The Aarogya Setu application is one of the
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preventive measures for containing spread of COVID-19. The State
and/or its instrumentalities will follow the orders of the National
Executive Committee. The apprehension of the petitioner that the
State and its instrumentalities would deny services if, the Arogya
Setu application is not installed, is misplaced and misconceived

without any basis.

v.  The SOP dated 04/06/2020, on preventive measures in Shopping
Malls to contain spread of COVID-19, issued by Ministry of Health
and Family Welfare, in which clause 3 (vii) forms part of Generic
preventive measures which states that ‘installation and use of
Aarogya Setu App shall be advised to all”. It is very clear that it is
only advisory in nature. The said SOP dated 04/06/2020 is annexed
hereto as Annexure-R12 and hence, the prayer No.l does not
survive for consideration.

Prayer No.ll i.e., a declaration to the effect that the Aarogya Setu app
cannot be mandated for accessing any Government Service or facility, is
also misconceived, as the Government has not passed any such orders
and hence, the said prayer does not survive for consideration.

Prayer No.lll i.e., a Writ of Mandamus or any other appropriate writ or
order, directing respondent Nos'.6 and 7 to release the complete and
corresponding source code of the current and future versions of the
mobile application i.e. Aarogya Setu, as well as the corresponding
application on its server, is rendered infructuous, as the respondents have
published the Android App source code on 26/05/2020 and the iOS App
Source on 10/08/2020, the source code for KaiOS and Server side app
code will be released shortly. Copies of publishing Android App source
code on 26/05/2020 and iOS App Source on 10/08/2020 are annexed
hereto as Annexures-R13 and 14, respectively. Each version of the App
is released to the public only after proper security audit clearance and a
bug bounty program has also been announced, to encourage the public,

to identify and report any security vulnerabilities/bugs/code improvements
in the App.
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10.

Prayer No.lll-A, i.e., Direction to the respondents, fo delete and destroy
the already collected data, including the data collected at the time of
registration once the pandemic phase is declared as over, by the World
Health Organization or the Minisiry of Health and Family Welfare, are
misconceived as the Government of India has notified the Aarogya sefu
data access and knowledge sharing protocol, vide order dated
11/05/2020. The said order contains Sunset clause which reads thus; the
Empowered Group shall review this protocol after a period of 6 months
from the date of this notification or may do so, at such earlier time as it
deems fit. Unless specifically extended by the Empowered Group on
account of the continuation of the Covid-19 pandemic in India, this

protocol shall be in force for 6 months from the date on which it is issued.

Prayer No.lll-B, i.e., Direct the respondents, not to transfer or share
personal data and sensitive personal data of citizens collected through
the Arogya Setu application to third parties except, when it is necessary
for the treatment purpose of a patient, and even such shared data should
be deleted once the pandemic phase is over, are also misconceived as
the Government of India has notified the Aarogya setu data access and
knowledge sharing protocol, vide order dated 11/05/2020. The said order
contains Principles for sharing of response data, which reads thus; the

response data may be shared by NIC in the following manner;

a. Response data containing personal data may be shared with the
Ministry of Health and Family Welfare, Government of India,
Departments of Health of the State/Union Territory Governments/local
Governments, NDMA, SDMAs, such other Ministries and Departments
of the Government of India and State Governments and other public
health institutions of the Government of India, state governments and
local governments, where such sharing is strictly necessary to direct

formulate or implement an appropriate health response.

b. Response data de-identified form, may be shared with such ministries
or departments of the Government of India of the State/Union
Territories Governments, local Governments, NDMA, SDMAs and
such other public health institutions of the Government of India or

State Governments or local Governments, with whom such sharing is
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11.

necessary, to assist in the formulation or implementation of a critical
health response. Here, de-identified form means, data which has
been stripped of personally identifiable data to prevent the individual
from being personally identified through such data and assigned a
randomly generated ID.

c. NIC shall, to the extent reasonable, document the sharing of any data
and maintain a list of the agencies with whom such data has been
shared. Such documentation shall include the time at which such data
sharing was initiated, the persons or agencies that are being provided
access to such data, the categories, of data that are being shared and
the purpose for which such data is being shared.

At the cost of repetition, it is submitted that, the personal information
collected from him/her at the time of registration under Clause 1(a) above,
will be stored on the Server and only be used by the Government of India
in anonymized, aggregated datasets for the purpose of generating reports,
heat maps and other statistical visualizations for the purpose of the
management of COVID-19 in the country or to provide his/her general
notifications pertaining to COVID-19 as may be required. His/her DiD will
only be co-related with His/her personal information, in order to
communicate to him/her the probability that he/she have been infected
with COVID-19 and/or to provide persons carrying out medical and
administrative interventions necessary in relation to COVID-18, the
information they might need about him/her in order to be able to do their
job. The frequently asked questions and answers, is annexed hereto as
Annexure-R15. The endeavor of respondents to produce these
documents. is to demonstrate that with an intention to meet and to contain
the pandemic. One of the measures taken by the Union of India are as

follows;

a. GO| has made Aarogya Setu App for Android and 1Os as open
source. The Android version is made available to start with as over
90% of the App usage comes from Android. The backend code to
be released shortly. The App doesn't violate the privacy of any
individual. It is to submit that the right to privacy has not been
compromised as adequate privacy protections has been built in
the App. The App has built in privacy principles of right to access

4
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and correct Personally ldentifiable information for registered
users, use limitation, purpose limitation, data minimization, data
retentions and data security. Hence this petition is requested to
be dismissed in favour of respondents with cost.

b. Aarogya Setu App (hosted under the NIC e-Gov Mobile Apps
Platform on Android Play Store and Apple App Store), is a COVID-
19 tracking mobile application, developed by National informatics
Centre under direction of Ministry of Electronics and Information
Technology and NITI Aayog, in collaboration with Private sector,
Academia and Research Organizations. It is a technology-led
intervention to battle the COVID-19 pandemic. It aims to map the
contact of users, by analyzing GPS data, mobile blue-tooth
connectivity, thus making contact tracing easy, if a mobile user
gets infected.

c. Other external services linked through the App are the list of the
ICMR authorized labs for COVID-19 test, PM CARES (Prime
Minister's Citizen Assistance and Relief in Emergency Situation
Fund) etc. Over a period of time, the App has become a single
point of facilitation for the common citizen looking for any
authentic information, help services related to COVID-19

pandemic across the country.

Prayer No.lll-C, i.e., to set aside clause 3 (vii) of Annexure ‘N, issued by
the 8" respondent, is also misconceived, as at the cost of repetition, it is
submitted that as the Ministry of Health and Family Welfare notified
Standard Operating Procedures on 04/06/2020 in pursuance to Guidelines
on the measures to be taken by Ministries/Departments of Government of
India, State/UT Governments and State/UT Authorities for containment of
COVID-19 in the country up to 30" June 2020, issued by MHA vide order
bearing No.40-3/2020-DM-I(A), dated 30th May, 2020. Clause 15 of
annexure-1 of MHA order dated 01/05/2020, pertains to use of Aarogya
Setu Application, which reads that “Use of Aarogya Setu Application
shall be made mandatory for all employees, both private and public.
It shall be the responsibility of the respective organizations to ensure
100% coverage of this application among the employees”, which has
R. Venkatesh
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14.

been superseded by the orders dated 30/05/2020, as advisory and
subsequent orders dated 29/06/2020, 29/07/2020, 29/08/2020,
30/09/2020 and 27/10/2020 which has not been made mandatory. Copies
of the MHA order dated 01/05/2020 and 30/05/2020 are annexed hereto
as annexures-R16 and 17 respectively. The SOP dated 04/06/2020
issued by the Ministry of Health and Family Welfare, is in terms of MHA's
order No.40-3/2020-DM-1(A), dated 30/05/2020. Clause 3 (vii) of the said
SOP relating to use of Aarogya Setu app, is in terms of the advisory
contained in the said MHA's order, It is intended to help users, have

reduced risk of infection with COVID-19. Hence, the apprehension of the
petitioner is unsustainable and misconcieved.

Prayer No.lll-D, i.e., to direct the Respondent No.9, not to make it
mandatory for commuters to use Aarogya Setu to fravel in Bengaluru
Metro, is also misconceived, in view of the standard operating procedure
prescribed by Ministry of Housing and Urban Development, Government
of India dated 02/08/2020. Further, the said SOP has been issued in terms
of the order of National Executive Committee dated 29/08/2020. The said
Standard operating procedure is annexed hereto as Annexure-R18.

Prayer No.V, i.e. For an order permanently injuncting the respondents
from proceeding with the Aarogya Setu App and with the data collected, in
any manner, whether the collection of data from members of the public is
stated to be voluntary or involuntarily, is misconceived, as the respondents
have developed Aarogya setu application as one of the measures for
containing spread of COVID-19, in the country, by exercising powers
conferred under the Disaster Management Act, 2005, Epidemic Diseases

Act, 1897, National Disaster Management Plan and Executive Powers.

- The application is one of the useful tool for the health and other

administrative authorities, to adopt mitigating measures by identifying the
persons tested positive in a given locality as well as their contacts with
non-covid-19 effected persons and also pre-notice to Non-COVID-19
effected persons of their contacts with COVID-19 effected persons, which
helps for Non-COVID-19 effected persons for taking preventive measures,

including medications etc.
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16.

17.

Prayer No.Vl, i.e. For an order directing the respondents to permanently
delete all the data collected through the Aarogya Setu App, including the
data transferred to third parties, is misconceived and contrary, to the order
dated 11/05/2020, issued by Chairperson, Empowered Group on
Technology and Data Management, constituted by National Executive
Committee, in exercise of powers conferred under section 10(2) (h) and ()
of the Disaster Management Act, 2005, vide order dated 29/03/2020,
which deals with principles for collection and processing of response data,
obligations of entities with whom response data is shared and sunset

clause.

The WHO has announced on 11/03/2020, the COVID-19 as pandemic. As
per Section 2 (d) of the Disaster Management Act, 2005, “Disaster” means
a catastrophe, mishap, calamity or grave occurrence in any area arising
from natural or manmade causes, Of by accident or negligence which
results in substantial loss of life or human suffering or damage to, and
destruction of, property, or damage to or degradation of, environment and
is of such a nature or magnitude as to be beyond the coping capacity of
the community of the Affected area; As per Section 2 (e) of the Disaster
Management Act, 2005, “Disaster Management’ means a continuous and
integrated process of planning, organizing, coordinating and implementing

measures which are necessary or expedient for-

i Prevention of danger or threat of any disaster,

ii. Mitigation or reduction of risk of any disaster or its severity or
consequences;

ii.  Capacity-building;

iv.  Preparedness to deal with any disaster;

V. Prompt response to any threatening disaster situation or disaster;

vi.  Assessing the severity or magnitude of effects of any disaster;

vii.  Evacuation, rescue and relief;

viii. Rehabilitation and reconstruction;

As per the National Disaster Management Plan, in the categories of

-Natural Hazards, as described in Biological Family, the main event

exposure to Germs and Toxic Substances, short description/secondary

disaster epidemics!viraifbactetial. parasitic, fungal or prion infections.
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19.

COVID-19 is a pandemic, and it is a natural disaster. The data collected
for registration are (i) name; (ii) phone number; (iii) age; (iv) sex; (v)
profession; and (vi) countries visited in the last 30 days. This information is
stored on the Server and a Unique digital ID (DiD) is being pushed to the
App. The DID is used to identify a user, in all subsequent App related
transactions and is associated with any data or information uploaded from
the App to the Server, At registration, the location details of the user are
also captured and uploaded to the server other user. No personal
information is used for any future communication or transaction. The
personal information provided at the time of registration is paired with DiD
assigned to App, and is securely encrypted and stored on the server. The
exchange of information between two devices for Bluetooth contact tracing
is done using DiD only and is encrypted stored on the device. The results
of the Self-Assessment test and the location is paired with DiD assigned to
your device, and is securely encrypted and stored on the server. All
communications from the Aarogya Setu server, including notifications and
update of risk of infection is done using DiD only. It is only when user test
positive for COVID-19 or have a high likelihood of risk of infection, related
DiD is re-identified with user personal information to administer necessary
medical intervention for user.

Averments in paragraph Nos'.1 to 5 of the memorandum of Writ Petition,
are self-declarations of petitioner.

Averments in paragraph Nos'.6 and 7 of the memorandum of Writ Petition,
are misconceived. At the cost of repetition, it is reiterated that the National
Executive Committee has not passed any order, mandating the use of
Aarogya Setu application for availing any Government services. Further,
the Governments and Authorities would follow the orders passed by the
National Executive Committee, in relation to measures to be taken for
containing spread of COVID-19. Respondent Nos'.2, 3 and 4 also have
not mandated the use of Aarogya Setu application, for availing travel
services. The App doesn't violate the privacy of any individual. The right to
privacy has not been compromised as adequate privacy protections hasve
been built in the App. The App has built in privacy principles of right to

access and correct personally identifiable information for registered users,
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21.

22.

23.

24,

29.

26.

use limitation, purpose limitation, dala minimization, data retentions and

data security.

Averments in paragraph No.8 of the memorandum of Writ Petition, are

self-declarations of Petitioner.

Averments in Paragraph No.9 of the memorandum of Writ Petition, are

matters of record, needs no reply.

Averments in paragraph No.10 of the memorandum of Writ Petition, that
many countries across the world launched mobile applications for contact
tracing of persons who test positive for COVID-19, the applications
launched by all democratic countries across the world are voluntary, most
of these applications use only Bluetooth and de not access the location of
the user. these apps work by signaling other phones that also have the
app installed using wireless technology like Bluetooth, when a person is
tested positive for COVID-19, the persons who came in those family with
this person, are alerted are all based on the requirements of each and
every countries in the world which has no bearing/application on the

requirements of India.

Averments in paragraph No. 11 of the memorandum of Writ Petition, are

true and matters of record.

Averments in paragraph Nos'.12, 13 and 14 of the memorandum of Writ

Petition, are matters of record, needs no reply.

Averments in paragraph Nos'.15, 16 and 17 of the memorandum of Writ

Petition, are matters of record, needs no reply.

Averments, in paragraph No.17 (a) of the memorandum of Writ Petition,
that the deletion of data has been restricted to demographic data only,
thereby, stripping a use of the choice to have control over its entire
response data i.e. demographic data, contact data, self-assessment data
and location data, is misconceived, as the Aarogya setu User has been
provided the option to request for the cancellation of hisfher registration, at
any point of time, once the User cancels their registration, all the
information provided by the user will be deleted after the expiry of 30 days,
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from the date of such cancellation, the same has been stated
in the Aarogya setu's Privacy Policy, as given below:

RIGHTS

a. As a registered user, you have the right to access your profile at any time
to add, remove or modify any registration information that you have
supplied.

b. You cannot manage the communications that you receive from us or how
you receive them. If you no longer wish to receive communications from
us, you may cancel your registration. If you cancel your registration, all the
information you had provided to us will be deleted after the expiry of 30
days from the date of such cancellation.

27. Averments in paragraph No.18 of the the memorandum of Writ Petition,
at the cost of repetition, it is reiterated, that the Aarogya setu mobile
application is one of the measures adopted for containing COVID-19 in
the country, exercising the powers under the Disaster Management Act,
2005, read with Epidemic Diseases Act, 1897, National Disaster
Management plan and Executive Powers, approved by the National
Disaster Management Authority. It is submitted that under section 10 (2)
(1) the National Executive Committee can lay-down guidelines, directions
and the authorities regarding measures to be taken by them in response
to the threatening disaster situation. Therefore, it is respectfully submitted
that the implementation of the Aarogya Setu App is supported by law. In
this connection Aarogya Setu data access and knowledge sharing
protocol, 2020, was issued by the order dated 11/05/2020 of
Chairperson, Empowered Group on Technology and Data Management.
A copy of the same is produced and marked as Annexure-R19. As could
be seen from the protocol, for the purpose of addreséing the pandemic
NIC shall collect only such response data as necessary. In the App,
specific provisions are also made for maintaining the privacy of App
Users. The data in the App are managed as per the said protocols. Here,

data retention period of protocol has a Sunset Clause.

28, Averments in paragraph No.19 of the memorandum of Writ Petition, it is
misconceived and contrary, to the orders of the National Executive
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29,

Cﬁmmiﬂee, dated 30/05/2020 and subsequent orders 29/06/2020,
29/07/2020, 29/08/2020, 30/09/2020, including 27/10/2020.

Averments in paragraph No.20 of the memorandum of Writ Petition, that
the App has been collecting excessive data and this goes against the
principle of the data minimization and purpose limitation as enshrined in
Puttaswamy Judgement, is misconceived and at the cost of repetition, it
is reiterated that, the data collected from registration are i. name, ii. Phone
number, iii. Age, iv. Sex, v. profession and vi. Countries visited in the last
30 days. This information is stored on the Server and a Unique Digital 1D
(DiD) is being pushed to the App. The DiD is used to identify a user in all
subsequent App related transactions and is associated with any data or
information uploaded from the App to the Server, The personal information
provided at the time of registration is paired with DiD assigned to App, and
is securely encrypted and stored on the server. The exchange of
information between two devices for Bluetooth contact tracing is done
using DIiD only and is encrypted stored on the device, The results of the
Self-Assessment test and the location is paired with DiD assigned to your
device, and is securely encrypted and stored on the server. All
communications from the Aarogya Setu server, including notifications and
update of risk of infection is done using DiD only. It is only when user test
positive for COVID-19 or have a high likelihood of risk of infection, related
DiD is re-identified with user personal information to administer necessary
medical intervention for user.

i.  Applying to test of proportionality one way, to see the larger public
interest-legitimate state action and no alternative with lesser
degree of infection applying the test of balance of act It is
submitted that Arogya Setu is for the benefit of larger public
interest. Violation of privacy should not be imaginary. It should be
real and it should have reasonable expectation. Applying these
tests, it is submitted that the App is in the interest of public at large.
There is a rational nexus between objectives sought to be
achieved with less impair, maximum benefits are yielded.

ii. Even applying necessity test also, the Aarogya Setu App is
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31.

iil. ~ Apart from this, the App has source of law and it is not mandatory

in nature. Aarogya Setu Scheme has got sunset clause
mentioned in its Data Access and Sharing Protocaol, therefore the
present Writ Petition deserves to be dismissed. The Aarogya Setu
Scheme has taken sufficient care to preserve privacy. Minimal
data is collected and it has been made public, how it will be
making use it. The Aarogya Setu Scheme is a valid Scheme.
Data protection a complex exercise and more technical in nature,
Petitioner has not made any efforts or study in this regard, with
obligue motive, petitioner is taking achance.

Averments in paragraph No.21 of the memorandum of Writ Petition are
misconceived, as the collection of user's location would be based on
demography density of a particular country and hence it cannot be
compared with any other country's mode of tracing COVID-19 patients
and it was very much necessary for containing spread of COVID-19.

Further, averment that Aarogya Setu application was downgraded by a
Media magazine called Massachusets Institute Technology Review, has

no bearing on the use of Aarogya Setu. Further, the App is equipped with
standard security features to protect the confidentiality and security of
information, data is encrypted in transit as well as at rest. Personal
information provided at the time of registration is encrypted, before being
uploaded to the cloud where it is stored in a secure encrypted server.
Personal information that is stored in the Apps of other registered users,

that you come in contact with, is securely encrypted and is incapable of
being accessed by such users.

Averments in paragraph No.22 of the memorandum of Writ Petition, that a
French Ethical Hacker Robert Baptist's Twitter account posting that he
had found a major security issue on the Aarogya setu App is without any
basis and contrary, as the App is equipped with standard security features
to protect the confidentiality and security of your information, data is
encrypted in fransit as well as at rest. Personal information provided at the
time of registration is encrypted before being uploaded to the cloud where
it is stored in a secure encrypted server. Personal information that is
stored in the Apps of other registered users that you come in contact with
Is securely encrypted and is incapable of being accessed by such users.
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33.

34.

35.

36.

Averments in paragraph Nos'.23, 24 and 25 of the memorandum of Writ
Petition, are totally misconceived, as the App is equipped with standard
security features to protect the confidentiality and security of your
information, data is encrypted in transit as well as at rest. Personal
information provided at the time of registration is encrypted, before being
uploaded to the cloud where it is stored in a secure encrypted server.
Personal information that is stored in the Apps of other registered users

that you come in contact with is securely encrypted and is incapable of
being accessed by such users.

Averments in paragraph No.26 of the memorandum of Wit Petition, is
misconceived and without any basis.

Averments in paragraph Nos'.27, 28, 29, 30, 31, 32, 33 and 34 of the
memorandum of writ petition, are misconceived, in view of the orders
dated 30/05/2020, as advisory and subsequent orders dated 29/06/2020,
29/07/2020, 29/08/2020, 30/09/2020 and 27/10/2020, issued by National
Executive Committee, Ministry of Home Affairs.

With regard to averments in paragraph No.35 of the memorandum of Writ
Petition, due to short time and technical limitations, Aarogya Setu
application is not designed for the disabled and it is under progress.

Averments in paragraph No.36-A of the memorandum of Writ Petition, are
misconceived, as the nation enters the unlock phase,
organizations/businesses are opening up their work places. In order to
facilitate the opening up of businesses/organizations and to kick start the
economy, Aarogya setu Open API Service has been introduced. Aarogya
setu Open API Service is offered to organizations which are registered
and have their operations in India. Using the service, the organizations
can query the Aarogya setu Application in real-time and get the health
status of their employees (if they are an Aarogya setu User), who has
provided their consent for sharing their health status with the organization,
The Open API shall only provide the health status (i.e., High/Medium/Low
- Risk of the user with respect to COVID-19) of a registered Aarogya setu
User (with User's consent). The Organizations availing Open API Service
should ensure that, all information accessed through the API will only be
used for the purpose of ascertaining the risk that their employees might
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37.

38.

39.

have been exposed to COVID-19 and/or for management of COVID-19, in
their extended workplace and shall confirm that they have put in place
appropriate  organisational and technological measures to ensure
compliance with this obligation. The Organizations should also confirm
that they are committed to protecting the privacy of their employees,
customers, users and persons that they might have come in contact with
and confirm that they have put in place appropriate organisational and
technological measures, to ensure the same. Consent of the Aarogya setu
User is mandatory, for sharing their health status through Open API.
Users shall be offered, the option to provide their one-time consent,
consent till cancelled or consent up to a specified date range. If any
Aarogya setu user does not consent to the sharing of his/her health status,
though the Open API, then the Organisation has to ensure that such user
is provided with other alternate methods by which he/she can avail of the
services offered by the organization. The organizations, availing the Open
API service, should agree to abide by these terms, and also the privacy
policy, data access and knowledge sharing protocol of Aarogya setu.
There is no such data creep functionality built in the Aarogya Setu app.
The API service is based on the 'need to use' basis of the organization
with the consent of the employee, which is complementing the other
methods of lowering the risk of containing the pandemic.

With regard to ground Nos'.38 and 39 of the memorandum of Writ Petition,
are unsustainable, in view of orders dated 30/05/2020 as advisory and
subsequent orders dated 29/06/2020, 29/07/2020, 29/08/2020,
30/09/2020 and 27/10/2020, issued by National Executive Committee.
Averments in paragraph Nos'.38 and 39 of the Writ Petition, are matters of
record and require no answer from Respondent.

With regard to ground No.40 of the memorandum of Writ Petition, at the
cost of repetition it is reiterated that, due to short time and technical
limitations, Aarogya Setu application is not designed for the disabled and it
is under progress.

Ground No.41 of the memorandum of Writ Petition, is unsustainable in
view of orders, dated 30/05/2020 as advisory and subsequent orders
dated 29/06/2020, 29/07/2020, 29/08/2020, 30/09/2020 and 27/10/2020,
issued by National Executive Committee. Further, the provisions of
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Disaster Management Act, 2005, Epidemic Diseases Act, 1897, National
Disaster Management Plan and Executive Powers, enables the
respondents take all necessary measures for containing the spread of
COVID-19 pandemic. In view of the same, contention of petitioner that,
there is no enabling law, and provisions of the Disaster Management Act,
2005, cannot empower the respondents to collect necessary information
such as location information, health data a and personal information of the
users, is misconceived and unsustainable in law and on facts.

Ground Nos'.42 and 43 of the Memorandum of Wit Petition, in the facts
and circumstances of this case, the ratio laid down by the Hon'ble

Supreme Court, in the cases of Justice Puttaswami, supports the
respondents.
Ground No.44 of the Memorandum of Writ Petition, is also unsustainable
in view of Privacy Policy of the Aarogya Setu application;
a. All personal information collected from you under Clause 1(a) at the
time of registration will be retained for as long as your account
remains in existence and for such period thereafter as required

under any law for the time being in force.

b. All personal information collected under Clauses 1(b), 1(c) and 1(d)
will be retained on the mobile device for a period of 30 days from
the date of collection after which, if it has not already been uploaded
to the Server, will be purged from the App. All information collected
under Clauses 1(b), 1(c) and 1(d) and uploaded to the Server will, to
the extent that such information relates to people who have not
tested positive for COVID-19, will be purged from the Server 45
days after being uploaded. All information collected under Clauses
1(b), 1(c) and 1(d) of persons who have tested positive for COVID-
19 will be purged from the Server 60 days after such persons have
been declared cured of COVID-19.

c. Nothing set out herein shall apply to the anonymized, aggregated
datasets generated by the personal data of registered users of the
App or any reports, heat maps or other visualization created using
such datasets. Nothing set out herein shall apply to medical reports,
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43.

45.

46.

47.

diagnoses or other medical information generated by medical
professionals in the course of treatment.

Ground Nos'.45, 45(A), 46, 47, 48, 49 and 50 of the Memorandum of Writ
Petition, are unsustainable, in view of orders dated 30/05/2020 as
advisory and subsequent orders dated 29/06/2020, 29/07/2020,

29/08/2020, 30/09/2020 and 27/10/2020, issued by National Executive
Committee,

Ground No.51 of the Memorandum of Writ Petition, is unsustainable in
view of releasing 10S Version of the Application.

Ground No.61 of the Memorandum of Writ Petition, is unsustainable and
contrary to National Executive Committee orders and SOP dated

02/09/2020 of Ministry of Housing and Urban Development, Government
of India.

Ground No.62 of the Memorandum of Writ Petition, is misconceived and
unsustainable, in view of orders dated 30/05/2020, as advisory and
subsequent orders dated 29/06/2020, 29/07/2020, 29/08/2020,
30/09/2020 and 27/10/2020, issued by National Executive Committee.

With regard to Ground No.63 of the Memorandum of Writ Petition, it is
submitted that during Lockdown, persons residing at containment zones
and Quarantine were to have access for certain needs, to cater such

needs the optional extended facilities are provided within the Aarogya
Setu app.

With regard to Ground No.64, of the Memorandum of Writ Petition, it is
submitted that;

a. The Source code repository is being shifted to Government's
openforge platform. The latest source code is being updated on the
openforge platform.

b. Aarogya Setu Users have control over, with whom they can share

their health status. They can provide or withdraw their consent at
any point of time.

c. Aarogya setu adheres to the data retention periods, which has
already been mentioned in the privacy policy. At any point of time,
an Aarogya Setu User can submit a request to cancel his/her
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49,

50.

51.

resignation with Aarogya Setu, upon submission of the cancellation
request, the user's data shall be deleted after expiry of 30 days from
the date of receiving such request,

Ground No.65 of the Memorandum of Writ Petition, is misconceived, as
Government has already clarified that the use of Aarogya setu is not
mandatory and users of Aarogya Setu has control over with whom they
Want to share their health status. The users can provide or revoke consent
at any point of point. The data of COVID-19 positive Aarogya setu users
are retained as per the time lines mentioned in the Aarogya setu's privacy
policy.

Ground No.66 of the Memorandum of Writ Petition, is misconceived, as
the Government, has already published ‘Aarogya setu Data Access and
Knowledge Sharing Protocol’, the data collected by Aarogya Setu are
governed by the said protocol. The protocol defines retention periods for
the data collected by Aarogya setu and the data is purged after the expiry
of the retention period as per the retention period.

Ground No.67 of the Memorandum of Writ Petition, is matter of record but,
due'to thé exigencies of the sudden onset of the COVID-19 pandemic,
thetre »'-.réé an urgent need to develop various medical, administrative and
techhélogical interventions, in order to co-ordinate the national level
COVID-19 mitigation efforts. In this context, Aarogya Setu is one such
intervention, which leverages technology and aids Government and the
citizens in combating the COVID-19 pandemic. Aarogya Setu project is an
outcome of joint efforts from various volunteers from industry, academia
and Government. The external volunteers participated in the Aarogya Setu
project in their individual capacity on a pro-bono basis. The assumption
that the Aarogya setu data could be shared with the third parties involved
in the development of national health stack, is misconceived. The data
collected by Aarogya setu is governed by the ‘Aarogya Setu Data Access
and knowledge Sharing Protocol’, which clearly defines what data can be

shared with whom and for what purpose.

Ground Nos'.68 and 69 of the Memorandum of Writ Petition, are matters
of record but, Aarogya Setu project is an outcome of joint efforts from
various volunteers from Industry, Academia and Government. The
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external volunteers participated in the Aarogya setu project in their
individual capacity on a pro-bono basis. The data collected by Aarogya
Setu is governed by the 'Aarogya Setu Data Access and Knowledge
Sharing Protocol', which clearly defines what data can be shared with
whom and for what purpose. Hence, the concerns raised are
misconceived.

Ground No.70 (Numbered as 67 at Page No.30) of the Memorandum of
Writ Petition, is unsustainable as Aarogya Setu application is one of the
preventive measures to contain the spread of COVID-19 in the country,
which has been developed and deployed under the orders of National
Executive Committee and constituted under the Disaster Management
Act, 2005, read with National Disaster Management plan, Epidemic
Diseases Act, 1897 and Executive Powers of the Government of India.

Wherefore, it is most respectfully prayed that, the Hon'ble Court be,
pleased to reject the Writ Petition with costs, in the interest of Justice.

KUMAR M.N., For respondent Nos’.1,2,34,6,7 & 8
Cen::al ﬁo;e;lmgn; C;o;nsel for Respondent aT, dadt
0s. gl gty Ty Wy a. Venltole!h
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IN THE HIGH COURT OF KARNATAKA AT BENGALURU
(Original Jurisdiction)

W.P.N0.7483/2020 (GM-RES-PIL)

Between:
Shri Aniwar A.Aravind ...Petitioner
And

...Respondents

Union of India and others

Affidavit Verifying Statement of Objections

I, R.Venkatesh, son of late K.Ramachander, aged about 58 years, resident of

Bengaluru do hereby solemnly state and affirm as follows;

1. | state that, | am working as Scientist-G/Deputy Director General and Head
of Office, in the office of respondent No.7, Karnataka Unit. | am authorized
to swear this affidavit on behalf of respondent Nos'.1,2,3,4,6,7and 8.

2. | state that, statements in paragraph Nos'.1 to 52 of the accompanying

statement of objections are based on case records and legal advice |

have.
| state that, the annexures annexed to the accompanying statement of

objections as annexures R1to 19 are copies.

Sworn this the Sixth day of November 2020 at Bengaluru.
Deponent’

|dentified by me
Sworn to before me
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Annexure :- R |

Press Information Bureau

Government of India

Wk

Government of India issues Orders prescribing lockdown for containment of COVID-
19 Epidemic in the country

New Delhi, March 24,2020

The COVID-19 epidemic has affected many countrics and the World Health Organisation has
declared it ‘Pandemic’.

Government of India (GOI) has been taking several proactive preventive and mitigating
measures starting with progressive tightening of international travel, issue of advisories for
the members of the public, setting up quarantine facilities, contact tracing of persons infected
by the virus and various social distancing measures. Several advisories have been issued to
States and Union Territories (UTs) for taking necessary measures to contain the spread of this
virus. Government have temporarily suspended metro and rail services as well as domestic air

traffic,

The situation has been continuously reviewed at the level of the Prime Minister of India. The
PM has addressed the Nation on the need for preventive measures and has also held meeting
with all the Chief Ministers through video conference.

Experts, keeping in view the global experiences of countries which have been successful in
containing the spread of COVID-19 unlike some others where thousands of people died, have
recommended that effective measures for social distancing should be taken to contain the

spread of this pandemic

While steps taken by State/UT Governments are in the right direction, lack of uniformity in
the measures adopted as well as in their implementation, may not serve the objective of
containing the spread of the virus. Considering the situation. The National Disaster
Management Authority (NDMA), chaired by Hon'ble Prime Minister Shri Narendra Modi, in
exercise of the powers under section 6(2)(i) of the Disaster Management Act, 2005, has
issued an Order dated 24.03.2020, directing the Ministries/ Departments of Government of
India, and the State/Union Territory Governments and State/ Union Territory Authorities to
take effective measures to prevent the spread of COVID-19 in the country.

In compliance of the said Order of NDMA, Ministry of Home Affairs (MHA) has issued an
Order dated 24.03.2020 under Section 10(2)(]) of the Disaster Management Act, directing the
Ministries/ Departments of Government of India, State/Union Territory Governments and
State/ Union Territory Authorities to take effective measures for ensuring social distancing so
as to prevent the spread of COVID-19 in the country. The Order shall remain in force, in all
parts of the country, for a period of 21 days with effect from 25.03.2020.
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The Ministries/ Departments of Government of India and State Governments/Union Territory
Administrations, have been directed to ensure strict implementation of these Orders. The
implementation of these measures will be monitored by MHA.
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No. 40-3/2020-DM-I(A) .
Govornmont of Indla Vit e 1= RE

Minlstry of Home Affalrs

North Block, New Delhi-110001
Dated 29" March, 2020

ORDER

Subject:  Constitution of the Empoworod Groups undor tho Disaster
Management Act 2005

The pandemic of COVID 19 has engulfed the entire world posing serious
challenges for the health and economic security of millions of people worldwide.
During this unprecedented situation for effectively addressing Issues, constraints and
scenarios, a well-planned and coordinated emergency response has become
essential.

2. The measures taken hitherto have been effective in containing the pandemic
so far. However, considering the gravity and magnitude of the challenges, which are
emerging with every passing day, there is a pressing need to augment and
synchronise efforts cutting across various Ministries/Departments. Keeping in view
the need for such comprehensive action and integrated response, in exercise of the
powers conferred under the section 10(2)(h) and (i) of the Disaster Management Act,
2005, the undersigned in the capacity as Chairperson, National Executive
Committee, hereby constitute eleven Empowered Groups of Officers (as per
Appendix). These Groups are empowered to [dentify problem areas and provide
effective solutions therefor, delineate policy, formulate plans, strategize operations
and take all necessary steps for effective and time-bound implementation of these
plans/ policies/ strategies/ decisions in their respective areas.

3 In matters involving procurement, the Empowered Group shall take into
consideration special instructions given to the Departments vide Department of
Expenditure OM No. F.6/18/2019-PPD dated 27" March, 2020 and will take suitable
decisions/ make recommendations in this regard, In such matters, the concerned
Ministries/ Departments shall take immediate action to implement all the decisions/
recommendations of the Empowered Group.

4. During the deliberations, if any of the Empowered Groups is of the view that a
particular aspect Is not within the domain of that Group and falls within the scope of
any other Group(s), they may seek the guidance of the Cabinet Secretary.

Home Secretamuu
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R ——paui, Member NITI Aayog
Dr. ¥V Pauly Sccy, DBT
Medical Emergency Dr. Renu Swaraop, NI);MA
| fanagement Plan Dr. V.Thiruppu gazh,

h- rwal, JS, Health .

ll;?iéﬁﬁ:ndccp Garg, JS,CaIJmc::t} Sect

Rajender Kumar, Director, PM

C K Mishra, Secy, EF&CC

Vinod Yadav, Chairman, RB

Dr. Randeep Guleria, Director AIIMS

Dr. Raman R Gangakhedkar, Head ECD, ICMR

2| Availability of Hos;fitals,
Isolation & Quarantine e
Facilities, Disease Surveillance
& Testing and critical care

Jiwesh Nandan, AS, Defence
e Rachna Shah, AS,Cabinet Sect
Vikas Sheel, JS, Health
Shrikhar Pardeshi, JS / Mayur Maheshwari, Director, PMO
3 | Ensuring Availability of P.D.Vaghela, Secy, Pharmaceuficals
essential medical equipment Guru Mohapatra, Secy, DPIIT
™| such as PPE, Masks, Gloves & Ravi Capoor, Secy, Textiles
Ventilators; Production, Dr. G. Satheesh Reddy, Secretary, DRDO
Procurement, Import & M. Ajit Kumar, Chairman, CBIC
Distribution Naveen Shrivastay, IS, MEA
Anu Nagar, IS, DHR
Mandeep Bhandari, JS, Health
Piyush Goel, IS, Home
A Giridhar, AS, Cabinet Sect
. AK Sharm
4

% AS/ Rohit Yadav, JSpMO

Augm:mting Human Resources M
& Capacity Building R. 8. Shukla, Seey Parl. Affairs

Rajesh Kotecha, Secy, AYUSH
Arun Singhal, Spl. Secy, Heal th

Rakesh Kumar Vats, Secretary, NMC
Dr. Ravindran, EMR

Pankaj Aggarwal, Js, Cabinet Sect

o V. Sheshadri, jg PMO

5 _—\‘—s______._———* 3 ¥

{ :‘[]s':?“"& Supply Chain & Parameswarap Iyer, Secy, DWS

; 311 b?ﬁ anagement for Rajender Singh, Member, NDMA

Vailability of Necessary itemg Ravi Kant Secy, F&pp
Such as Fooq & Medicines ’ :

Pawan Kymar Agarwal, Secy, Consumer.#\f‘fairs
N.N, Sinha, Secy, Border Management
Ashok Pandey, Member, CBIC

N. Sivasailnm, Spl Secy,, Logistics &Commerce
AVM Iha, IS, Aj

Usha Padhec, I8, Civil Aviation
Ashutosh lindal, I8, Cabinet Sect
._____\ Tarun Bajaj, AS, PMO

| &/
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Coordinating with Private
Sector, NGOs & International
Organizations for response
related activities

Amitabh Kant, CEO, NITI Aayog

Dr. Vijayaraghavan, PSA

Kamal Kishore,Member, NDMA

Sandeep Mohan Bhatnagar, Member, CBIC

Anil Malik, AS, MHA

Tinn Soni, DS, Cabinel Sect

Gopal Baglay, JS, PMO / Aishvarya Singh, DS, PMO

Economic & Welfarc measures

Atanu Chakraborty, Scey, DEA

T.V. Somnathan, Secy Exp

Hiralal Samariya Secy, Labour

Rajesh Bhushan, Secy, RD

Pankaj Jain Addl, Secy, DFS

Amrapali Kata, DS, Cabinet Scet ;

Arvind Shrivastava, JS / Kavitha Padmanabhan, Director, PMO

Information, Communication &
Public Awareness

Ravi Mittal, Scey, 1&B

Sunil Kumar,Sccy, PR

Syed Ata Hasnuin, Member, NDMA

Punya Salila Srivastava, IS, Home

Padmaja Singh, 1S, Iealth

Sandeep Sarkar, JS, Cabinet Sect

Gopal Baglay, JS /Hiren Joshi, OSD / Pratik Mathur, DS, PMO

Technology & Dala
Management

Ajny Sawhney, Secy, MEITY

Anshu Prakash, Secy, DoT

G S Toteja, ADG, ICMR

N Yuvraj, DS, llealth

Bharat [ [ Khera, JS, Cabinet Sect

Pratik Doshi, OSD/Manharsinh Yadav, DS / Hardik Shah, DS, PMO

Public Grievances &
Supgestions

Amit Khare, Secy HRD

K.Shivaji, Secy, DAPRG

Ashutosh Agnihotri,JS, MHA

Meera Mohanty, Director,Cabinet Sect.

Saurabh Shukla, Director / Abhishek Shukla, DS, PMO

11

Strategic issues relating to
Lockdown

Ajoy Kumar Bhalla, Secretary, Home

Dr. V Paul, Member NITI Aayog

V.P. Joy, Secrctary, Coordination, Cabinet Sect.

A. K. Sharma, AS / Arvind Shrivastava, JS / Abhishekh Shukla, DS,

PMO
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Ministry of Electronlcs & IT

AarogyaSetu: A multi-dimensional bridge

Posted On: 02 APR 2020 4:21PM by PIB Delhi

The Government of India today launched a mobile app developed in public-private partnership to

bring the people of India together in a resolute fight against COVID-19,

The App, called ‘AarogyaSetu’ joins Digital India for the health and well-being of every Indian. It

will enable people to assess themselves the risk for their catching the Corana Virus infection. It
will calculate this based on their interaction with others, using cutting edge Bluetooth technology,
algorithms and artificial intelligence.

Once installed in a smart phone through an easy and user-friendly process, the app detects
other devices with AarogyaSetu inslalled that come in the proximity of that phone. The app can
then calculate the risk of infection based on éophjsticated parameters if any of these contacts is
testedpositive.

The App will help the Government take necessary timely steps for assessing risk of spread of
COVID-19 infection, and ensuring isolation where required.

The App's design ensures privacy-first. The personal data collecled by the App Is encrypted
using state-of-the-art technology and stays secure on the phone till it is needed for facilitating

medical intervention.
Available in 11 langﬁzges. the App Is ready for pan-India use from day-1 and has highly scalable
architecture.

This app is a unique example of the nation's young talent coming together and pooling resources
and efforts to respond to a global crisis, It is at once a bridge between public and privale sectors,

digital ;tholomr and heey;services derlver}@d the potential r@ung India with siiuisaase-
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Annexure :- Rk

PRIVACY POLICY
When you use Aarogya Setu (App), some personal Informallon Is colloctod from and about you. We
are commilled to protecting the securlty of this Information and safoguarding your privacy. This
privacy policy sets out the details of the personal Informallon colloctod, tha manner In which it
collected, by whom as well as he purposes for which It Is used. Al roglstration you accepted the
terms of this Privacy Policy and your use of the App signifies your continued accaptanca thereof.
This Privacy Policy may be revised from tima to lime and you will be notlfled of all such changes. In

order to use the App, you will be required to consent lo the torms of the Privacy Policy as revised
from time to time,

1. INFORMATION COLLECTED AND MANNER OF COLLECTION

a. When you register on the App, the following Information Is collected from you and stored securely on
a server operated and managed by the Government of Indla (Server) — (I) name; (il) phone number;
(iii) age; (iv) sex; (v) profession; and (vI) countries visited In the last 30 days. This Informalion will be
stored on the Server and a unique digital id (DID) will be pushed to your App. The DID will thereafter
be used to identify you in all subsequent App related transactions and will be assocliated with any
data or information uploaded from the App to the Server. At registration, your localion details are
also caplured and uploaded to the Server,

b. When two registered users come within Bluetooth range of each other, thelr Apps will automatically
exchange DiDs and record the time and GPS location at which the conlact took place. The
information that is collected from your App will be securely stored on the moblle device of the other
registered user and will not be accessible by such other user. In the event such other registered user
tests positive for COVID-19, this information will be securely uploaded from his/her mobile device
and stored on the Server,

c. Each time you complete a self-assessment test the App will collect your location data and upload it
along with the results of your self-assessment and your DiD to lhe Server.

d. The App continuously collects your location data and stores securely on your mobile device, a
record of all the places you have been at 15 minute intervals. This information will only be uploaded
to the Server along with your DID, (i) if you test positive for COVID-19; and/or (i) if your self-declared-
symptoms indicate that you are likely to be Infected with COVID-19; and/or (lii) if the result of your
self-assessment test is either YELLOW or ORANGE, For the avoidance of doubt, this information
will NOT be uploaded to the Server if you are not unwell of if the resull of your self-assessment test
is GREEN. .

e. If you have tested positive for COVID-19 or if there Is a high likelihood of you being infected, you
have the option to press the Report button on the App which will allow you to either request a test or
report that you have tested positive for COVID-19. When you press the Report button the data
collected under Clauses 1(b) and (d) and securely stored on your device will be uploaded to the
Server with your consent.

2. USE OF INFORMATION

a. The personal information collected from you at the ime of regislration under Clause 1(a) above, will
be stored on the Server and only be used by the Gavernment of India in anonymized, aggregiatgd
datasets for the purpose of generaling reports, heat maps and other statistical visualisations for the
purpose of the management of COVID-19 In the country or to provide you gensral notifications
pertaining to COVID-19 as may be required. Your DID wlll only be co-related with your personal
Information in order to communicate to you the probablility that you have been infected with COVID-
19 and/or to provide persons carrying out medical and administrative interventions necessary in

relation to COVID-19, the information they might need about you In order to carry out such
interventions.
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3. RETENTION

All personal information collected from you under Clause 1(a) at the time of registraliqn_wnll *be

retained for as long as your account remains in existence and if any medical or administrative

interventions have been commenced under Clause 2, subject to Clause 3(b) below, for such period

thereafter as is required for such interventions o be completed.

All personal information collected under Clauses 1(b), 1(c), 1(d) and 1(e) will be retained on the

mobile device for a period of 30 days from the date of collection after which, if it has not already

been uploaded to the Server, will be purged from the App. All information collected under Clauses

1(b), 1(c), 1(d) and 1(e) and uploaded to the Server will, to the extent that such information relates to
people who have not tested positive for COVID-19, will be purged from the Server 45 days after
being uploaded. All information collected under Clauses 1(b), 1(c), 1(d) and 1(e) of persons who
have tested positive for COVID-19 will be purged from the Server 60 days after such persons have
been declared cured of COVID-19.

Nothing set out herein shall apply to the anonymized, aggregated datasets generated by the
personal data of registered users of the App or any reports, heat maps or other visualization created
using such datasets. Nothing set out herein shall apply to medical reports, diagnoses or other
medical information generated by medical professionals in the course of treatment.

4, RIGHTS

As a registered user, you have the right to ' i
sny registration information that you t?ave sggsﬁgz.your DR A S THMote ot
ngt;a t;lagf;?ziﬂ ?ha?ggr:cg]s oummunicatiqns that you receive from us or how you receive them. If you
O ; jzfgﬁ;n;n“zzicztoﬁsdfmm us, you may cancel your registration, If you‘canoel
118 et ok g you had provided to us will be deleted after the expiry of 30 days
5. DATA SECURITY |

. .
in?grfng%ois €quipped with standard secyrit
bl nt,_ Data s éncrypted In transit a

ation Is encrypted before bein

y features to protect the confldentiality and security of your

s well as at rest, Personal information ' i
; provided at the time
0 uploaded to the cloud where it is stored in a secure
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enerywied j E istered users that you
serves ersonal information that is stored in the Apps of other regis -
in contact ’”‘z" is securely encrypted and are incapable of being accessed by such user.

5. DISCLOSURES AND TRANSFER

: i ns camying out
othervise set out in Clause 2 vith resped! to information prowdg' rt; ﬁﬁnal o formation
sﬂ;i'and administrative interventions necessary in relation to CoVID-19,
gngaed by the App viill disclosed or transferred to any third party.

7, GRIEVANCES

- is Pri icy, you may
If you have any concerns of guestions in relation 10 ufus ana:.{r .FF?IW yo
Grievance Officer whose name and address are as follows:
(DDG) NIC (suppoﬂ.&arogyaselu@gwjn)

address them to the

S Mani, Deputy Direclor General
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Aarogya Setu
Terms & Conditions

lon for moblle and handheld devices (App) and Lhe
you download, install or use the
ent to be bound by them. The
be required to accept the

1:(::: :urml of service (Terms) govern your use of the Aaropya Setu appllcat
e o ;:lirnkvldad theru&mdm. P!cnae rend these tarms and condilions (Terms) carefully before
TPP- y elicking on tha *1 Agree” button, you signify your acceptance of the Terms, and your agreem

erms may be amended from time 1o time with notice lo you. In order to contlnue using the App, you will

ravised Terms. *

1. SERVICE OVERVIEW

The App 16 part of a service designed to () enable registered users who have come In centact with other reglstered users who
iratory syndrome Coronavirus 2 (COVIC-1 9) to be natified, traced and suitably .
ave been Infected. (iii) provide

have tested positive for the severe acute resp

supported, (Il) to function as an indication of whether or not a user has been Infected ot Is likely toh

users useful iInformation in relation 1o COVID-19, (Iv) Lo allow users 10 access convenience services in relation 10 coviD-19, and

(v) to disploy o government Is gued ePass (Services). When the App is Installed on your mabile or handheld device, It detects when

your device cormes within Bluetooth range of any other registered user's device and inltiates a protocol by which the information

specified In the Privacy Pollcy (Including location Information) abeut that other registered user (s collected. In the event you test

posltive for COVID-19, the Government of India will contact and/or Inform such registered users you have come in contact with
on. Similarly, you will be

over the past 30 days who have @ risk of being Infected, to adminisier the appropriate medical Interventl
notified If, as a result of having come in contact with any persons who have 1ested positive for COVID-19, that you have a risk of

being Infected. The App also allows users to conduct a self-assessment 1est 10 assess whether their symptoms combined with
other relevant factors offects thelr rlsk of belng Infected. The App will also serve as digital representation of an e-Pass where
avallable, The App will also provide links to convenlence services offered by vatious service providers. Accessing the links will

take users 1o external sltes from where these convenlence services will be provided.

2. REQUIREMENTS FOR USE

allow the App access to the Bluetooth and Gl
device Is switched off orIn alrplane maode, If
ss to Bluetooth and GPS services on your devlc

PS services on your mobile or handheld devlce. You
Bluetooth and GPS services on your devlce are turned off or
e, It will not be able caplure all necessary Information
accuracy of the Services. You agree 10 keep the moblle or handheld device on which the
times and to not share It with or allow anyone else to use It. You acknowledge that If you
sessed as likely to Infected with COVID-19 or not belng assessed as such when you

You agree to 1urn on and
acknowledge that If your
If you revoke the App's oCCE
which will Impalr the completeness and
App I3 Installed in your pe ssesslon at all
do so It could result In you belng falsely as

are.

3. USE

you agree that you will enly use th
Infection status. You agree that yo
performance of functionality of the App.
Including, but net limited to, accessing in
other reglstered users or galning or attemptin

provide false or misleading Information about yourself or your
eer 2 denlal of service, of In any other manner impalr the

You agree that you will not use the App for any purpose for which It was not intended
formatlon about registered Users stored In the App, Identifying or attempting to identify

g to gain access to the cloud database of the Service.

e App In good falth and will not
u will not do anything to throttle, engin

4. PRIVACY
he collection and use of your personal Information for the provision of the Services. The details of the

llected and the manner in which 1t collected and by whom as well as the purposes for which it will be
used Is more fully set out In our privacy policy which Is avallable here. You are free to choose not 1o provide thls information at
any time by revoking the App's access 10 Bluetooth and GPS services. You can also delete the App from your mobile of handheld

device, however, should you do so, you acknowledge that you will no longer be able to avall of the Services.

You hereby consentto1
personal Information co

5, DISRUPTION

ou have no expectatlon of, or right to permanent a
Ible to you from everywhere on a 24x7 basls,

nd uninterrupted access to the Services. While the Services are

vou agree that y
from time to time and without prior notice of downtime,

Intended to be aCCeSS

hup,ﬂ.a;ogyaseiu.quv.inﬂams-mndillons!
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o et Py o roxi o have tested positive 10 CcOVID-19;
ices to accurately identify persons In YOUT L v have come in contact with
for (a) the failure of the App or the Services o ¢ the Sevces 28 10 whether the persons you

(b) the accuracy of the Information provided by the Ap
in fact been Infected by COovID-19.

7. DISCLAIMER
those provided by this App are never wholly free from

ty or representation to that effect or that the App will be

defects, errors and bugs, and the Government of India provides no : indla specificall

compatible with any application, or software not specifically identified as E?T'F::agt::ﬁr;h? :;;ﬁ:gﬁ“::};;‘;;‘g:: Az: e dep:’;ndent
isclai impli i r non-infri : o

disclaims any implied warranties of fitness for a particuler purpose os ol o 1hi  anment of ndia nclains all lability

on the compliance by all registered users of the App with these Terms. : I el
_The Services that are being provided (including the seil* )
on account of such non-compliance by other registered users A s s

assessment test, its results and any nolifications sent by the App) are not a substitute for common pru

s" basis. All services such as

The App is being made available on an *as-|
gs no warran

or specific therapeutic and epidemiclogical measures necessary to combat COVID-19.

8. DEFECT REPORTING '
You can report any defects or bugs in the App or the Services to support{dotlaarogyaset ufatlgov[det]in. The Government of India
~will make every endeavour to address all reported bugs and defects. -
'9. GOVERNING LAW '

These Terms shall be governed by the laws of india.

(Ic-rrl-:n-. -::r.-_re-i updated and rl.lu:f:l.:tim—:.d ky the MyGoy, MY, Aarogyo Setu Platform is designed devéloped and h d b
Natenal Informancs Cantre, Ministry of Electranics & Informatian Technology, Covernmant of India ey

" i
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F. No, 101/2/1/2020-CA.IV

MOST IMMEDIATE 3q

HRd AR /Government of India
#AfAvse wfREea /Cabinet Secretariat Annexure :- RQ
Tsgufd 81&eT /Rashtrapati Bhawan

*kk

New Delhi, the 3 April, 2020

Subject: Constitution of Committee for developing and implementing a Citizen App

technology platform for combating COVID-19.

. Inresponse to the COVID-19 pandemic, a wide range of technology products and .
appllcat:pps have come up to bring citizens onto a common platform. Technology experts,
acadgzmlmans and private companies have also reached out to the Government offering
SOEUFI_UHS and services. Developing a single nation-wide technology platform on-boarding
all citizens can be a powerful tool in combating the pandemic.

=4 In view of the above, it has been decided to create an enabling mechanism
through a public private partnership model to develop and implement a Citizen App
technology platform, on-boarding all citizens in combating COVID-19, evaluating and
converging related technology solutions and suggestions. A Committee is constituted

comprising of the following:
i.  Shri R.S. Sharma, Chairman, TRAI

iil.  Professor K. Vijay Raghvan, Principal Scientific Advisor to Govt, of India
ii. ~Shri Ajay Prakash Sawhney, Secretary, M/o Electronics & Information

Technology

iv.  Shri Anshu Prakash, Secretary, D/o Telecommunications
v.  Shri Anand Mahindra, Chairman, Mahindra & Mahindra

vi. Shri N. Chandrasekaran, Chairman, Tata Sons

vii. Professor V. Kamakoti, Member, NSAB, IIT Chennai

3. M/o Electronics & Information Technology will provide secretarial support to the
Committee. The Committee will be further assisted by Shri Manharsinh Yadav, Deputy

Secretary, Prime Minister's Office.

4, The Committee may co-opt any member as per requirementAThe Co all
complete its work within 3 months,
(Amrapali Kata)
i Deputy Secretary to the Govt. of India
. Tel: 2301 3507
To,
1. Shri R.S. Sharma, Chairman, TRAI
2.  Professor K. Vijay Raghvan, Principal Scientific Advisor to Govt. of India
3. Shr Ajay Prakash Sawhney, Secretary, M/o Electronics & Information
Technology
4,  Shri Anshu Prakash, Secretary, Dfo Telecommunications
5.  Shri Anand Mahindra, Chairman, Mahindra & Mahindra
6. Shri N. Chandrasekaran, Chairman, Tata Sons
7. Professor V. Kamakoti, Member, NSAB, IIT Chennai
8.  Shri Manharsinh, Deputy Secretary, Prime Minister's Office

Copy, for information, to:

; ., cannexyre Lo R c::v .
1. Dr. Hardik Shah, Deputy Secretary, Prime Minister's O‘fﬁoe Wit .?

5239411/2020 dated 02.04.2020.
2. SO to Cabinet Secretary

bl b NS, L

Q ‘ - h el
Uenieansy

Atfidavit of Smt./Sri.

NOTARY PUBLIC

Scanned with CamScanner



T

Annexure :- P%

Aarogya Setu
YplEm | enyEm | ww EfEm

WEDNESDAY, 6 MAY 2020

Earlier today, we were alerted by an ethical hacker of a potential security issue of
Aarogya Setu. We discussed with the hacker and were made aware of the
following:

1.The App fetches user location on a few occasions.

Response: This is by design and is clearly detailed in the privacy policy.

Reproducing the same for everyone's benefit. We fetch a user's location and store

on the server in a secure, encrypted, anonymised manner

* At the time of registration

* At the time of self-assessment

* When a user submits their contact tracing data voluntary through the App or
when we fetch the contact tracing data of a user after they have turned COVID-
19 positive

2. User can get the COVID-19 stats displayed on Home Screen by changing the
radius and latitude-longitude using a script

Response: The radius parameters are fixed and can only take one of the five
values: 500 metres, 1tkm, 2km, skm and 10km. These values are standard
parameters, posted with HTTP headers. Any other value as part of the “distance”
HTTP header gets defaulted to 1km.

The user can change the latitude / longitude to get the data for multiple locations.
The API call though is behind a Web Application Firewall, and hence bulk calls are
not possible. Getting data for multiple latitude longitude this way is no different
than asking several people of their location's COVID-19 statistics. All this
information is already public for all locations and hence does not compromise on
any personal or sensitive data.

No personal information of any user has been proven to be at risk by this ethical
hacker. We are continuously testing and upgrading our systems. Team Aarogya
Setu assures everyone that no data or security breach has been identified.

We thank this ethical hacker on engaging with us. We encourage any users who

identify a vulnerability to inform us immediately at sHBRRELARIR BRI ed provsin.
Your continued support will help us keep the App mmwﬂgggmg.ﬂﬁ;{;u,,,_ha

Affidavit of Smt.Srl...e \VEMEETES #

NOTARYPUBLIC

L
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Annexure :- P8
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anrnmentorlndlu i
Mintstry of Eloctronles and Informatlan fochnology
Clectronles Niketan, G cG0 Comple;
New Dellil-110003,
' pated: April 08", 2020

No. 2{11)/2020-CLES
offlece Memarandum

w lunetioning of Aaregya Setu app ond its platforn ecosysterm- reg.

lhe Tollowing erganlsatianal set up with individual
ng invalved in tasks ©

alns ol varlous perso
its platform

directed o Inform that
u app and

in ordar clarly splcily the r

The undersigned 16
lon and functioning of Aarogyd Set

fntpnnskhllnlus Is herehy drivwn Up
relating 1o the development, prumol

i) Smt. Neeta Verma, DG NIC= Misslon Chief for the antire ecosystem

{i) sh RS Manl, DDG, NIC - Project Head :
pesponslble for the visfon, solution

i Volunteer and Preduct Head: /
he product plan ineluding features,

jii) Sh. Lalitesh Katragadda = Chle
n - evolving t

~ . prehitecture, key platform decislons and directio
handling bugs, enhancing usabllity feioy
¢ - Programme Manager and P'rod-u:t Marketing _'He.:ir.l

Liv) i, Arnab Kumar = PR NITI Aayo
deparlments, rmessaging, PR,

e * feedback from relevant departments,
' messaging channels to maximise Usaga and onga

gement, Stepping up marketing effort towards -

L

). %h. Vikalp Sahnl and Sh. Rahul Goyal - MMT= Volunteers .-'Ter.hno'lnw'& Dpu-ri-l'liai'\s
* Rasponsible for coordination. B executlon of the product roadmap closely with the engineers
1o manage the Operations, in consultation with Profect Head and Product Head,” "2

gy Prof V Kamakotl = IIT Madras - Lead for Security, Privacy and Legal areas, to ensure com;:}ia' ¢

* Inall these ospects, put In place clear simple Terms of Service and ensure product is com IIgm. 2t

" with such Terms of Service, ensure National Security needs are served and at the s e
- cltizens Interests and privacy concerns are protected, APE . S8R,

This Documen
tis Refe
Annnexure ....,.... E3 el

--puu-n--ncunihs

'

Affidavit of Smt.sgri... Ks VENEAT ESH

NOTARY PuBLIC

Scanned with CamScanner



No.M-11013/1/2019-M8(0&M)
. Governmenl of Indla J
Ministry of Electronics and Information Technology

Electronics Niketan, 6 CGO Complex
kkbk

New Dolhi-110003,
Dated: 28/04/2020

Office Memorandum

Subject: Organisational chart for the functioning of Aarogya Sctu App and ity
platform ecosystem- amendment reg.

In continuation of this Ministry's OM. No, 2(11)/2020-CLES dated
08/04/2020 [copy enclosed) on the above mentioned subject, it has been decided
to refine the organisational chart for Aarogya Setu App and address the
requirement of creatives and content as given under:

Sh. Abhishek Singh, IAS, CEO, MyGov and President & CEO, NeGD: Head -
Content and creatives; Responsible for curated content, creatives on
proliferation and promotion of Aarogya Setu app, enhancing usage, media

strategy.

#2|

Annexure :- R9

2. This issues with the approval of Secretary, MeitY,
VAl
ishor)

(Roop
Director (Pers.)
Tel. 24364591

Email: roop.kishor@mtity,gov.in

To:
All officers concerned

All GCs in MeitY .
Di.r.[Pcrs.]fJD[F‘inmce],:‘JD[GA],fJD{PG]_}RTIfJD[Euilding]
All JDs/DDs in MeitY

Intra-MeitY Portal/MeitY Website Cell

R e

Copy to:

DG, NIC/DG, STQC Dte.
CEO-UIDAI/DG(ICERT)/CCA

CEOs of all Autonomous Societics and Companies under MeitY
PPS to ME&IT

PPS to MOS(E&IT)

PPS/0SD to.Secretary, MeitY

PPS to AS/AS&FA/SEA .

This pocument is Retﬁe;qred {0 AS
L L] ril-r#oliihe

ANNNEXULE sususnsseserss
Affidavit of smt.ISri...d

NOTARY PUBLIC

P SR S PRT S
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from: Vikash Chourasia <vikash@meity.gov.in>

gent: Wednesday, 8 April 2020, 23:19

To: Director General NIC; R.S. Mani; kama; lalitesh; Arnab Kumar; vikalp@go-mmt.com;
rahul.goyal@go-mmt.com |

Ce: Addl Secretary MeitY; Ajay Sawhney; Ajay Sawhney

Subject: OM for Aarogya Sctu App &. Platform |

Sir/Madam,

The undersigned is directed to inform that the following organisational set up with individual
responsibilities is hereby drawn up in order clearly specify the roles of various persons involved in
tasks relating to the development, promotion and functioning of Aarogya Setu app and its platform
ecosystem:

i) Smt. Neeta Verma, DG NIC — Mission Chief for the cntire ecosystem

ii) Sh.R S Mani, DDG, NIC —Project Head

iii) Sh. Lalitesh Katragadda — Chicf Volunteer and Product Head: Responsible for the vision,
solution architecture, key platform decisions and direction - evolving the product plan including
features, handling bugs, enhancing usability .

iv) Sh. Arnab Kumar — PD NITI Aayog - Programme Manager and Product Marketing
Head: Responsible for coordination across departments, messaging, PR, translations, gathering

_feedback from relevant departments, ensuring platform is aligned with policy. Activating
messaging channels to maximise usage and engagement. Stepping up marketing effort towards get
the app on every smartphone.

v) Sh. Vikalp Sahni and Sh. Rahul Goyal - MMT— Volunteers - Technology & Operations :
Responsible for coordination & execution of the product roadmap closely with the engineers & to
manage the Operations, in consultation with Project Head and Product Head.

vi) Prof V Kamakoti — IT Madras - Lead for Security, Privacy and Legal areas, to ensure
compliance in all these aspects, put in place clear simple Terms of Service and ensure product is
compliant with such Terms of Service, ensure National Security needs are served and at the same
time citizens interests and privacy concerns are protected.

2. This issues with the approval of Secretary, Ministry of Electronics and Information Technology.

Regards,

Vikash Chourasia | Scientist 'C’

Ministry of Electronics & [nformation Technology

Electronics Niketan, 6 CGO Complex, Lodhi Road, New Delhi - 110003

Tel : +91-11-24301247 | Mobile: +9]- 9311958964 | vikash.c@gov.in
Thank you for considering the environmental impact of printing emails.

https:/email.gov.in/h/printmessage7id=C:4386&tz=Asia/Kolkata&xim=1 28-04-2020
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Ministry of Electronics & IT

Annexure -R\O ‘QH |
Aarogya Sety introduces ‘Open AP Service’, a novel
feature to help the people, businesses and the
€conomy to return to normalcy

Thc? service can be availed by organizations and
business entities, who are registered in India with
more than 50 employees

Open API Service enables organizations to get the
health status of their employees or any other
Aarogya Setu Users without violating their data
privacy

Posted On: 22 AUG 2020 3:08PM by PIB Delhi

As we move on to the new normal of learning to live with COVID19, Aarogya Setu team has worked on a
new innovative feature which is called ‘Open API Service’. In order to help businesses and economy to start
functioning while being safe, the Open API Service enables organizations to check the status of Aarogya Setu
and integrate it into its various Work from Home features. The Open API Service of Aarogya Setu, addresses
the fear/risk of Covid-19 infections and help the people, businesses and the economy to return to normalcy.

Aarogya Setu has been powering India’s fight against COVID-19 since its launch on 2nd April 2020. Aarogya
Setu has now emerged as the most downloaded contact tracing App in the world, with more than 15 crore
Users. The overwhelming support of the people has enabled Aarogya Setu to aid the efforts of frontline health
workers and the Government in COVID-19 mitigation and management efforts. More than 6.6 million
Bluetooth contacts have been traced and percentage positive of those who have tested is almost 27%. Thus
Aarogya Setu based Bluetooth contact tracing and testing is very efficient and effective. Similarly, many
others have been advised for caution and quarantine and it has led to breaking the chain of spread and has
been effective in early detection and ensuring that fatality rates in India are amongst the lowest. The Aarogya
Setu ITIHAS interface which uses location data and Aarogya Setu analytics to predict emerging hotspots at
Sub Pincode levels has been very effective in helping the health officials and administration to take necessary
precautionary steps. More than 30,000 hotspots have been identified at a very granular level of 300 m X 300
m and shared with State Governments and Districts.

Since its launch, Aarogya Setu has continuously innovated and introduced more novel features like e-pass
integration, QR Code scanning, sharing of Health status with family/known persons - all of which have bee:fn
very effective in keeping India and Indians safe in line with the motio of Aarogya Setu — Main Surakshit,
Hum Surakshit, Bharat Surakshit,
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Open API Service

The Open API Service of Aarogya Setu, can be availed by or
registered in India with more than 50 employees, and they can use the Open API Service to query the Aarogya

Setu Application in real-time and get the health status of their employees or any other Aarogya Setu User,
who have provided their consent for sharing their health status with the organization, The Open AP] shall only
provide the Aarogya Setu status and name of the Aarogya Setu User (with User's consent). No other personal

data shall be provided through the APL

Registration for Open API Service can be done at : hﬂpszﬂgﬁenapi.amgxas@;.ggv.in
Technical queries, related to Open API can be addressed to : openapi.aarogyasetu@gov.in

L L L L

ganizations and business entities, who are

RCIM

(Release ID: 1647866) This Document js R f
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Affidavit of Smt.tSri..z@,k.é;}é;;Eg ” |

——————— L R L S R L

NOTARY pypy ¢
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No. 40-3/2020-DM-I(A) Annexure :- R \\

Government of India
Ministry of Home Affairs

North Block, New Delhi-110001
Dated 17" May, 2020

ORDER

Whereas, the National Disaster Management Authority (NDMA) in exercise of
their powers under section 6(2)(l) of the Disaster Management Act, 2005, vide their
Orders dated 24.03.2020, 14.04.2020 and 01.05.2020 had directed the National
Executive Committee (NEC) to take lockdown measures so as {0 contain the spread of

COVID-19 in the country,;

Whereas, Chairperson NEC, in exercise of the powers conferred under Section
10(2)()) of the Disaster Management Act, 2005, has issued Orders of even number on
lockdown measures dated 24.03.2020, 29.03.2020, 14.04.2020, 15.04.2020 and

01.05.2020;

Whereas, save as otherwise provided in the guidelines annexed to this Order,
all Orders issued by NEC under Section 10(2)() of the Disaster Management Act,
2005, shall cease to have effect from 18.05.2020;

Whereas, in exercise of the powers under section 6(2)(i) of the Disaster
Management Act, 2005, NDMA has issued an Order number 1-29/2020 - PP dated
17.05.2020 directing the Chairperson, NEC that lockdown measures to contain the
spread of COVID-19 be continued to be implemented in all parts of the Country, for a
further period upto 31.05.2020;

Now therefore, under directions of the aforesaid Order of NDMA dated
17.05.2020, and in exercise of the powers, conferred under Section 10(2)(I) of the
Disaster Management Act, 2005, the undersigned, in his capacity as Chairperson,
NEC, hereby issues directions for strict implementation, to all -the Ministries/
Departments of Government of India, State/Union Territory Governments and State/
Union Territory Authorities that lockdown measures to contain the spread of COVID-19
will continue for a peried of upto 31.05.2020, as per the guidelines annexed to this

Order, which will tome into effect from 18.05.2020.
- 0
; s>
b nion Home Secretary

To:

1. The Secretaries of Ministries/ Departments of Govemment of India
2 The Chief Secretaries/Administrators of States/Union Territories

(As per list attached)

Copy to:
i. All members of the National Executive Committee.

ii. Member Secretary, National Disaster Management Authority.

....
Thh
aun?
ae

Scanned with CamScanner



L=
D
= ¢
]
-

inistries/ Departments
be taken byan'; State/ UT Authorities o

= -

_DM-I (A) dated 17%
HnmeAtfairs(ﬂHA] Order No. 40 pM-I (A)

[As per Ministry of
May, 2020]
4. Lockdown <hsll continue tO
2. The following activities shall co
st t for domestic
i rs, excep
i omest i ational air travel of passengers, _ g
) ;rfegha’l :w‘fcn;,mzmmesﬁc air ambulance and for security purpose
purposes as permitted
ji. Metro rail services.
i Schools, colieges, educational training/
cdlesad. Onlingf distance learning shall con
encouraged.

remain | st May, 2020.
in in force upto 31
ntinue to remain prnhibited throughout

coaching institutions etc. will remain
tinue to be permitted and shall be

iv. Hcte's, restaurants and other hospitality services, except those meant for
housing health/ police/ Govemment officials/ healthcare workers/ str_anded
persons including tourists and for quarantine facilities; and running of
“anteens at bus depots, railway stations and airports. Restaurants shall be

permitted to operate kitchens for home delivery of foed items.

v. All cinema halls, shopping malls, gymnasiums, sSwimming pcols,
entertainment parks, theatres, bars and auditoriums, assembly halls and
similar places. Sporls complexes and stadia will be pemitted to cpen;

however, spactators will not be allowed.
All social/ politicall sports/ entertainment/ academic! cultural/l religious
functions/ other gatherings and largs congregations.
vii. All refigious places/ places of worship shall be closed for public. Religious
congregations are strictly prohibited.
3. The following activities shall be permitted with restrictions, except in the
Containment Zones:
Inter-State movement of passenger vehicles and buses, with mutual consent
of the State(s)/ UT(s) involved.
ii. Intra-State movement of passenger vehicles and buses, as decided by the
States and UTs.

fii. Standard Operating Procedures (SOPs) for movement of persons, as
meniioned in Annexure |, shall continue to operate.

4. National Directives for COVID-19 Management

National Directives for COVID 19 Management, as ified in A
shall be followed throughout the country. specifi nnexure I,

5. Containment, Buffer, Red, Green and Orange Zones

I. The delineation of Red, Green and Orange Zones will be decided by the
reapedrb\;e Sta':e r:dndwUTMGwernmants. after taking into consideration the
parameters sha inistry of Health & Family Welfa N
Government of Indla (Gol). At

\ f\ww
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Within the Red and Orange Zones, Containment Zones and Buffer Zones will

be demarcated by the District authorities, after G
guidelines of MoHFW. . after taking into consideration the

In the Centainment Zones, only essential activities shall be allowed. There
ghalt be strict perimeter control to ensure that there Is no movement of people
in or out of these zones, except for medical emergencies and for maintalning
supply of essential goods and services. Guidelines of MOHFW shall be taken
into consideration for the above purpose.

iv. Inthe Conta_inmem Zones, there shall be intensive contact tracing, house-to-
house surveillance, and other clinical interventions, as required.

6. Nightcurfew

The movement of individuals shall remain strictly prohibited between 7.00 pm to
7.00 am, except for essential activities. Local authorities shall issue orders, in
the entire area of their jurisdiction, under appropriate provisions of law, such as
prohibitory orders [Curfew] under Section 144 of CrPC, and ensure strict
compliance.

7. Protection of vulnerable persons

Persons above 65 years of age, persons with co-morbidities, pregnant women,
and children below the age of 10 years, shall stay at home, except for essential
and health purposes.

8. All other activities will be permitted, except those which are specifically
prohibited.
However, in Contalnment Zones, only essential activities shall be allowed,
as mentioned in para 5(iii) above.

Further, States/ UTs, based on their assessment of the situation, may
prohibit certain other activities in the various zones, or impose such
restrictions as deemed necessary.
9. Use of Aarogya Setu
. Aarogya Setu enables early identification of potential risk of infection, and
thus acts as a shield for individuals and the community.

ii. With a view to ensuring safety in offices and work places, employers on best
effort basis should ensure that Aarogya Setu is installed by all employees
having compatible mobile phones.

jii. District authorities may advise individuals to install the Aarogya Setu
application on compatible mobile phones and regularly update their health
status on the app. This will facilitate timely provision of medical attention to

those individuals who are at risk.
10. Special directions to ensure movement of persons and goods in certain
cases

I. Al States/ UTs shall allow inter-State and intra-State movement of medical
professionals, NUrses and para medical staff, sanitation personnel and

ambulances, without any restriction.
fi. Al States/ UTs shall allow inter-State movement of all types of goods/ cargo,

including empty trucks. g
M'w
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11. Strict enforcement of the guidelin

12

of goods/ cargo for
op the movement pf any type ( "
stgel:rlTre::ltie:s with neighbouring cou niries. N

State/ UT Governments shall not dilute these guidelines issued under the
Disaster Management Act, 2005, in any manner.

All the District Magistrates shall strictly enforce th

In order to implement these measures, the District .
Executive Magistrates as Incident Commanders In the respective local

jurisdictions. The Incident Commander will be resgor}sitgle‘ for the overall
implementation of these measures in their respective jurisdictions.

No State/ UT shall
land-border trade un

e above measures.
ct Magistrates will deploy

Penal provisions

Any person violating these measures will be liable to be proceeded against as
per the provisions of Section 51 to 60 of the Disaster Management Act, 2005,
besides legal action under Sec. 188 of the IPC, and other legal provisions as

applicable. Extracts of these penal provisions are at Annexuye [ll. /
»
. A‘l"“ K 0)1 L

Union Home Secretary
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vi.

Annexure |
Standard Operating Procedures (SOPs) issued by MHA
: i r forei ional(s) in India issu i r
dated April 02, 2020.
on movement of stran labour within Sta i d vide r
ated Aoril 19, 20
ian ian-o i f i 1 r dated
21. 2020.

SOP on movement of stranded migrant workers, pilgrims, tourists, students
and other persons, issued vide Order dated April 29. 2020 and Order dated
May 01, 2020.
v i ional
cified persons to trav issued vide M

in, issued vi

/>*"ﬁ Awv”

Scanned with CamScanner

50



iv.

vi.

Vil.

viii.

ix.

xi.

Xii.

Ann&‘u]‘ o .
ctives for coviD 19 Management .
public and work places.

ishable with fine, as may
g lations by the State/ u%

National Dire "
' ina
Wearing of face COVer IS compulsory in \
e
itting in public & work places shall uleg e
s ed in accordance with its laws, T

prescrib y
local authonty. * S
So;:ial distancing shall be followed by all persons In pu p
transport. - - |

p ring shall ensure social distancing, and the maximum

Marmiage related gathe
numbeg; of guests allowed shall not be more than 50.

Funeral last rites related gathering shall ensure social distancing, and the
maximum numbers allowed shall not be more than 20.
Consumption of liquor, paan, gutka, tobacco etc. in public places is not
allowed.

Shops will ensure minimum six feet distance (2 gaz ki door) among
customers and shall not allow more than 5 persons at the shop.

Additional directives for Work Places
As far as possible, the practice of work from home should be followed.

Staggering of work/ business hours shall be followed in offices, work places
shops, markets and industrial & commercial establishments, '

Provision for thermal scanning, hand wash and saniti i
Mo ' anitizer will b
entry and exit points and common areas, Bimads ot el

Frequent sanitization of entire workplace, commo iliti
> . ) n facilities an i
which come into human contact e.g. door handies etc., shall bC:z a;llllspfg;s

including between shifts.

adequate distance between workers, adequ
staggering the lunch breaks of staff etc. quate gaps between shifts,

A
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- Annexure llI
Offences and Penalties for Violation of Lockdown Measures

Section 51 to 60 of the Disaster Management Act, 2005

51. Punishme i i
2 T nt for obstruction, etc.—Whoever, without reasonable

(@) g’l:::;ugs any officer or employee of the Central Government or the
Stat overnment, or a person authorised by the National Authority o
e Authority or District Authority in the discharge of his functions

under this Act; or

(b) refuses to comply with any direction
Centra! Government or the State Government
Executive Committee or the State Executive Commi

Authority under this Act,

shall on conviction be punishable with imprisonment
extend to one year or with fine, or with both, and if suc
to comply with directions results in loss of lives or imminen
shall on conviction be punishable with imprisonment for a

extend to two years.

52. Punishment for fals
which he knows or has reason
assistance, repair, reconstruction
from any officer of the Central Government, 1

National Authority, the State Authority or the

conviction be punishable with imprisonment for a

two years, and also with fine.

53. Punishment for misappropriation
Whoever, being entrusted with any money or materials, or otherwise being, in
custody of, or dominion over, any money or goods, meant for providing relief
in any threatening disaster situation or disaster, misappropriates or
appropriates for his own use or disposes of such money or materials or any
part thereof or wilfully compels any other person so to do, shall on conviction
be punishable with imprisonment for a term which may extend to two years,

and also with fine.
54. Punishment for false warning.—Whoever makes or circulates a
false alarm or warning as to disaster or its severity or magnitude, leading to
ich may extend

panic, shall on conviction, be punishable with imprisonment whi
to one year or with fine.
55. Offences by Departments of the Government.—(1) Where an
offence under this Act has been committed by any Department of the
Government, the head of the Department shall be deemed to be guilty of the
offence and shall be liable to be proceeded against and punished accordingly
unless he proves that the offence was committed without his knowledge or
that he exercised all due diligence to prevent the commission of such offence.

(2) Notwithstanding anything contained in sub-section (1), where an
offence under this Act has been committed by 2 Department of the

Government and it is proved that the offence has been committed with the

consent or connivance of, or is attributable to any neglect on the part of, any
officer, other than the head of the Department, such officer shall be deemed

to be guilty of that offence and shall be liable to be proceeded against and
punished accordingly- ¢

given by or on behalf of the
or the National
ttee or the District

for a term which may
h obstruction or refusal
t danger thereof,
term which may

e claim.—Whoever knowingly makes a claim
to believe to be false for obtaining any relief,

or other benefits consequent to disaster
he State Government, the

District Authority, shall, on
term which may extend to

of money or materials, etc.—
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™ 57. Penalty for contravention of any mg; ‘;EL . d:'gsaectioﬁ
re uisitiéning.—lf any person contravenes any order oh may exiend ©
55q he shall be punishable with imprisonment for a term whni

one year or with fine or with both.

58. Offence by companies.—(1) Where an offence under this Act has

t the
mitted by a company or body corporate, every person who_ a
EE?; tﬁzmoﬁence b*.:as committed, was in charge of, and was responsible to,
the company, for the conduct of the business of the company, as well as the
company, shall be deemed to be guilty of the contravention and shall be liable
to be proceeded against and punished accordingly:

Provided that nothing in this sub-section shall render any such person
liable to any punishment provided in this Act, if he proves that the offence was
committed without his knowledge or that he exercised due diligence to
prevent the commission of such offence.

(2) Notwithstanding anything contained in sub-section (1), where an
offence under this Act has been committed by a company, and it is proved
that the offence was committed with the consent or connivance of or is
attributable to any neglect on the part of any director, manager, secretary or
other officer of the company, such director, manager, secretary or other officer

shall also, be deemed to be guilty of that offence and shall be liable to be
proceeded against and punished accordingly.

Explanation.—For the purpose of this section—

(a) “company” means anybody corporate and includes a firm or
other association of individuals; and

(b) “director”, in relation to a firm, means a partner in the firm.

59. Previous sanction for prosecution.—No prosecution for offences
punishable under sections 55 and 56 shall be instituted except with the
previous sanction of the Central Government or the State Government, as the

case may be, or of any officer authorised in this behalf, by general or special
order, by such Government.

60. Cognizance of offences.—No court shall take cognizance of an
offence under this Act except on a complaint made by—

(@) the National Authority, the State Authority, the Central
Government, the State Government, the District Authority or any

other authority or officer authorised in this behalf by that Authority
or Government, as the case may be; or

(b)  any person who has given notice of not less than thirty days in the
manner prescribed, of the alleged offence and his intention to
make a complaint to the National Authority, the State Authority,
the Central Government, the State Government, the District
Authority or any other authority or officer authorised as aforesaid.

7
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Section 188 in the Indian Penal Code, 1860

188. Disobedience to order duly promulgated by public servant—
Whoever, knowing that, by an order promulgated by a public servant lawfully
empowered to promulgate such order, he is d irected to abstain from a certain
act, or to take certain order with certain property in his possession or under
his management, disobeys such direction, shall, if such disobedience causes
or tends to cause obstruction, annoyance or injury, or risk of obstruction,
annoyance or injury, to any person lawfully employed, be punished with
Simple imprisonment for a term which may extend to one month or with fine
Which may extend to two hundred rupees, or with both: and if such
disobedience causes or trends to cause danger to human life, health or
safety, or causes or tends to cause a riot or affray, shall be punished with
imprisonment of either description for a term which may extend to six months,
or with fine which may extend to one thousand rupees, or with both.

Explanation.—It is not necessary that the offender should intend to
produce harm, or contemplate his discbedience as likely to produce
harm. It is sufficient that he knows of the order which he disobeys, and
that his disobedience produces, or is likely to produce, harm.

Illustration

An order is promulgated by a public servant lawfully empowered to
promulgate such order, directing that a religious procession shall not
pass down a certain street. A knowingly disobeys the order, and
thereby causes danger of riot. A has committed the offence defined in

this section.
ek
Cois Connent is Referred 15 A3
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Annexure :- PR

4th June,2020
Government of India

Ministry of Health and Family Welfare

SOP on preventive measures in Restaurants to contain spread of COVID-19

Background

Given the current COVID-19 outbreak in India, it is important that restaurants and other
hospitality units take suitable measures to restrict any further transmission of the virus while
providing restaurant services.

Scope

This document outlines various generic precautionary measures to be adopted in addition to
specific measures to be ensured at particular places to prevent spread of COVID-19. .
Restaurants in contalnment zones shall remain closed. Only those outside containment
zones will be allowed to open up.

Generic preventive measures

Persons above 65 years of age, persons with comorbidities, pregnant women and children
below the age of 10 years are advised to stay at home, except for essential and health
purposes. Restaurant management to advise accordingly.

The generic measures include simple public health measures that are to be followed to
reduce the risk of COVID-18, These measures need to be observed by all (staff and patrons)
in these places at all times.

These include:
i.  Physical distancing of at least 6 feet to be followed as far as feasible.

ii.  Use of face covers/masks to be made mandatory.
iii.  Practice frequent hand washing with soap (for at least 40-60 seconds) even when
hands are not visibly dirty. Use of alcohol-based hand sanitizers {for at least 20

seconds) can be made wherever feasible.
Respiratory etiquettes to be strictly followed. This involves strict practice of covering

one's mouth and nose while coughing/sneezing with a tissue,’handkerchiefﬁlexed

elbow and disposing off used tissues properly.
v. Self-monitoring of health by all and reporting any illness at the earliest to state and

district helpline.
vi.  Spitting shall be strictly prohibited.
vii.  Installation & use of Aarogya Setu App shall be advised to all.

page1of3
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vi.

vii.

viil.

Xi.

xii.

Xiil.
Xiv.

XV.

xvi.
xvii.

Xviii.
Xix.

XX,
XXi.

ments: .
awingarr:ng: Dine-In- Food delivery Personng ,
0 ",
ver the food packet g, *
. door, DO NOT 2N e

d thermally by the restaura“l

e
the customer. deliveries shall be screen
me s nr
The staff for ho e deliveries. :
, ome - r) a

authorities prior to allowing hand hygiene (sanitizer dispenser) and thermy
tory
o have mand2

Entrance t

screening provisions. -
Only asymptomatic staff and patrons shall be

if usin
All staff and patrons to be allowed entry only if g

e restaurant.
sks has to be worn at a o
i ees/AV media on preventive measures about CcoviID be

face cover/masks. The face
Il times inside th

Posters/stand
displayed prominently.

Staggering of patrons to be done,
Adequate manpower shall be de

social distancing norms.
All employees who are at higher risk i.e. older employees, pregnant employees and

employees who have underlying medical conditions, to take extra precautions. They
should preferably not be exposed to any front-line work requiring direct contact
with the public. Restaurant management to facilitate work from home wherever
feasible.

Proper crowd management in the parking lots and outside the premises — duly
following social distancing norms shall be ensured.

Additional patrons to be seated in a designated waiting area with norms of social
distancing.

Valet parking, if available, shall be operational with o
covers/ masks and gloves as appropriate. A pro
handles, keys, etc. of the vehicles should be taken
Specific markings may be made with sufficient d
ensure social distancing in the premises.
Preferably separate entry and exits for Patrons, staff
organized.

Required precautions while handling supplies
restaurant shall be ensured. Proper queue man
organized.

Maintaining physical distancing of a minimum of 6 fe
and inside the restaurant as far as feasible,
Seating arrangement to be made in such a wa
maintained.In restaurants, not more than 50%
Disposable menus are advised to be used,
Instead of cloth
encouraged.

if possible. |
ployed by restaurant management for ensuring

perating staff wearing face
per disinfection of steering, door
up.

'stance to manage the queue and

and Boods/supplies shall be

» inventories and goods

in the
agement ang disinfection s

hall be

et, when Queuing up for entry

¥ that adequate 5

ocial dj ; "
of seating Capacity g s

to be permitteq.
napkins, use of good quality g
¥ disposable Paper napkins tq be

Buffet service should also follow social distancing norms am

Number of people in the elevators shall be
distancing norms.

\ ONng patrongs,
restri
ricted, duly maintaining socijal
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xXii.
xxiil.

XXiv.
AV,

xXxvi.

XxXvii.

®xviii.

XXix.

WX,

pobAR

WXl
xxxiii.

KXV,
AAKV.
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= Ve minS

Use of escalators with one person on alternat

For air-conditioning/ventilation e steps may be encouraged.
]

: the guidelines of CPW
. . D ;
inter alia emphasises that the temperature setting of alls:i?“ .

should be in th . conditioning devices
e range of 24-30°C, relative humidity should be In the rangge ofi:»;-

70%, intake of fresh ai
. r should b ;
be adequate. e as much as possible and cross ventilation should

Large gatherings/congregations continue to remaln prohibited.

Effr-:f‘:twe and frequent sanitation within the premises shall be maintained with
partlc:u'.ar focus on lavatories, drinking and hand washing stations/areas.

Cleaning and regular disinfection (using 1% sodium hypochlorite) of frequently
t?“‘-‘he'j surfaces (door knobs, elevator buttons, hand rails, benches, washroom
fixtures, etc.) to be made mandatory in all guest service area and common areas.

Proper disposal of face covers / masks / gloves left over by patrons and/or staff
should be ensured.

Deep cleaning of all washrooms shall be ensured at regular intervals.

Adequate crowd and queue management to be ensured to ensure social distancing
norms.

Staff / waiters should wear mask and hand gloves and take other required
precautionary measures.

Contactless mode of ordering and digital mode of payment (using e-wallets) to be
encouraged.

Tables to be sanitized each time customer leaves,

In the kitchen, the staff should follow social distancing norms at work place. Kitchens
area must be sanitized at regular intervals.

Gaming Arcades/Children play areas (wherever applicable) shall remain closed.

In case of a suspect or confirmed case in the premises:

3. Place theill person in a room or area where they are isolated from others.

b. Provide a mask/face cover till such time he/she is examined by a doctor.

c. Immediately inform the nearest medical facility (hospital/clinic) or call the
state or district helpline.

d. A risk assessment will be undertaken by the designated public health
authority (district RRT/treating physician) and accordingly further action be
initiated regarding management of case, his/her contacts and need for
disinfection.

e. Disinfection of the premises to be taken up if the person is found positive.
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Annexure :- R13

Ministry of Electronics & Information Technology
Electronics Niketan, CGO Complex
New Delhi

Aarogya Setu is now open source

Tuesday, 26 May 2020

On 2™ April 2020, India launched Aarogya Setu mobile App for helping
augment the efforts of limiting the spread of COVID19, with an objective of enabling
Bluetooth based contact tracing, mapping of likely hotspots and dissemination of
relevant information about COVID19. The App has over 114 million users as on 26"
May, which is more than any other Contact Tracing App in the world. The App is
available in 12 languages and on Android, iO0S and KaiOS platforms. Citizens across
the country are using Aarogya Setu to protect themselves, their loved ones and the
nation. Many youngsters also call Setu as their Bodyguard. The key pillars of Aarogya
Setu have been transparency, privacy and security and in line with India’s policy on
Open Source Software, the source code of Aarogya Setu has now been made open
source. The source code for the Android version of the application is available for
review and collaboration at htlps:ﬂqithub.comfnic-delhimaroqvaSetu Android.git.The
ios version of the application will be released as open source within the next two
weeks and the server code will be released subsequently. Almost 98% of Aarogya

Setu Users are on Android platform.

de to the developer community signifies our continuing
d collaboration. Aarogya Setu's

les of transparency an
example of collaboration between Govermnment,

is also a product of the hard work of the talented
e worked day in and out to make

ce code In the public domain, we

Opening the source cO

commitment to the princip

development has been a remarkable

Industry and Academia and citizens. It
young technological experts of our country who hav

this world class product. With the release of the sour
are looking to expanding collaboration and to leverage the expertise of top technical

brains amongst the talented youth and citizens of our nation and to collectively build @
robust and secure technology solution to help support the work of frontline health

workers in fighting this pandemic together.
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i ite of interventions against cOoVID : has
rehensive sul e its launch. The App possibly has the

. 1he eight weeks sinc .
registered geveral firsts In lhe €ig 1o all other covID-19 contact tracing and self-
t when compare ioneering New data driven

d impac :
most reach and imp globa"}r' S |
mic mapping- Of the more than

tools combined i
e through synar
g of the curv taken the self-assessment test to

two-thirds have ; .
to COVID-19. The App has helped identify about
dentified as Bluetooth contacts of

The App offers & cormP

assessment
epidemiological flattenin
114 million registered USErs,

evaluate their risk of exposure

i
500,000 Bluetooth contacts. Those who are _ .
COVID19 positive cases or are classified as needing assistance based on their self

assessment, are contacted by National Health Authority. S0 far, the platform has
reached out to more than 900,000 users and helped advise them for Quarantine,
caution or testing. Amongst those who were recommended for testing for COVID19, it
has been found that almost 24% of them have been found COVID19 positive.
Compare this to the overall COVID19 positive rate of around 4.65% - 145380
' COVID19 positive from a total of 3126118 tests done as on 26™ May 2020. This clearly
illustrates that Contact tracing is helping focus efforts on those who need testing and
this will greatly augment the efforts of the Government in containing the pandemic.
Analytics of Bluetooth contacts and location data has also helped identify potential
hotspots with higher probability of COVID cases allowing State Governments and
approach of syndromic mapping, a novel an oo Sprea.d‘of thehpandemic_ L
tracing and movement patlerns' of COV|;P1r:3Ch D'f.onmblnlng principles of path

-19 positive people, population level

epidemiology modeling and the prevalence of COVID-19 in different
country, the Aarogya Setu team hasg identifi &

country at sub-post office level, The Aarog
shown enormous potential in predicting em

regions of the
ed more than 3,500 hotspots across the
ya-Setu data fused with historic data has
erging hotspots at sub post office level and
ve been identified across India that might
- of these predicted hotspots have been
In the next 17 tg 25 days. As an example, a
l S\Zhae;;ﬁfrarogya Setu engine predicted it as a
t1l;::umll‘:»|nemc:n of Bluetooth-based contact trau:-ing.anlp::}lprecismrl e i,
“vee Sley to effectively breaking the chain of infecﬂon‘il?]r;tlllf;?::nt:; Ztiufn:asi:::s

otherwise have been missed, Several
stsequenily verified as actual hotspots
district with 3 cases on a particular date
hotspot registered 82 cases in the next 1
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. ;5% N9 the sourc.e- code of a rapidly evolving Product that is b

% a0re than 114 million users, is challenging. Developin 'S Deing regularly used
%

g and maintaining the source

both for Team A

‘ . arogya Setu and th

| r | . e developer
:ﬂmmumty The repository now being shared is the actual production environment.[;ll

opsequent product updates will also be made available through this repository.

e is a huge responsibility,

The process of supporting the open source development will be managed by National
Informatics Centre (NIC). All code suggestions will be processed through pull request
reviews. Aarogya Setu's source code has been licensed under Apache License
Version 2.0, and is available on "As-Is" basis. Any reuse of the source code with
changes to the code requires the developer to carry a notice of change. More details

can be found in the Frequently Asked Questions document available at
https://www.mygov.in/aarogya-setu-app/

While making the code Open Source, Government of India also seeks the developer
community to help identify any vulnerabilities or code improvement in order to make
Aarogya Setu more robust and secure. Towards this objective, Government has also
launched a Bug Bounty Programme with a goal to partner with security researchers
and Indian developer community to test the security effectiveness of Aargoya Setu
and also to improve or enhance its security and build user’s trust. Details of the Bug
Bounty Programme along with the rewards therein are being shared separately.
Details of the Bug Bounty Program is available on the innovate portal of MyGov at
hﬁos:fﬁnnovate.mvnuv.inf

The Government of India, by opening the prdduct design and code, has also
demonstrated its strong commitment to contributing to the global good. India is keen
to share learnings from our approach to technology to fight COVID-19 and make the
penefits of the solution available to the rest of the world and any government can use

it for fighting the pandemic. Together we can, and we continue supporting the doctors
and frontline health work in helping fight this pandemic.
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GltHub - nic-dethl/AarogyaSetu_Androld: Anragya Satu Android 8pp Nauve cuuy

\ B3 nic-delhi / AarogyaSetu_Android

Aarogya Setu Android app native code AnnEXUre . R“‘

& www.aarogyasetu.gov.in/

&8 View license

W 27kstars % 1.4k forks

1 Star (= Watch

Code Issues 278 Pull requests 149 Actions Projects Security Insights

—

. . Dismiss
Join GitHub today
GitHub is home to over 50 million developers
working together to host and review-code, manage
projects, and build software together.
Sign up
ol master ~ Go to file
.:E:. derhlﬂmitk - onJunl @
View code
README.md
Aarogya Setu Android app
hitpe:/igithub.cominic-delhl/AarogyaSetu_Androld s
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i et ee™ vernment of India 10 connecy, .
Aarogya Setu is a mobile application de"’e'UpEfj t-!y ::;T- f:mbined fight against COVID-1g
essential health services with the people i e Government of India, particularly the

- I
tives of t informing the USers of the app

The App is aimed at augmenting the initia
ing to the containment of

Department of Health, in proactively reach
regarding risks, best practices and relevant a

COVID-19.

ing out to and
dvisories pertain

Features
Aarogya Setu mobile application provides the following features:
asily acquainted with

« Minimal and simple user interface, which user can get e

Scan nearby Aarogya Setu user using BluetoothLE Scanner
Advertise to nearby Aarogya Setu user using BluetoothLE GATT Server
Update user about nearby activity using Location Service

Secure information transfer with SSL Pinning

* Encrypt any sensitive information

» Available in 12 different languages

* Nation wide COVID-19 Statistics

Self-Assessment as per MoHFW and ICMR guidelines

* Emergency Helpline Contact
List of ICMR approved labs with COVID-19 testing facilities

* e-Pass integration

The Aarogya Setu App is being widely used by more than 11 Crore Users. The App has been
highly successful in identifying people with high risk of COVID-19 infection and has also
played a major role in identifying potential COVID-19 hotspots. In the larger public interest
and in order to help the international community in their COVID-19 efforts, the Government

of India is opening the source code of this App under Apache License 2.0,

If you find any security issues or vulnerabilities in th
: e code, then you can send '
us at : as-bugbounty@nic.in ' ’ edelste

If you want to convey any other feedback regardi
garding the App or Code, th i
to us at ; support.aarogyasetu@nic.in i PR

Setup

Requirements

* IDK8
* Latest Android SDK tools

hwmw.wﬂumsnm  Android
25
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« Android SDK 21 or newer
¢ AndroidX

Configure

» /keystore properties

name; |

e Firebase - google-servicesjson ist 30 ¢
e digitz
: fy the |
keystore.properties o i
details
Setup a keystore.properties at the root folder with following sample detail and your
configurations
who a
# Server SSL Keys their |
ss1_public_key=<Your Public Key> GPS Ic
ss1_backup_key=¢<Your Backup Key> 2r's A
ssl_auth_key=<Your Auth Key> it be
ssl_auth_hackup_keyﬂ\rnur' Auth Backup Key> : covil
; on th
aws_api_key=¢Your AWS Key> outal
platform_key=android__key ed pc
# Android Keystore details
andruid_alias=Yourhndroidnlias n, is
andrnid#keystoreﬂourhndroidKeyStore .
transformatinn-AEs,memoPadding & obile
n wi
# BLE UUIDs 3; ani
sewice_uui.d-YUURIJUII.’I*1231-ABCD-HM-M2334CSEDTE nD-1
did_uuid-"ml.muum-1234-ABCD-WYZ-A12334C56E?3 e
pinger_uuid:YOURuum-123443&:0-!4!‘(2-&123 34C56F78 el
# API URLS o
webview_url = <Your Web URL>' ned
webview_host = <Your Web Host>
app_host_url = <Your App Host? only
auth_host_url = <Your Auth Host> F g
' nag
# API End Points p ID-
bulk_upload_apl = japifvl!endfpnintfif .
register_user_apl = Japi/vifend/point/2/ y n
update_fem_token_apl = /api/vi/end/point/3/ 2
check_status_api = !apﬂvlfandjpointidf
fetch_config_apl = }api,’vl;‘end!pointfs.f
generate_otp_apl = endPoint6
validate_otp_apl = endPoint?
refresh_auth_token_api = endPolntd —
qr_fetch_api = endPoint9
call_us_url=tel:1@75

hitps:iglthub cominic-delhliAarogyaSetu_Androld *
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6 faqurl=¢Your URL> F -
“f privacy_policy_url=<Your URL> 3
tnc_url=<Your URL>
verify_app_url=<Your URL>

# APK sign Keystore details:
key_store_cetificate = yourCertificate. jks |
key_store_password = yourStorePassword -
key_alias = yourAlias
key_password = yourPassword

Firebase and google-services.json

- of
Setup Firebase for the different environment. Download the google-services)san for each
the environments and put it in the corresponding folder.

Debug: Japp/src/debug/google-servicesjson

Production: Japp/src/google-servicesjson

Build

./gradlew assembleDebug

Download App
his Doc
Annp Nt is Rofe

Releases iy A Py As

: ffiday;y of Smt ; s “fhﬂ
No releases published ' n'"'&:’"-!?éﬂf Enn &g

LYY l“f
NOTAR
Ypy

Packages “He
No packages published

Contributors &
hﬂwmma.mmwmm&m_mw
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Annexure :- R 15

Frequently Asked Questions on Aarogya Setu App

Aarogya Setu App supports which Mobile 0S Versions?

Android Versions 5.0 and Above
i0S versions 10.3 and Above

What data does Aarogya Setu collect from me?

When an User registers with the App, the following details are collected : (i) name; (i) phone
number; (iii) age; (iv) sex; (v) profession; and {vi} countries visited in the last 30 days. This
information is stored on the back-end Server and it is hashed with a unique digital id (DiD)
that is pushed to the User end App. The DiD will thereafter be used to identify the User in all
subsequent App related transactions and will be associated with any data or information

uploaded from the App to the Server. At registration, the User's location details are also
captured and uploaded to the Server.

How does the Aarogya Setu App Work? How can it identify any individuals who are at Risk
of COVID19 Infection?

When two registered users come within Bluetooth range of each other, their Apps will
automatically exchange unique Digital IDs (DiDs) and record the time and GPS location at
which the contact took place. The information that is collected from the User’s App will be
securely stored on the mobile device of the other registered user and will not be accessible
by such other user. In the event such other registered user tests positive for COVID-19, this
information will be securely uploaded from his/her mobile device and stored on the Server.
Then this information is used to further carry out the contact tracing and find out all possible

persons who may have come in close contact with the person who has tested positive for
COVID-19.

Does the App collect my location data continuously? Under what condition, is this data
uploaded to the server frequently?

The App continuously collects your location data and stores securely on your mobile device, a
record of all the places you have been at 15-minute intervals. This information will only be
uploaded to the Server along with your DiD, (i) if you test positive for COVID-19; and/or (ii) if
your self-declared symptoms indicate that you are likely to be infected with COVID-19; and/or
(iii) if the result of your self-assessment test is either YELLOW or ORANGE. For the avoidance
of doubt, this information will NOT be uploaded to the Server if you are not unwell of if the
result of your self-assessment test is GREEN.

How does the Government use the information collected from me? I'm concerned with the
privacy of my data.

The personal information collected from you at the time of registration will be only be used
by the Government of India in anonymized, aggregated datasets for the purpose of generating
reports, heat maps and other statistical visualisations for the purpose of the management of
COVID-19 in the country or to provide you general notifications pertaining to COVID-19 as may
be required. Your DiD will only be co-related with your personal information in order to
communicate to you the probability that you have been infected with COVID-19 and/or to
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If I'm tested positive for coviD19, how will the Govern
me? infor
In the event you have tested positive for CDVID-lQA Lh: 'S”I‘; -
used to map the places you visited over the past 14 day o
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the places you visited and/or the persons who need t0

information is required,

mation collected from you maybe
rder to identify the locations that

ly tested and identify emerging
re accurately map

; . me ?
How long does the Aarogya Setu retain the information coI!eFted from e et
Al personal information collected from you at the time of registration Wi be reraInesior as

long as your account remains in existence and for such period thereafter as required under
any law for the time being in force.

Other personal information collected will be retained on the mobile device for a period of 30
days from the date of collection after which, if it has not already been uploaded to the Server,
will be purged from the App. All information collected and uploaded to the Server will, to the
extent that such information relates to people who have not tested positive for COVID-19, will
be purged from the Server 45 days after being uploaded. All information collected from the
persons who have tested positive for COVID-19 will be purged from the Server 60 days after
such persons have been declared cured of COVID-19.

What security features have been incorporated in Aarogya Setu? How can | be assured that
the information collected from me is safe and secure?

The App is equipped with standard security features to protect the confidentiality and security
of your information. Data is encrypted in transit as well as at rest. Personal information
Prow’ded at the time of registration is encrypted before being uploaded to the cloud where it
is sFored in @ secure encrypted server. Personal information that is stored in the Apps of other
g T I € Wi 1 sl enerpte s ae icatle o

Can linstall Aarogya Setu App on a rooted mobile device?

Roating disables some of the built-in security features of the Android 0S. These

essential to keep the android operating system safe, secure ang als ’ t. : EShe Eatu're: E:‘.FE
S0, a rooted mobile makes it vulnerable angd poses 3 security risk ?_:_fﬂ ects td e uselrs ffa at.
the App. It is not advisable to install the App on any rooted devi oS ma-,r.a ':.rerse I
o ce. If the device is rooted, the

10) Can Aarogya Setu tell me whether I'm COVID19 positive of not?

Aarogya Setu, cannot automatically identify whether g person is COVID13 positive or whether

please take the self-assessment in th
‘ e App a
Hospital/Health Authorities. S ety vour local Government
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11) The App isshowing that 5 usersare i ‘ o
it rnean? re identified as ‘At-risk’ via Bluetooth proximity, what does

:‘:ZSST;SOE;E‘:::gﬁ:;gi;idp‘z:tc?: tracing to identlifv potential users who may have come
ple of weeks) with a person who has tested positive for
CDV_ID-lB. These Users may not have been tested for COVID19 yet or their test results may be
awaited, But since they have come in close contact with a person who tested positive for
COVID19, they are at potential risk. The App just shows the figures on how many such Users
are present near you within a radius of 500m/1km/2km/5km/10km km from your location.

12) Aarogya Setu App is not supported on my Phone, are there any alternative solutions for me?
We understand your concern. Aarogya Setu relies on certain vital features and functionalities
which are not supported in older versions of Android/iOS. Initially, at the time of release the
App supported Android version 6.0 and above. But later on, our team worked on various
compatibility aspects and made the App compatible with Android version 5.0 and above. The
Aarogya Setu team is continuously working to improve the compatibility of the App across
various platforms. In the meantime, the team is also working on another alternative
technology solution to reach out the users who were not able to install this App, esp. Users
with normal feature phones. This new technology solution will be rolled out shortly.

13) 1 would like to volunteer and provide my service to the Government in the COVID19 related

efforts, is there any option in the Aarogya Setu App to register my self for offering such
volunteer service?
You interest in volunteering to help in this COVID19 efforts is appreciated. Government of
India has already launched an initiative called "COVID Warriors". Various organizations,
medical professionals, students, Ex-servicemen, NGOs....etc.,, across India have already
registered themselves as volunteers with this initiative to assist the Government's efforts

in fighting COVID19. You can also register yourself as a citizen volunteer, more details are
available at : https:,f;’ccvidwarriurs,go\r.in,‘

14) How can Aarogya Setu protect me if a person who tested positive for COVID19 has not
installed the App on his/her phone?

The App has already crossed 8 Crore downloads. Govern

ment has also made the App to be
mandato

ry for all persons (Government and Private) who are commuting to their office/work.
More people are downloading the App each day and the user base is expected to grow further.
As more people download and start using the App, the more effective it will be in helping us

combat the COVID-19 together. We hope that more citizens would realize the potential
benefits of this App and will voluntarily come forward and install this App on their phones.

Please do continue to support the App and spread the word about the App amongst your
social circles.

15) Why there is a mismatch between the nation-wide COVID19 infection figures shown on the
App and the Media?

The information provided through the Aarogya Setu App, are published only after proper
ve‘r]ﬁcation by the Govt. We're undertaking every effort to bring you the latest information in
this regard. For the official information regarding the COVID 19, you can refer Aarogya Setu
App or the Ministry of Health and Family Welfare’s Website : https://www.mohfw.gov.in/
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16) What is the e-pass feature? When will it be available for the Users? i
e-pass Is the lockdown pass, which has been made mandatory in many Stﬁt‘?s for facili ng
the movement during the lockdown. Many states have already setup a websnte. for accepting
and issuing the e-pass for any essential services or emergency movements during lockdown.
The e-pass issued by the states shall be integrated and made available through the Aarogya
Setu App. The e-pass feature shall be rolled out shortly.

17) I have some suggestions for adding new features or for improving the App, how can | provide
my suggestions to the Aarogya Setu Team?
You can mail your detailed suggestions directly to the Aarogya Setu Team through the
following mail id: support.aarogyasetu@gov.in

18) The APP is frequently Crashing or showing a blank screen or behaves erratically, What -
should | do to fix this?
Please follow the fallowing steps:
* Ensure that the Aarogya Setu App is updated with the latest version.
* Please check whether your Operating System (Android/i0S) is updated with the latest
patches and updates,
* Ensure that you have provided all necessary permissions to the App.
® Ensure your phone is connected to the internet.
* Check whether any third-party Antivirus or security App or Phone Cleaner App or
Battery optimization App is interfering with the functioning of the Aarogya Setu App.
If required Whitelist Aarogya Setu App in such third-party applications.
* Go to the settings-> Under Applications select Aarogya Setu and force stop the
Application. Then Clear the Application Cache. Now restart the Application.
* Ifthe problem still persists, then please mail the details of the problem, along with
screenshot to : support.aarogyasetu@gov.in

19) Iwould like to report some issues or security bugs in the Aarogya Setu App. How can I report
this?

please mail the details of the issue, along with screenshot to support.aarogyasetu@gov.in

20) The App is showing “You are Safe” on my mobile, But it is showing “Low risk of infection”

on my parent’s phone. We are staying in the same house and we have not gone out of our
house during the last 2 weeks. How's this possible that it shows different risk levels for
different members of the family?
The risk status is calculated based on various factors, including the age, pre-existing medical
condition and other responses which has been provided by the User during the self-
assessment. It also correlates this with the proximity of the User near any potential CovID19
hotspots. As you and your parents may have provided different responses in the self-
assessment questionnaire, it is quite possible that you both may get different risk status.

. ) Lhis Document is Reterei o As
ANNNEXUTE ....enSLJ2 e e

Affidavit of Sm lSri...}g..l/.éL‘..Lt.QT‘ES’H
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No. 40-3/2020-DM-I(A) Annexure :- LG

Government of Indla
Ministry of Home Affairs
North Block, New Delhi-110001
Dated 1%t May, 2020
ORDER

Whereas under directions of the National Disaster Management Authority
(NDMA), guidelines on lockdown measures to contain the spread of COVID-19 in all
parts of the country were issued vide Order of even number dated 24.03.2020 under
the Disaster Management Act 2005 for a period of 21 days with effect from
25.03.2020. Under further directions of NDMA, the lockdown period was extended
upto 03.05.2020 vide Order of even number dated 14.04,2020 and consolidated
revised guidelines were issued vide Order of even number dated 15.04.2020;

Whereas in exercise of the powers under section 6(2)(i) of the Disaster
Management Act, 2005, NDMA has issued an Order number 1-29/2020-PP dated
01.05.2020 directing the Chairperson, NEC that lockdown measures be continued to
be implemented in all parts of the Country, for a further period of two weeks with
effect from 04.05.2020;

Whereas under directions of the aforesaid Order of NDMA dated 01.05. 2020,
and in exercise of the powers, conferred under Section 10(2)() of the Disaster
Management Act, 2005, the undersigned, in his capacity as Chairperson, NEC,
hereby issues directions to all the Ministries/ Departments of Government of India,
State/Union Territory Governments and State/Union Territory Authorities that the
lockdown period is extended for a further period of two weeks with effect from
04.05.2020;

Whereas, in exercise of the powers, conferred under Section 10(2)(l) of the
Disaster Management Act, 2005, the undersigned, in his capacity as Chairperson,
NEC, hereby issues new guidelines on lockdown measures, as annexed, which will
come into effect from 04.05.2020 for a period of two weeks, for strict implementation.

Union Home Secretary

To:
1. The Secretaries of Ministries/ Departments of Government of India
2. The Chief Secretaries/Administrators of States/Union Territories

(As per list attached)

Copy to:
i. All members of the National Executive Committee,

ii. Member Secretary, National Disaster Management Authority.— -
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ideli asures to be faken authoritie
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: 419 in the country Tor th May, 2020,
Eoziﬂgmﬁr::? ; El?t:]anr period of two weeks with offect from 4 Ys

0

-DM-I (A) dated 1%
[As per Ministry of Home Affairs (MHA) Order No. 40-3/2020-DNH (A)

May, 2020]

" i Ks

1. With the extension of the Lockdown period for a further penqﬁ Eé tuam Eiziie

" with effect from 4t May 2020, new guidelines, a5 upcehs X andpFCJ)ran e
based on the risk profiling of the districts into Red (Hotspot), Green g

zones.
2. ldentification of Red (Hotspots), Green and Orange Zones

i, Based on their risk profile, the criteria for dividipg the districts of the country
into three zones, viz., green, red and orange, will be as follows:

a. Green Zones: Green Zones shall be defined as per th_e follpwing
criteria: districts with zero confirmed case till date; or; districts with no
confirmed case in the last 21 days.

b. Red Zones or Hotspot Districts: Districts shall be defined as Red
Zones or Hotspot districts, by Ministry of Health and Family Welfare
(MeHFW), Government of India (Gol), taking into account total number
of active cases, doubling rate of confirmed cases, extent of testing and
surveillance feedback,

c. Orange Zones: Districts, which are neither defined as Red nor as
Green Zones, shall be Crange Zones.

il.  MoHFW will share the list of Red Zone (Hotspot), Orange Zone and Green
Zone districts and related information with State/ UTs on a weekly basis or
earlier as required. States/ UTs, on review, may consider inclusion of
additional districts as Red Zone (Hotspots) and Orange Zone districts
depending on the extent of spread of COVID-19 infection. However States
and UTs may not lower the classification of any district, that is it:ll::[uded
in the list of Red Zone (Hotspots) and Orange Zone districts by MoHFW

li. Districts classified either as Red or Orange Zones, may have one or mo.re
Municipal Corporation (MC) areas. In such cases, States/ UTs and District
administrations may make an assessment of the distribution of cases - within
the jurisdiction of the MC(s); and the area falling outside the MC(s)
boundaries. In such cases, the classification of zones shall be as follows:

a. In case the district is classified as a Red Zone, and, there is no
confirmed case in the last 21 days in the area of the district outside the
limits of the MC(s), this area may be labeled as an Orange Zone,

However, due caution may be exercised in such areas so that they
remain free from COVID-19 cases.

b. In case the district is classified as an Qrange Zone, and, there is no
qor?ﬁrmed case in the last 21 days in the area of the district outside the
limits of the MC(s), this area may be labeled as a Green Zone.

However, due caution may be exercised in such areas so that they
remain free from COVID-19 cases.

c. In case in the area of the district outside the limits of the MC (s) does
have one or more confirmed case(s) in the last 21 days, this part of the

N
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district shall continue to be labeled as a Red or Orange Zone, as per
the classification of the district.

d. While assessing the classification of a zone, cases should be registered
in the zone where the case originates, rather than where It s treated.

Identification of Containment Zones

Containment Zones shall be demarcated within Red (Hotspots) and Orange
Zones by States/ UTs and District Administrations based on the guidelines of
MoHFW. The boundary of the Containment Zone shall be defined by District
Administrations taking into account the following factars: mappling of cases
and contacts; geographical dispersion of cases and contacts; area with well
demarcated perimeter; and enforceability.

The boundary of the Containment Zone will be a residential colony, mohalla,
municipal ward, municipal zone, Police Station area, towns etc., in case of
urban areas: and, a village, cluster of villages, Gram Panchayats, group of
Police Stations, blocks etc., in case of rural areas.

Protocol within Containment Zones:

iv.

il.‘

Intensive surveillance mechanism as outlined in the Standard Operating
Protocol (SOP) issued by McHFW is to be established within the Containment
Zone. The local authority shall ensure 100% coverage of Aarogya Setu
app among the residents of Containment Zones.

In the Containment Zone, following activities shall be undertaken by the local
authorities:

a. Contact Tracing.

b. Home or Institutional quarantining of individuals based on risk
assessment by medical officers. This risk assessment will be based on
symptoms, contact with confirmed cases, and travel history.

¢. Testing of all cases with Severe Acute Respiratory Infection (SARI),
Influenza Like lliness (IL1) and other symptoms specified by MOHFW.

d. House to house surveillance by special teams constituted for this
purpose.

e. Clinical management of all cases as per protocol.

f. Counselling and educating people; and establishing effective
communication strategies.

In these Containment Zones, within Red (Hotspots) and Orange Zones,
where maximum precaution is required, there shall be strict perimeter
control to ensure that there is no movement of population in or out of these
zones except for medical emergencies and for maintaining supply of essential
goods and services. The guidelines issued in this regard by MoHFW will be
strictly implemented by State/ UT Governments and the local district
authorities.

The following activities will continue to remain prohibited across the
country, irrespective of the Zone, for a period of two weeks with effect
from 4'h May, 2020:

All domestic and international air travel of passengers, except for medical
services, air ambulance and for security purposes or for purposes as permitted
by MHA.

All passenger movement by trains, except for security purposes or for

purposes as permitted by MHA.
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- A.
iii. Inter-State Buses for public transport, except as permitted by MH

iv. Metro rail services. N

v. Inter-State movement of individuals except fof medical reasons or for activities
as permitted by MHA.

: i g institutions etc. However,

vi. Al schools, colleges, educationall training/ coachin
online/ distance learning shall be permitted. ‘
sed for housing health/ police/

vii. Hospitality services other than those U j : ;
Government officials/ healthcare workers, stranded persons including tourists,

and those used for quarantine facilities.
viii.  All cinema halls, shopping malls, gymnasiums, sports C
pools, entertainment parks, theatres, bars and auditoriums, asse

and similar places. 5
All sociall political/ sports/ entertainment/ academic/ cultural/ religious

functions/ other gatherings. -
All religious places/ places of worship shall be closed for public. Religious
congregations are strictly prohibited. )
5. Measures for well being and safety of persons
The movement of individuals, for all non-essential activities, shall remain
strictly prohibited between 7 pm to 7 am. Local authorities shall issue orders
under appropriate provisions of law, such as prohibitory orders [curfew] under
Section 144 of CrPC, for this purpose, and ensure strict compliance.
ii. In all zones, persons above 65 years of age, persons with co-morbidities,
pregnant women, and children below the age of 10 years, shall stay at home,
except for meeting essential requirements and for health purposes, as per the
National Directives.
In Containment Zones, Out-Patient Departments (OPDs) and Medical clinics
shall not be permitted to operate. However, these may be permitted to
operate in Red, Orange and Green Zones, with social distancing norms and
other safety precautions.
6. Activities in Containment Zones

i.  Strict perimeter control,

ii. Establishment of clear entry and exit points.
iii. Movement of persons only for maintaining supply of goods and services; and

for medical emergencies.
iv.  No unchecked influx of people and transport.

v. Recording of details of people moving in and out of perimeter.
7. Activities in Red Zones (Hotspots) [Outside Containment Zones]
Apart from the prohibited activities mentioned at Para 4, the following activities
shall not be permitted:
a. Cycle rickshaws and auto rickshaws.
b. Taxis and cab aggregators.
c¢. Intra-district and inter-district plying of buses.
d. Barber shops, spas and salons.
ii. The following activities shall be permitted with restrictions as specified:

a. Movement of Individuals and vehicles, only for permitted activities. Four
wheeler vehicles will have maximum two passengers besides the

vehicle driver; for two wheelers, pillion rider Is not allowed.

3 B/

orts complexes, swimming
mbly halls
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b. Industrial establishments in urban areas: Only Special Economic Zones
(SEZs), Export Criented Units (EOUs), industrial estates and industrial
townships with access control; Manufacturing units of essential goods,
including drugs, pharmaceuticals, medical devices, their raw material
and intermediates; Production units, which require continuous process,
and their supply chain; Manufacturing of IT hardware; Jute industry with
staggered shifts and social distancing; and, Manufacturing units of
packaging material are permitted.

All industrial activities are permitted in rural areas.

c. Construction activities in urban areas: Only in situ construction (where
workers are available on site and no workers are required to be brought
in from outside) and construction of renewable energy projects are
permitted.

All construction activities are permitted in rural areas,

d. All malls, market complexes and markets shall remain closed in urban
areas, i.e,, areas within the limits of municipal corporations and
municipalities. However, shops selling essential goods in markets and
market complexes are permitted.

All standalone (single) shops, neighborhood (colony) shops and shops
in residential complexes are permitted to remain open in urban areas,
without any distinction of essential and non-essential.

All shops in rural areas, except in malls, are permitted to remain open,
without any distinction of essential and non-essential.

Social distancing (2 Gaz ki doori) will be maintained in all cases.
e. E-commerce activities will be permitted only in respect of essential
goods.

f. Private offices can operate with upto 33% strength as per requirement,
with the remaining persons working from home,

g. All Government offices shall function with officers of the level of Deputy
Secretary and above to the extent of 100% strength, The remaining
staff will attend upto 33% as per requirement. However, Defense and
Security services, Health and Family Welfare, Police, Prisons, Home
Guards, Civil Defence, Fire and Emergency Services, Disaster
management and related services, NIC, Customs, FCI, NCC, NYK and
Municipal services shall function without any restrictions: delivery of
public services shall be ensured and necessary staff will be deployed
for such purpose.

8. Activities in Orange Zones [Outside Containment Zones]
i.  Apart from the prohibited activities mentioned at Para 4, the following activities
shall not be permitted:

a. Inter-district and Intra-district plying of buses.

ii.  The following activities shall be permitted with restrictions as are specified:

a. Taxis and cab aggregators, with 1 driver and 2 passengers only.

b. Inter-district movement of individuals and vehicles, only for permitted
activities, Four wheeler vehicles will have maximum two passengers

besides the driver.
% &/
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ii.
fii.
10.

11.

12,

13.

iv.

14.

15.

iviti are
Activities in Green Zi:m:tsﬂ| - Green Zones, except those activities that
All activities are permilte
rohibited under Para 4. _ ‘
guses can operate with upto 50% seating capacity.

Bus depots can operate with upto 50% caF_'aC'_ty' ich are not specifically
; ; i activities, which a
All other activities will be permitted ac he various Zones, under these
prohibited/ permitted with restrictions in tde o their assessment of the
guidelines. However, States/ UTs, based o ing the spread of COVID-
situation, and with the primary Objeﬁf"'e.of kee;l g out of the permitted
19 in check, may allow only select activities from
activities, with such restrictions as felt necessary. ———
All States/ UTs shall allow inter-state movement of goods/ cargo,
empty trucks.
No psytiatef UT shall stop the movement of cargo for cross land-border trade
under Treaties with neighbouring countries. B o
No separate/ fresh permissions are required from authorities for actmtletes
already permitted to operate under the guidelines on Lockdown measures up to
May 3, 2020. The following Standard Operating Protocols (SOPs) issued by
MHA will continue to operate:
SOP on transit arrangement for foreign national(s) in India and release of
quarantine persons, issued vide Order dated April 02, 2020.
SOP on movement of stranded labour within States/ UTs, issued vide Order
dated April 19, 2020,
SOP on sign-on and sign-off of Indian seafarers, issued vide Order dated April
21, 2020.
SOP on movement of stranded migrant workers, pilgrims, tourists, students
and other persons, issued vide Order dated April 29, 2020.
SOP on movement of stranded migrant workers, pilgrims, tourists, students
and other persons by train, issued vide Order dated May 01, 2020.
Strict enforcement of the lockdown guidelines

State/ UT Governments shall not dilute these guidelines issued under the

Disaster Management Act, 2005, in any manner, and shall strictly enforce the
same.

Instructions for enforcement of above lockdown measures:

All the distrigt magistrates shall strictly enforce the above lockdown measures
and the National Directives for COVID 19 Management, for public and work
places, as specified in Annexure |

implementation of _th_ese_ measures in their respective Jurisdictions. All other
line department officials in the specified area will WOrk under the directions of

such _Incident Qommander. The Incident Commander will issue passes for
enabling essential movements as explained.

expansion of hospital infrastructure shall continue without any hindrance.
5 M
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16.

Penal provisions

Any person wiolating these lockdown measures and the Natonal Directives for
COVID-19 Management will be hable to be proceeded against as per the
provisiens of Section 51 to 60 of the Disaster Management Act, 2005, besides
legal action under Sec 188 of the IPC, and other legal provisions as applicable
Extracts of theso penal provisions are at Annexure Il

|
Unlon Home Secretary
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PUBLIC PLACES

1.

Annexure |

t
National Directives for covVID-19 Managemen

. I ic places. ;
Wearing of face cover is compulsory In all public p shall ensure social

i rt :
All persons in charge of public places anthirr?igtsr;;oof ioalth and Family

2, :
distancing as per the guidelines issued by
Welfare. ;

. of 5 or more

3. No organization/ manager of public place shall aliow: gathennd
persons. ey ; aximum

4. Marriages related gatherings shall ensure social distancing, and the m
number of guests allowed shall not be more than 50, ‘ | ‘ 4 the

5. Funeral/ last rites related gatherings shall ensure social distancing, an
maximum numbers allowed shall not be more than 20. _

6. Spitting in public places shall be punishable with fine, as may be prescribed by
the State/ UT local authority. '

7. Consumption of liquor, paan, gutka, tobacce etc. in public places is not allowed.

8. Shops selling liquor, paan, gutka, tobacco efc. will ensure minimum six feet
distance (2 gaz ki doori) from each other, and also ensure that not more than 5
persons are present at one time at the shop.

WORK PLACES

9. Wearing of face cover is compulsory in all work places and adequate stock of
such face covers shall be made available.

10. All persons in charge of work places shall ensure social distancing as per the
guidelines issued by Ministry of Health and Family Welfare, both within the work
places and in company transport.

11. Social distancing at work places shall be ensured through adequate gaps
between shifts, staggering the lunch breaks of staff, etc.

12.  Provision for thermal scanning, hand wash and sanitizer preferably with touch
free_;nechanism will be made at all entry and exit points and common areas. In
addition, sufficient quantities of handwash and sanitizer shall be made available
in the work places.

13. Freque:nt sanitization of entire workplace, common facilities and all points which
come into human contact e.g. door handles etc., shall be ensured, including
petween shifts.

14. Ferson_s above 65 years of age, persons with co-morbidities, pregnant women
and chrlldren t::el-::w the age of 10 years shall stay at home, except for meeting
essential requirements and for health purposes.

15. Uge of Arogya _Setu app shall be made mandatory for all employees, both
private anpl public. It shall be the responsibility of the Head of the respective
Organuzatpns to ensure 100% coverage of this app among the employees,

16. Large physical meetings to be avoided.

17.

Hogpitalsi clinics in the nearby areas, which are authorized to treat -

patients, should be identified and list should be available at work plfcoe\gllljl;g
times. Employees showing any symptom of COVID-19 should be immediately
;sent for check up to such facilities. Quarantine areas should be earmarked for
solating employees shawing symptoms till they are safely moved to the medical

facilities,
7 />e/
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Arrangements for transport facilities shall be ensured with social distancing,
wherever personal/ public transport Is not feasible.

Intensive communication and training on good hyglene practices shall be taken

N~
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Annexure Il

: ures
Offences and Penalties for Violation of Lockdown Meas

i isaster Management Act, 2005
Section 51 to 60 of the Dis s} xS —

51. Punishment for obstruction, etc.—Whoever, wit

(a) obstructs any officer or employee of the Central querr;r;i?}:o?irtyﬂ:}?
State Government, or a person authorised by_ the National / 8
State Authority or District Authority in the discharge of his func

under this Act; or
(b) refuses to comply with any direction given by or on beha_llf of the Cent_ral
Government or the State Government or the Natiqna_l Executive
Committee or the State Executive Committee or the District Authority
under this Act, _
shall on conviction be punishable with imprisonment for a term which may
extend to one year or with fine, or with both, and if such obstruction or refusal
to comply with directions results in loss of lives or imminent danger_therecf,
shall on conviction be punishable with imprisonment for a term which may

extend to two years.
52. Punishment for false claim.—Whoever knowingly makes a claim

which he knows or has reason to believe to be false for obtaining any relief,
assistance, repair, reconstruction or other benefits consequent to disaster from
any officer of the Central Government, the State Government, the National
Authority, the State Authority or the District Authority, shall, on conviction be
punishable with imprisonment for a term which may extend to two years, and

also with fine.

53. Punishment for misappropriation of money or materials, etc.—
Whoever, being entrusted with any money or materials, or otherwise being, in
custody of, or dominion over, any maney or goods, meant for providing relief in
any threatening disaster situation or disaster, misappropriates or appropriates
for his own use or disposes of such money or materials or any part thereof or
wilfully compels any other person so to do, shall on conviction be punishable
with imprisonment for a term which may extend to two years, and also with
fine.

54. Punishment for false warning.—\Whoever makes or circulates a
false alarm or warning as to disaster or its severity or magnitude, leading to
panic, shall on conviction, be punishable with imprisonment which may extend
to one year or with fine.

55. Offences by Departments of the Government.—(1) Where an
offence under this Act has been committed by any Department of the
Government, the head of the Department shall be deemed to be quilty of the
offence and shall be liable to be proceeded against and punished accordingly
unless he proves that the offence was committed without his knowledge or
that he exercised all due diligence to prevent the commission of such offence.

(2) Notwithstanding anything contained in sub-section (1), where an
offence under this Act has been committed by a Department of the
Government and it is proved that the offence has been committed with the
consent or connivance of, or is attributable to any neglect on the part of, any
officer, other than the head of the Department, such officer shall be deemed to

g
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56. F
Gl provlskans, of ihis Aor L} o Hlemonkluntoo st the oo rmvanion
imposed by or under (I Ia ct.—Any officer, on whom any duty has baen
Withdrewis hlrvealf frc s Acl and who ceases or refuses to perform or
the express wi m the dutles of his office ehall, unless he has obtained
written permission of hig officlal superior or has other lawful

excuse for so doing, be punish '
. ab
extend to one year or witlfl"ine. i L

57. Penalty for cont
ravention of any order regardin
;‘1?;12?1:‘;:':36@:;?)?? pﬁ}:BFn ciontravanes any order made under segtion 659,
: @ with Imprisonment for a t i
yoar ot with fine or with both, P erm which may extend to one

o 58. Offence by companles.—(1) Where an offence under this Act has
committed by a company or body corporate, every person who at the
time the offence was committed, was in charge of, and was responsible fo, the
company, for the conduct of the business of the company, a8 well as the
company, shall be deemed to be guilty of the contravention and shall be liable
to be proceeded against and punished accordingly:

. Provided that nothing in this sub-section shall render any such person
liable to any punishment provided in this Act, if he proves that the offence was
committed without his knowledge or that he exercised due diligence to prevent
the commission of such offence.

(2) Notwithstanding anything contained in sub-section (1), where an
offence under this Act has been committed by a company, and it is proved that
the offence was committed with the consent or connivance of or is attributable
to any neglect on the part of any director, manager, secretary or other officer
of the company, such director, manager, secretary or other officer shall also,
be deemed to be guilty of that offence and shall be liable to be proceeded
against and punished accordingly.

~ Explanation.—For the, purpose of this section—

i. "company’ means any body corporate and includes a firm or
other association of individuals; and
i, “director”, in relation to a firm, means a partner in the firm.

59. Previous sanction for prosecution.—-No prosecution for offences
punishable under sections 55 and 56 shall be instituted except with the
previous sanction of the Central Government or the State Government, as the
case may be, or of any officer authorised in this behalf, by general or special
order, by such Government.

60, Cognizance of offences.—No court shall take cognizance of an

offence under this Act except on a complaint made by—

(a) the National Authority, the State Authority, the Central
Government, the State Government, the District Authority or any
other authority or officer authorised in this behalf by that Authority
or Government, as the case may be; or

(b) ~ any person who has given notice of not less than thirty days in the
manner prescribed, of the alleged offence and his intention to
make a complaint to the National Authority, the State Authority, the
Central Government, the State Government, the District Authority
or any other autherity or officer authorised as aforesaid.

10
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Section 188 in the Indian Penal Code, 1860

188. Disobedience to order duly promulgated by public servant.—
Whoever, knowing that, by an order promulgated by a pubhc_ servant Iawfur.ly
€mpowered to promulgate such order, he is directed to abstain from a certain
act, or to take certain order with certain property in his possession or under his
Management, disobeys such direction, shall, if such disobedience causes or
tends to cause obstruction, annoyance or Injury, or risk of ot:slru:::tmm
annoyance or injury, to any person lawfully employed, be punished with srmple
imprisonment for a term which may extend to one month or with fine which
may extend to two hundred rupees, or with both: and if such disobedience
Causes or trends to cause danger to human life, health or safety, or causes or
tends to cause a riot or affray, shall be punished with imprisonment of either

description for a term which may extend to six months, or with fine which may
extend to one thousand rupees, or with both.

Explanation.—It is not necessary that the offender should intend to
produce harm, or contemplate his disobedience as likely to produce
harm. It is sufficient that he knows of the order which he disobeys, and
that his disobedience produces, or is likely to produce, harm.

llustration

An order is promulgated by a public servant lawfully empowered to
promulgate such order, directing that a religious procession shall not
pass down a certain street A knowingly disobeys the order, and

thereby causes danger of riot. A has committed the offence defined in
this section,

ek

This Document is Referred to As
ANNNEXUre ..cvveves Fﬂ ...... PR T

Affidavit of Sm ISrI...Eﬁ..MFTﬁW’

NOTARY PUBLIC

1

Scanned with CamScanner



A e R da h Aaes ®

e ———

% Annexure :- JCIF 8|

No. 40-3/2020-DM-I(A)
Government of India
Ministry of Home Affairs

North Block, New Delhi-110001
Dated 30" May, 2020

ORDER

Whereas, an Order of even number dated 17.05.2020 was issued for containment of
COVID-19 in the country, for a period upto 31.05.2020;

Whereas, in exercise of the powers under section 6(2)(i) of the Disaster Management
Act, 2005, National Disaster Management Authority (NDMA) has directed the undersigned
to issue an order to extend the lockdown in Containment Zones upto 30.06.2020, and to re-
open prohibited activities in a phased manner in areas outside Containment Zones;

Now therefore, in exercise of the powers, conferred under Section 10(2)(1) of the )

Disaster Management Act 2005, the undersigned hereby directs that guidelines, as Annexed,

will remain in force upto 30.06.2020.
o
Union Home Secretary

and, Chairman, National Executive Committee (NEC)
To:

1. The Secretaries of Ministries/ Departments of Government of India

2. The Chief Secretaries/Administrators of States/Union Territories
(As per list attached)

Copy to:
1. All members of the National Executive Committee

ii. Member Secretary, National Disaster Management Authority

— — -_— ——————"
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for Phased Re-opening (Unlock 1)

Guidelines
40-3/2020-DM-I (&) dated 30 May, 2029

[As per Ministry of Home Affairs (MHA) Order No.

de the Containment Zones |
permitted, except the following,

Standard Operating Procedures
amily Welfare (MoHFW), in a

1. Phased re-opening of areas outsi
In areas outside Containment Zones, all activities will'be
which will be allowed, with the stipulation of following
(SOPs) to be prescribed by the Ministry of Health and F

phased manner:

Phase I
The following activities will be al
(i) Religious places/ places of worship for public.
(ii) Hotels, restaurants and other hospitality services.

lowed with effect from 8 June, 2020:

(iii) Shopping malls. |
(MoHFW) will 1ssue Standard Operating Procedures

Ministry of Health & Family Welfare PEr
(SOPs) for the above activities, in consultation with the Central Ministries/ Departments
in the spread

concerned and other stakeholders, for ensuring social distancing and to contain
of COVID-19.

Phase I1
Schools, colleges, educational/ training/ coaching institutions etc., will be opened after
consultations with States and UTs. State Governments/ UT administrations may hold

consultations at the institution level with parents and other stakeholders. Based on the
feedback, a decision on the re-opening of these institutions will be taken in the month of

July, 2020.
MoHFW will prepare SOP in this regard, in consultation with the Central Ministries/
Departments concerned and other stakeholders, for ensuring social distancing and to

contain the spread of COVID-19.
Phase III
Rased on the assessment of the situation, dates for re-starting the following activities will
be decided:
(i) International air travel of passengers, except as permitted by MHA.
(ii) Metro Rail.
(iii) Cinema halls, gymmnasiums, swimming pools, entertainment parks, theatres, bars and
auditoriums, assembly halls and similar places.
(iv) Social/ political/ sports/ entertainment/ academic/ cultural/ religious functions and
other large congregations.
2.  National Directives for COVID-19 Management
National Directives for COVID-19 Management, as specified in Annexure I, shall

continue to be followed throughout the country.
P
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Night curfew

Movement of individuals shall remain strictly prohibited between 9.00 pm to 3.00 am
throughout the country, except for essential activities. Local authorities shall issue orders,
in the entire area of their jurisdiction, undet appropriate provisions of law, such as under
Section 144 of CrPC, and ensure strict compliance.

Lockdown limited to Containment Zones
(i) Lockdown shall continue to remain in force in the Containment Zones till 30 June,

2020.

(ii) Containment Zones will be demarcated by the District authorities after taking into
consideration the guidelines of MoHFW.

(iii) In the Containment Zones, only essential activities shall be allowed. There shall be
strict perimeter control to €nsure that there is no movement of people in or out of

these zones, except for medical emergencies and for maintaining supply of essential

the Containment Zones, there shall be intensive contact tracing,

goods and services. In
d. Guidelines

house-to-house surveillance, and other clinical interventions, as require
of MoHFW shall be taken into consideration for the above purpose.

(iv) States/ UTs may also identify Buffer Zones outside the Containment Zones, Where
new cases are more likely to occur. Within the buffer zones, restrictions as considered
necessary may be put in place by the District authorities.

States/ UTs, based on their assessment of the situation, may prohibit certain activities

outside the Containment zones, or impose such restrictions as deemed necessary.

Unrestricted movement of persons and goods

(i) There shall be no restriction on inter-State and intra-State movement of persons and
goods. No separate permission/ approval/ e-permit will be required for such
movements.

(ii) However, if a State/ UT, based on reasons of public health and its assessment of the
situation, proposes to regulate movement of persons, it will give wide publicity in
advance regarding the restrictions to be placed on such movement, and the related
procedures to be followed.

(iii) Movement by passenger trains and Shramik special trains; domestic passenger air
travel; movement of Indian Nationals stranded outside the country and of specified
persons to travel abroad; evacuation of foreign nationals; and sign-on and sign-off of
Indian seafarers will contitiue to be regulated as per SOPs issued.

(iv) No State/ UT shall stop the movement of any type of goods/ cargo for cross land-
border trade under Treaties with neighbouring countries.

Protection of vulnerable persons
Persons above 65 years of age, persons with co-morbidities, pregnant women, and children
below the age of 10 years are advised to stay at home, except for essential and health

purposes.
/Sﬂ-gfl;] 10
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10.

Use of Aarogya Sett tion of potential risk of infection, and thus agy

i ly identifica
i) Aarogya Sefu cnables car o
( ag a shield for individuals and the community

. off k place
(ji) With a view fo ensuring safety in officcs amllle‘jdrﬂl;y :“ -
basis should ensure that Aarogya Seiu 18 insta
mobile phones.
(iii) District authoritics may advise individua e
compatible mobile phoncs and rcgularl'y update the
will facilitate timely provision of medical attention

risk.

Strict enforcement of the guidelines

(i) Sﬁtef UT Governments shall not dilute these guidelines issued under
Management Act, 2005, in any manner.

(i) All the District Magistrates shall strictly enforce the above measures.

s, employers on best effort
ployees having compatible

lication on
to install the Aarogy4 Setu app +
o r health status on the app. This

to those individuals who are at

the Disaster

Penal provisions

Any person violating these measures will be liable to be proceeded against as per the
provisions of Section 51 to 60 of the Disaster Management Act, 2005, besides legal action
under Section188 of the IPC, and other legal provisions as applicable. Extracts of these
penal provisions are at Annexure 1I.

a0\©
nion Home Secreta

and, Chairman, National Executive Committee
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Annexure I
National Directives for COVID-19 Management

Face coverings: Wearing of face cover is compulsory in public places; in workplaces;
and during transport.

Social distancing: Individuals must maintain a minimum distance of 6 feet (2 gaz ki
doori) in public places.

Shops will ensure physical distancing among customers and will not allow more than 5
persons at one time.

Gatherings: Large public gatherings/ congregations continue to remain
prohibited.
Marriage related gatherings . Number of guests not to exceed 50.

Funeral/ last rites related gatherings : Number of persons not to exceed 20.

Spitting in public places will be punishable with fine, as may be prescribed by the
State/ UT local authority in accordance with its laws, rules or regulations.

Consumption of liquor, paan, gutka, tobacco etc.in public places is prohibited.

Additional directives for Work Places

Work from home (WfH): As far as possible the practice of WfH should be
followed.

Staggering of work/ business hours will be followed in offices, work places, shops,
markets and industrial & commercial establishments.

Screening & hygiene: Provision for thermal scanning, hand wash and sanitizer will be
made at all entry and exit points and common areas.

Frequent sanitization of entire workplace, common facilities and all points which come
into human contact €.g. door handles etc., will be ensured, including between shifts.

Social distancing: All persons in charge of work places will ensure adequate distance
between workers, adequate gaps between shifts, staggering the lunch breaks of staff, etc.

P
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Annexur, N

ures
for Violation of LockdowD Meas

Offences and Penalties |
ll'_Msinagenienf Act,
ete.—Whoever, wit

2005
hout reasonablc cau

Central Government OF the State

Geotion 51 to 60 of the Disaste L
51. Punishment for obstruction,

the s
or employee of : 1 or State Authority
" Cé)Stl'llCtS :T:YG:J iﬁ;:rrsun authorised by the National Authority

overnment,

! 1 t: or
- +rict Authority in the discharge of his functions under this AC o
e direction given by or on behalf of the Centr
e:-;ﬁent or the National Executiw:re Committee Or
the District Authority under this Act,
a term which may extend to one

on or refusal to comply with
Il on conviction be

(b) refuses to comply with any
Govemment or the State Gov
the State Executive Committee ot

iction be punishable with imprisonment for :

or with both, and if such obstructl
loss of lives or imminent danger thereof, sha
may extend to two years.
ly makes a claim which he
pair,

shall on conv
year or with fine,
directions results in
punishable with imprisonment for a term which

52. Punishment for false claim.—Whoever knowing
knows or has reason to believe to be false for obtaining any relief, assistance, re
reconstruction or other benefits consequent to disaster from any officer of the Central
Government, the State Government, the National Authority, the State Authority or the
District Authority, shall, on conviction be punishable with imprisonment for a term
which may extend to two years, and also with fine.

53. Punishment for misappropriation of money or materials, etc.—Whoever,
being entrusted with any money or materials, or otherwise being, in custody of, or
dominion over, any money or goods, meant for providing relief in any threatening
disaster situation or disaster, misappropriates or appropriates for his own use or disposes
of such money or materials or any part thereof or wilfully compels any other person so to
do, shall on conviction be punishable with imprisonment for a term which may extend to
two years, and also with fine.

54, Punishment for false warning.—Whoever makes or circulates a false alarm
or warning as to disaster or its severity or magnitude, leading to panic, shall on
conviction, be punishable with imprisonment which may extend to one year or with fine.

55. Offences by Departments of the Government—(1) Where an offence
under this Act has been committed by any Department of the Government, the head of
the Department shall be deemed to be guilty of the offence and shall be liable to be
proceeded against and punished accordingly unless he proves that the offence was
committed without his knowledge or that he exercised all due diligence to prevent the
commission of such offence. '

(2) Notwithstanding anything contained in sub-section (1), where an offence
under this Act has been committed by a Department of the Government and it is proved
that the offence has been committed with the consent or connivance of;, or is attributable
to any neglect on the part of, any officer, other than the head of the Department, such
officer shall be deemed to be guilty of that offence and shall be liable to be proceeded
against and punished accordingly.
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56. Failure of officer i
1 P
ovisions of this Act.—An l;fduw or his connivance at the ¢ '
his Act and who ceases 0 y otlicer, on whom any duty has bee ontravention orim
Tl
s office Sl kS h;};::hsebs t.o perform or withdraws himsei?]fl;:sdﬁ?g gr:t::;dz;
quperior ot has i (:25 ;a;:ed ﬂ:; express written permission of his official
. r so doi : e
term which may extend to one year or with i?:;g’ be purishable Wi imprspumeat 07

57. Penal .
person contrave::sfz cont&‘avwnon of any order regarding requisiti
y order made under section 65, he shall be punishable with

imprisonment :
for a term which may extend to one year of with fine or with both.

commit?; :d g'ff:';;zznc“glgﬂgiﬁs-—(l) Where an offence under this Act has been
R _ y ody corporate, every person who at the time the offence
ited, was in charge of, and was responsible to, the company, for the conduct
of the business of the company, as well as the company, shall be deemed to be guilty of
the contravention and shall be liable to be pmcccded against and punishe:d accordingly:
Provided that nothing in this sub-section shall render any such person liable to
nt providcd in this Act, if he proves that the offence was committed
that he exercised due diligence 10 prevent the commission of

oning.—1f a0¥Y

any punishme
without his knowledge of
such offence.

ed in sub-section (1), where an

2) Notwithstanding anything contain
itted by a companys and it i proved that the offence Was

under this Act has been comm
nnivance of o is attributable t0 any negl

co:nmitted with the consent or €O
fficer of the company,

of any director, manager, gecretary Of other 0
manag e deemed to be guilty of that offence and

er, secretary Of other offi ;
shall be liable 10 pe proceeded against and punished accordingly-
- Explanation: For the purpose of this section—
- (a) “company’, means anybody corporate and includes 2 firm or other
association q_f individuals; and .
ation to a firm, means 2 partner i the firm.
ution.—NO prosecution for offences

59, Previous 54
unishable under sections 55 and 56 shall be instituted except with the previous sanction
of the Central Government OF the State Government, as the case may be, or of any
officer authorised in this behalf, by general or special order, by such Government.

60. Cognizance of offences.—No court shall take cognizance of an offence un

this Act exceptona complaint made by—
(a) the National Authority, the State Authority, the Central Government, the
State {'}ove}-mnent, the District Authority or any other authority or officer
authorised 1 this behalf by that Authority or Government, as the case may

be; or

(b) «director”, in rel
netion for prosec

der

(b)  any person who has given notice of not less than thirty days in the manner
ake a complaint to

pmscrib'ed, of the alleged offence and his intention to m
tshe National Authority, the State Authority, the Central Government, the
tate Government, the District Authority or any other authority or officer

authorised as aforesaid.
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1 188 in the Indian Penal Code, 1860
lic servant.—Whoever,

duly pmmulgaled by pub
ated by a public servant lawfully empowered to

abstain from a certain act, or t0 take certain
under his management, disobeys such
nds to cause obstruction, annoyance or
person lawfully employed, be
extend to one month or with
d if such disobedience
or causes or tends to
r description for a
d to one thousand

B.  Sectio
188. Disobedience 1o order
knowing that, by an order promulg
promulgate such order, he is directed t0
order with certain property in his possession Of
direction, shall, if such disobedicnce causes or te
injury, or risk of obstruction, annoyance or injury, to any
punished with simple imprisonment for a term which may
fine which may extend to two hundred rupees, or with both; an
causes or trends to cause danger to human life, health or safety,
cause a riot or affray, shall be punished with imprisonment of eithe
term which may extend to six months, or with fine which may exten

rupees, or with both.

Explanation.—It is not necessary that
harm, or contemplate his disobedience as
that he knows of the order which he disobeys,

produces, or is likely to produce, harm.

the offender should intend to produce
likely to produce harm. It is sufficient
and that his disobedience

Hlustration

An order is pl'"umu:lgated by a public servant lawfully empowered to promulgate
such order, d:;actmg .that a religious procession shall not pass down a certain
street. A knowingly disobeys the order, and thereby causes danger of riot. A has

committed the offence defined in this section.
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Ministry of Housing & Urban Affairs

Metro Operations to Resume in a Graded
Manner from 7th September 2020

[ ©® € =»

| Shri Hardeep Singh Puri Announces SOP
n Guidelines

Masks Mandatory for Metro Passengers And
Staff

Only Asymptomatic Persons to be Allowed

Heating, Ventilation and Air-Conditioning (HVAC)
System to be Used

Posted On: 02 SEP 2020 6:56PM by PIB Delhi

Shri Hardeep S Puri, MoS, (I/C), Ministry of Housing and Urban Affairs has announced the SOP
guidelines for metro operations in a media interaction today. As per MHA order No 40-3/2020-DM-
I(A) dated 29.8.2020, metro services will resume from 7th September, 2020 in a graded manner. For
this purpose, SOP guidelines have been prepared by Ministry of Housing and Urban A ffairs, which
have been concurred by the Ministry of Home Affairs.

Broad features of the same are as below: -

a. Metro operations to be resumed in graded manner. Metros having more than one line should open

different lines staring from 7th September, 2020 onwards in a graded manner so that all corridors

become operational by 12th September 2020. Daily hours of operations may be staggered initially,

which needs to be increased gradually with resumption of full revenue service by 12th September,
| 2020. Frequency of trains to be regulated to avoid passenger crowding at stations and in trains.

| b.Stations/ entry-exit gates in containment zones to be closed.
¢.In order to ensure social distancing, suitable markings at stations and inside trains to be done.

d.Wearing of face mask to be mandatory for all passengers and staff. Metro rail corporations may
make arrangements for supply of masks on payment basis to the persons arriving without mask.

Scanned with CamScanner



|
_ at entry into the

QO | ©.Only asymptomatic persons to be allowed to travel after thermal screening ey
f stations. Symptomatic persons should be advised to go to nearby COVID Care Centre/Hospital for
. testing/medical attention. Use of Aarogya Setu App to be encouraged.

f.Provision of sanitizers to be made at entry into the stations for use by passengers. Sanitization ot
arcas having human interface viz. equipment, train, working area, lift, escalators, handrail, AFC gate,
toilets etc. needs to be done at regular intervals.

g.Use of Smart Card and cashless/online transactions to be encouraged. Tokens and paper slips/ticket
0 be used with proper sanitization.

h.Adequate dwell time at stations to bo provided to enable smooth boarding/deboarding ensuring
s ySocial distancing. Metro rail corporations may also resort to skipping of stations to ensure proper
social distancing. '

i.Passengers to be advised to travel with minimum luggage and avoid carrying metallic items for easy
and quick scanning,

J-Operation of Heating, Ventilation and Air-Conditioning (HVAC) system as per the Central Public
Works Department (CPWD) & Indian Society of Heating, Refrigerating and Air Conditioning
Engineers (ISHRAE) guidelines. Intake of fresh air in air-conditioning system to be increased to the
extent possible.

k.Information, Education and Communication (IEC) campaign to be launched for passenger and staff
through electronic/print/social media, poster, banner, hoarding, website etc.

l.Metro rail corporations to keep close liaison with state police and local administration for regulating
crowd outside station and to deal with contingencies.

Based on above guidelines, Delhi, Noida, Chennai, Kochi, Bangalore, Mumbai Line-1,
Jaipur, Hyderabad, Maha Metro (Nagpur) Kolkata, Gujarat and UP Metro (Lucknow) have prepared
their SOPs. Government of Maharashtra has decided not to resume operation of metro during
September, 2020. Hence, Mumbai Line-1 and Maha Metro operations shall commence from

| October, 2020 or as State Government may decide further.

Click Here To See PPT
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Annexure ~RI19

No: 2(10)/2020-CLeS
Government of India
Ministry of Electronics and Information Technology
Electronics Niketan, 6 CGO Complex,
New Delhi

Dated : 11" May, 2020
ORDER '

Subject: Noiiﬁ_catiun of the Aarogya Sctu Data Access and Knowledge Sharing Protocol,
2020 in light of the COVID-19 pandemic

WH.EB_EAS, the Aarogya Setu mobile application is a useful technological solution developed
to famI_:tate contact tracing of persons infected with COVID-19, inform persons at-risk of
precautions to be taken, and allow health departments to take effective actions to mitigate the
spread of the pandemic and enhance their preparedness:

WHEREAS, vide Orders No. 40-3/2020-DM-1(A) dated 29.03.2020 and 01.05.2020, the
Central Government has constituted Empowered Groups under the Disaster Management Act,
2005 to identify problem arcas and provide effective solutions therefor, delineate policy,
formulate plans, strategise operations and take all necessary steps for effective and time-bound

implementation of these plans/policies/ strategies/ decisions in relation to the Covid-19
pandemic;

WHEREAS, under these Orders, the National Executive Commitiee of the National Disaster
Management Authority has created the Empowered Group 9 on Technology and Data
Management (“Empowered Group™).

WHEREAS, the functioning of the Aarogya Setu mobile application relates to technology and
data management and certain necessary steps are required to be taken to ensure its effective
operation to detect and mitigate the spread of the COVID-19 pandemic and enhance government
preparedness at all levels;

NOW THEREFORE, in order to ensure secure collection of data by the Aarogya Setu mobile
application, protection of personal data of individuals, and the efficient use and sharing of
personal or non-personal data for mitigation and redressal of the COVID-19 pandemic, the
undersigned, in his capacity as Chairperson, Empowered Group 9 on Technology and Data
Management, after a decision of the Empowered Group 9 to this effect, hereby issues the
following directions - Aarogya Setu Emergency Data Access and Knowledge Sharing Protocol,

2020 (enclosed) for necessary compliance.

(o , Hi {.._..,,‘
-

(Ajay Sﬁﬁfhney)
Chairperson, Empowered Group on Technology and Data Menagement

L1y
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o aiifl Knowledge Sharing Protocol, 2020

The Aarogya Getu Data Acces

issued by the Ministry of Home

Rationale for this Protocol:
2020, 1.04.2020, 2.04.2020,

1. Owing to the CcOVID-
Affairs (vide Orders
14.04.2020, 16.04.2

Govemment as well
statements have been issued
of India and other Ministnes of

19 pandemic, guidelines have been

03.2020, 25.03.2020, 28.03.
Ug[a]tedl %}‘; 302[]) on the measures to be taken by the Central

i i Various advisories and
tate/Union Territory Govcmments:

oo %o; fhe Ministry of Health and Family Welfare,.GuvemI_nem
the Government of India and State/ Union Territory

Governments on precautionary measures such as social distancing al?d treatment of
individuals who are affected or at-risk. In order to ensure their effective mlplemer_ltatlon,
there is a need to ensure efficient data and information sharing among the dli_"ferent
Departments and Ministries of the Government of India as well as those in the

State/Union Territory Governments.

2. At present, the Government of India and State/Union Territory Governments are tasked
with formulating appropriate health responses to not only contain the epidemic but also
protect the health and safety of the community at large. Here, appropriate health
responses include prevention and management of the COVID-19 pandemic, syndromic
mapping, contact tracing, communication to an affected or at-risk individual’s family and
Ecqur;mt?mles, p:31-f<:::hmr1a::u:,t;i of sta:listical analysis, medical research, formulation of

eatment plans or other medical and public hea
management of the COVID-19 pandeni;ic. s

3. In order to formulate appropriate health responses i
pandemic, data Pertaini.ng to individuals is ur?ently rcg?.lrir::ii dr}tla:;n%m;!l?dcovm-lg
persons \Iwhu_ are infected, at high risk of being infected or who ilave co n - g
infected individuals. This data includes demographic data, contact d t? 7 S
data and ln_:ncatiun data (collectively called ‘response l:le;ta' in thisEl d, i
df:mographlc ‘dat_a means the name, mobile number, age, gender meC}Hﬂcnt}_ i
!’l.le.Ul.'}' of an 1nd1v1dulal. Contact data means data about any other ’hfdivi:;' i e
mdw_:dual has come in close proximity with, including the duration olf t‘.;? o] i
proximate distance between the individuals and the geographical locati ’ conta_lct, the
contact occurred. Self assessment data means the responses provided ba :-;n P v."h.mh the
the St?]f assessment test administered within the Aarogya Setu n?nr b‘at lﬂdlw.dual 0
Location data means data about the geographical position of an indiv'dﬂ 1l.e 3P1_3hcaﬁnn_
longitude. tdualin latitude and

4. Implementation of the Protocol:

Keeping in view of the above, the Minis i
BETE:: » _ try of Electronics and Information T.
aﬁfuflfif;:i?ct} :ﬂfl 1::{;:11 15; E{mt‘lﬁf’ ) is iesnﬁnated as the apency responsible for the impleezlh;ftig;;
; eveloper, the National Informatics Centre shall, under this
- . : P
responsible for collection, processing and managing response data collected by the Aar?gt;?éeﬁ
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mobil.c 31’]’1“{3“0“- Any reference to MeitY under this Protocol is a reference to its supervisory
role in relation to the Aarogya Setu mobile application and its developer, the National
Informatics Centre (NIC) and not in any other capacity. For the purpose of this Protocol, MeitY

shall act under the overall direction of the Empowered Group 9 on Technology and Data
Management,

5. Principles for  collection  and  processing  of  response  data:

a. Any response data and the purpose for which it is collected by NIC shall be clearly
specified in the Privacy Policy of the Aarogya Setu mobile application,

b. NIC shall collect only such response data as is necessary and proportionate to formulate
or implement appropriate health responses. Further, such data shall be used strictly for
the purpose of formulating or implementing appropriate health responses and constantly
improving such responses.

c. NIC shall process any data collected by it in a fair, transparent and non-discriminatory
manner.

d. Contact and location data shall by default, remain on the device on which the Aarogya
Setu mobile application has been installed after such data has been collected, It may be

uploaded to the server only for the purpose of formulating or implementing appropriate
health responses.

e. Contact, location and self assessment data of an individual that has been collected by NIC
shall not be retained beyond the period necessary to satisfy the purpose for which it is
obtained which, unless a specific recommendation to this effect is made in the review
under Para 10 of this Protocol, shall not ordinarily extend beyond 180 days from the date
on which it is collected, after which such data shall be permanently deleted. Demographic
data of an individual that has been collected by NIC shall be retained for as long as this
Protocol remains in force or if the individual requests that it be deleted, for a maximum
of 30 days from such request, whichever is earlier.

f. The response data shall be securely stored by NIC and shall only be shared in accordance
with this Protocol.

6. Principles for sharing of response data:
The response data may be shared by NIC in the following manner:

a. Response data containing personal data may be shared with the Ministry of Health
and Family Welfare, Government of India, Departments of Health of the
State/Union Territory Governments/ local governments, NDMA, SDMAs, such
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at’
al
y ent of India and State
d other Ministries and Departments of the Governm A
Governments and other public health institutions of the Govem{nent' of India,
3 State Governments and local governments, where such sharing 18 strictly
i necessary to directly formulate or implement an appropriate health response. ;
\ b. Response data in de-identified form may be shared with such .Ministrie_s or =
; Departments of the Government of India or the State/Union Termtory :
" Governments, local governments, NDMA, SDMAs and such other public health =

institutions of the Government of India or State Governments or local
governments with whom such sharing is necessary t0 assist in the formulation or
k implementation of a critical health response. Here, de-identified form means data
which has been stripped of personally identifiable data to prevent the individual
from being personally identified through such data and assigned a randomly
= generated ID. smad

¢. NIC shall, to the extent reasonable, document the sharing of any data and
maintain a list of the agencies with whom such data has been shared. Such

E documentation shall include the time at which such data sharing was initiated, the - ;
persons or agencies who are being provided access to such data, the categories of :

€ data that are being shared and the purpose for which such data is being shared.

;
7. Obligations of entities with whom response data is shared: !
An entity with whom response data is shared under this Protocol shall have the following
obligations:

J a. Any entity with whom response data has been shared under Para 6 of this Protocol shall

: use such data strictly for the purpose for which it is shared. Such Ministry, Department of
the Government, NDMA, SDMAs or public health institution shall process response data
in a fair, transparent and non-discriminatory manner. The data accessed and used by such
entities should not be retained beyond the period necessary to satisfy the purpose for -
which it is shared. In any circumstance, such data shall not ordinarily be retained beyond 2
180 days from the date on which it was accessed, after which such data shall be
permanently deleted. Any Ministry, Department of the Government, NDMA, SDMAs or
public health institution shall also implement reasonable security practices and
procedures as prescribed under any law for the time being in force.

e

b. Any response data accessed under para 7(a) shall ordinarily not be onward shared with i
any third party. However, response data may be shared with such third parties only if it is
strictly necessary to directly formulate or implement appropriate health responses. The
Ministry or Department of the Government of India or State/ Union Territory
Government/ local government, NDMA, SDMAs or public health institution of the

T ——
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8. Principles for sharing of response data for research purposes:
Response data may be made available for research purp

5 .
il:; ;‘;IEE; {;It]-f Tril::’t iSL':ltc h:'rovermgmts.r‘ local governments referred to in Para 6 that is
o S e 01.1 shall re'mam responsible for adherence to this Protocol by any
X ith w ich it shares information. Any third party with whom data is onward
shared under this para shall be subject to the same obligations as under para 7(a) of this
Protocol. In addition they shall not re-use the data for any other purpose or disclose the
data to any other entity and remain subject to audit and review of their data usage by the

Central Government.

oses by NIC in the following manner:

series of technical processes which ensure that any
dentified from the response data through any means
reasonably likely to be used to identify such individual. This anonymisation shall be done
in accordance with anonymisation protocols that are to be developed, reviewed and
updated on a periodic basis by an expert committee appointed by the Principal Scientific
Advisor to the Government of India. Such review sh ard to the naturé and

all have reg:
sensitivity of the data being processed, the robustness of the anonymisation protocol and
advances in technology-
para 8(a), may be

Response data which has undergone hard anonymisaﬁon, as under
made available t0 Indian universities and research institutions / research entities

registered in India.

Hard anonymisation refers to 2
individual is incapable of being i

secking to access response data under para
e expert commitee referred above at para
de access to this data only if it is of the
f statistical, epidemielugical, scientific
s as may be stipulated by the expert

search institution / entity
8(b) shall make 2 request for such data to th
8(a), who may approve of such request and provi
view that such access is sought for the purposes 0
or any other form of academic research, on such term:

committee in this behalf.

Any university or Ié

Any university of research institution/ entity which accesses anonymised response data

under Para 8(b) shall not reverse anonymise such data or re-identify individuals in any
manner. If any person knowingly or unknowingly, takes any action which has the effect
of such data no longer remaining anonymised, any rights granted to them under this
protocol shall stand terminated, and they shall be liable for penalties under applicable

laws for the time being in force.
Any university of research institution/ entity which accesses anonymised response data
under this Para may share such anonymised response data with other Indian universities
or research institutions/ research entities registered in India only if such sharing is in
furtherance of the same purpose for which it has sought approval to access such data
from the expert committee. Any such third party with whom data is shared under this
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Para shall be subject to the same obligations and penalties under this Protocol as }he
university/ research institution/ entity which has shared the data with it. Any such sharing
must be pursuant to a contract between the two entities, which shall state the nature of
data shared, the purpose of such sharing, the duration of such sharing and other relevant
details as may be specified by the expert committee. Such contracts, intimation of the fact
of sharing and other relevant documentation as may be specified by the expert committee
shall be submitted by the approved university/ rescarch institution/ entity to the expert
committee for review and compliance.

f. Any university/ research institution/ entity with whom hard anonymised data has been

shared under Para 8(a) or Para 8(e) shall remain subject to audit and review by the
Central Government. Further, if the Expert Committee finds any non-compliance with
this protocol by such university/ research institution/ entity, it can terminate any rights
granted to them under this Protocol at any time.

9. Yiolations:

Any violation of these directions may lead to penalties as per section 51 to 60 of the Disaster
Management Act, 2005 and other legal provisions as may be applicable.

10. Sunset Clause:

The Empowered Group shall review this Protocol after a period of 6 months from the date of
this notification or may do so, at such earlier time as it deems fit. Unless specifically
extended by the Empowered Group on account of the continuation of the COVID-19
pandemic in India, this Protocol shall be in force for 6 months from the date on which it is
issued.

fhis Document is Referred to AS
Annnaxure RH..N‘

Affidavit of Smt./ ri...%f:MrEMMESA /

NOTARY PUBLIC
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