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IN THE HIGH COURT OF KARNATAKA AT BANGALORE

W.P.No. /2020 (GM-PIL)
Between
Sri Anivar A Aravind Petitioner
AMD

Ministry of Home
And Others

|51 Date |
155 21.12.2019

| 2. [ 30.01.2020

11.03.2020
.. | 21032020

| 5. | 02.04.2020 |

6. 19.04.2020

Affairs
Respondents

SYNOPSIS

Event
China alerted the World Health Qrganization
regarding an unusual number of cases of an
unusual kKind of pneumonia in Wuhan. The
Coronavirus had not been attributed its
name back then.

First case of COVID-19 was reported in

India. The WHO declared COVID-19 as a
alobal emergency.

The WHO declares COVID-19 as a pandemic.

The Central government imposes a lockdown
for 21 days, rendering a complete restriction
on movement of goods and individuals
except for those relating to “essential
services”

The National Informatics Centre (NIC) |
launched a mobile application called
“Aarogya Setu” which has been downloaded
by more than 100 million users.

Joint statement on Contact Tracing pointing
out the dangers of contact tracing

| applications issued by a group of scientists.

7. | 01.05.2020

| 8. | D4.05.2020 |

Order issued by the Ministry of Home Affairs
on lockdown measures guidelines making
use of the "Aarogya Setu” app mandatory for
all employees, both private and public.

The aforementioned MHA guidelines came

into force.

9. | 05.05.2020

French ethical hacker Robert Baptiste who
uses the pseudonym Eliot Alderson, posted
on his twitter account that he had found a
major security issue on the Aarogya Setu
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[ 14.

4. |

11.05.2020

12.05.2020

17.05.2020

20.05.2020

21.05.2020

21.05.2020

App.

Chairperson, Empowered Group on
Technology and Data Management issued an
order no. 2(10)2020-CLeS notifying the
Aarogya Setu Data Access and Knowledge
Sharing Protocol, 2020.

' The Ministry of Railways made it compulsory

for all passengers boarding the special trains
to download the Aarogya Setu app. It was
also stated that those who did not have the
app installed would be asked to download it
after their arrival.

The Ministry of Home Affairs released a new
set of guidelines extending the lockdown till
31.05.2020. Clause 9 of the Guidelines
requires employers to ensure installation of
Aarogya Setu on “best effort basis”, and
requires  district authorities to advise
individuals to install Aarogya Setu on their
compatible devices.

The Ministry of Railways through a Press
Information Bureau release stated that for
train services beginning on 1st June, 2020, it
will be mandatoery for passengers to
download the Aarogya Setu application.

The Ministry of Civil Aviation via its order no.
AV.29017/5/2020-DT released a set of
guidelines  requiring  domestic  airline
passengers to either fill a self-declaration
form or download Aarogya Setu in order to

avail airline services.

The Airports Authority of India released its |
Standard Operating Procedure for
Recommencement of Domestic Flights. Point
5 of the SoP made it mandatory for
passengers to download Aarogya Setu with
an exception of children below 14 years of
age.

BRIEF FACTS OF THE CASE

The first case of COVID-19 was reported in India on
January 30, 2020. Many countries across the world launched
mobile applications for contact tracing of persons who test

e




posiive for COVID-19. The applications launched by all
democratic countries across the world are voluntary.

National Informatics Centre launched a mobile application
called Aarogya Setu on April 2, 2020 for contact tracing. The app
uses location services and Bluetooth to track users. The app
was promoted as a voluntary application.

The 2nd respondent, Ministry of Railways, by a tweet
dated 12-05-2020 mandated the use of Aarogya Setu app for all
passengers who were to avail rail services. In addition to this,
vide guidelines dated 20.05.2020, the 2nd respondent stated
that for train services beginning on 1st June, 2020, it will be
mandatory for passengers to download the Aarogya Setu
application.

The 3rd Respondent, the Ministry of Civil Aviation, issued
an order dated 21-05-2020 stating the air passengers could
either fill out a self-declaration form or download Aarogya Setu.

The 4th Respondent, the Airports Authority of India,
released a Standard Operating Procedure for Recommencement
of Domestic Flights on 21.05.2020 which made it mandatory for
air passengers to download Aarogya Setu in their compatible
devices with an exception of children below 14 years of age.

This mandatory order by Respondent-2, Respondent-3
and Respondent-4 discriminates against persons who do not
have a smart phone and also affects the right to privacy of
citizens by mandating the use of an app that has access to the
location of the user on the user's mobile phone. As the right to
movement of persons who do not have the app are restricted it
affects their right to carry on a profession, their right to life and
their right to education.

The Aarogya Setu app which has been developed by
Mational Informatics Center, Respondent-7, is not accessible to
differently abled population either and has therefore led to
exclusion of this section of population as well. The mandatory
nature of the order affects the right to privacy of citizens and




goes against the directions of the Apex Court in Justice K.S.
Puttaswamy v. Union of India) (2017) 10 SCC 1.

Being aggrieved by the acts of the Respondents in
mandating the use of the Aarogya Setu app, the Petitioner
prefers this petition as a Public Interest Litigation.

U
Place: Bangalore, (Sidharth Baburao)
Date: 27/05/2020 ADVOCATE FOR PETITIONER




IN THE HIGH COURT OF KARNATAKA AT BANGALORE
(Qriginal Jurisdiction)

W.P.No. /2020 (GM-PIL)

BETWEEN:

Anivar A Aravind

5/o Aravindakshan A K,

Occ: Eﬁfh&-tx{_ (=1 o WALl

Aged about 36 years, '

F1, SAI RAM. 10,

Sundara Murthy Road,

Cox Town,

Bangalore 560005 ... Petitioner

AND:

1. Ministry of Home Affairs
Jai Singh Marg,
Hanuman Road Area,
Connaught Place,

New Delhi- 01

2. The Ministry of Railways
Through the Secretary,
Rail Bhawan, Rafi Marg,
New Delhi, 110001

3. Ministry of Civil Aviation
Through the Secretary,
Rajiv Gandhi Bhawan, Block B,
Safdarjung Airport Area,
New Delhi 110003.

4. Airports Authority of India
Through the Secretary,
Rajiv Gandhi Bhawan, Block B,
Safdarjung Airport Area,
New Delhi 110003.

5. State of Karnataka
Represented by The Secretary,
Home Department,

II Floor, Vidhana Soudha,

Rty




Bangalore- 560001

6. Ministry of Electronics and Technology
Represented by the Secretary,
Electronics Niketan,
6, CGO Complex,
Lodhi Road,
New Delhi- 110003

7. Mational Informatics Centre
through its Director General,
A-Block, CGO Complex,
Lodhi Road,Mew Delhi - 110 003 Respondents

Memorandum of Writ Petition under Articles 226 of the
Constitution of India

The Petitioner named above respectfully submit as hereunder:

1. The Pefitioner herein is a public interest technologist,
working at the intersection of technology, politics and digital
rights. He has significant expertise in global technology policy,
language technology, identity, digital Payments etc. He is part of
many Free and Open Source Software(FOSS) community
projects and Internet Governance initiatives. He currently serves
on the advisory board of SFLC.in, a Non-profit society based in
New Delhi that works for protecting the rights of citizens in the
digital space.

2. That, the Petitioner is filing the present Petition on his own
and the litigation cost is being borne by the Petitioner.

3. That, a thorough research has been conducted in the
matter raised through the present Public Interest Litigation and
the relevant available matters in this regard are being annexed

herewith.
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4. That, to the best of the Petitioner's knowledge and
research, the issue raised herein was not dealt with or decided
by this Hon'ble Court and that a similar or identical petition was

not filed earlier by the Petitioner.

5. That, the Petitioner has understood that in the course of
hearing of this petition, the court may require any security to be
furnished towards costs or any other charges and the Petitioner

shall comply with such reguirement.

6.  That the nature of injury caused to the public is that the
orders passed by the Respondent 2, 3 and 4 mandating the use
of Aarogya Setu application discriminates against persons who
do not have a smartphone and also affects the right to privacy of
Citizens by mandating the use of an app that has access to the
location of the user on the user’s mobile phone. As the right to
movement of persons who do not have the app are restricted it
affects their right to carry on a profession, their right to life and

their right to education.

7. That there is violation of fundamental rights such as the
right to equality, right to privacy, right to freedom of trade, right
to life, right to food, and right to education, guaranteed under
Articles 19, and 21, of the Constitution of India while mandating

the use of the Aarogya Setu application.
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8. The Petitioner is filing the present PIL before this Hon'ble
Court Bona fide for the welfare and benefit of society as a whole
and doesnt have any personal interest in the subject-matter
herein. Further, the Petitioner is not involved in any pending
civil, criminal or revenue litigation, which has or could have a

legal nexus with this petition.

9.  That the first case of COVID-19 was reported in India on
January 30, 2020. The number of cases in India have steadily

increased after the first week of March.

10. That many countries across the world launched mobile
applications for contact tracing of persons who test positive for
COVID-19.  The applications launched by all democratic
countries across the world are voluntary. Most of these
applications use only Bluetooth and do not access the location of
the user. These apps work by signaling other phones that also
have the app installed using wireless technology like Bluetooth.
When a person is tested positive for COVID-19, the persons who

came in close proxirity with this person are alerted.

11. The National Informatics Centre, Respondent-7, launched
a mobile application called Aarogya Setu on April 2, 2020 for
contact tracing. The application has been downloaded more
than 100 million times by users. The app uses location services

and Bluetooth to track users. The mobile application has a terms
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of service and privacy policy that binds the users of the app. A
true copy of the terms of service of the Aarogya Setu application
as downloaded from the web-link
https://web.swaraksha.gov.in/ncvl19/tne/ is annexed herewith
and marked as Annexure A. A true copy of the privacy policy of
the Aarogya Setu application as downloaded from the web-link
https://web.swaraksha.gov.in/ncv19/privacy/ = annexed

herewith and marked as Annexure B.

12. That the Terms of Service of the app states that ™ The App
/s part of 3 service designed fo (i) enable registered users who
have come in contad with other registered wsers who have
tested positive for the severe acute respiratory syndrome
Coronavirus 2 (COVID-19) to be notified, traced and suitably
supported . (i) to function as an indication of whether or not a
user has been infected or is likely to have been infected. (Vi)
provide users useful information in relation to COVID-19, (iv) to
allow users to access convenience services in relation fo COVID-
19, and (v) to display a government issued ePass (Services).
When the App is installed on your mobile or handheld device, it
detects when your device comes within Bluetooth range of any
other registered user’s device and initiates a protocol by which
the information specified in the Privacy Policy (induding location

information) about that other registered user is collected. In the

Wi
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event you test positive for COVID-19, the Government of India
will contact angy/or inform such registered users you have come
i1 contact with you over the past 30 davs who have a3 rsk of
being infected, to administer the appropriate medical
itenvention. Simiany, you will be notified it a5 a resuff of
having come in contact with any persons who have tested
positive for COVID-19, you have a risk of being infected. The
App also allows users fo conduct a self-assessment test to
assess whether their symptoms combined with other relevant

factors affects their risk of being infected. The App will also serve as a

digital representation of an e-Pass where available. The App will alse provide
links to convenience services offered by various service providers. Accessing the

links will take users to external sites from where these convenience services will

B prrovvicled. "

13. That Annexure B states that

"I. INFORMATION COLLECTED AND MANNER OF

COLLECTION

a. When you register on the App, the following
information is collected from you and stored securely on
g server aperated and managed by the Goverriment of
India (Server) — (i) name; (Vi) phone number: (i) age;
(W) sex; (v) profession; and (vi) countries visited in the

last 30 days. This information will be stored on the

)
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Server and a unique digital ID (DiD) will be pushed to
your App.  The DiD will thereafter be used to identify
you in all subsequent App related transactions and will
be associated with any data or information vploaded
from the App to the Server. At registration, your
location details are also captured and uploaded to the
Server.

b When two registered users come within Bluetooth
range of each other, their Apps will automatically
exchange DiDs and record the time and GPS location at
which the contact took place. The information that is
collected from your App will be securely stored on the
mabile device of the other registered user and will not
be accessible by such other user. In the event such
other registered user tests positive for COVID-19. this
information will be securely uploaded from bis/her
mobile device and stored on the Server,

C. Each fime you complete a self-assessment test the
App will collect your location data and upload it along
wWith your DiD to the Server.

d. The App continuously collects your location data and
stores securely on your mobile device, a record of alf
the places you have been at 15 minute intervals. This

information will only be uploaded fo the Server along
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with your DiD, (7) if you test positive for COVID-19:
andlor (i) if your self-declared symptoms indicate that
you are likely to be infected with COVID-19; and/or (i)
if the result of your self-assessment test is either
YELLOW or ORANGE. For the avoidance of doubt. this
information will NOT be uplpaded to the Server if you
are nat unwell of if the result of your self-assessment
test is GREEN.

el If you have tested positive for COVID-19 or if there is
a high likelihood of you being infected, you have the
option to press the Report button on the App which will
allow you fo either request & test or report that you
have tested positive for COVID-19. When you press the
Report button the data collected under Clauses 1(b) and
(a) and securely stored on your device will be uploaded

to the Server with your consent.

Thus, the application needs access to

Bluetooth administration as well as location. The app sends the

location data to the server on registration and also when a

person is unwell.

That it is further stated that " This Privacy Policy may be

revised from time to time and you will be notified of ali such

Ay
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changes. In order to use the App, you will be required to
consent to the terms of the Privacy Policy as revised from time
to time’. Thus, the privacy policy could be changed after the
data has already been obtained by the Government or any third
party.

15. The 1st respondent by an order dated 01-05-2020 issued
guidelines on lockdown measures which came into effect from
04-05-2020. Annexure [ of these guidelines titled “NMational
Directives for COVID-19 management” mandated that “use of
Aarogya Setu app shall be made mandatory for all employees,
both private and public.” It is further stated that it shall be the
responsibility of the Head of the respective organizations to
ensure 100 % coverage of the app among the employees.
Clause 16 of the Guidelines provides for Penal Provisions and
states that “Any person violating these lockdown measures and
the National Directives for COVID-19 management will be liable
to be proceeded against as per the provisions of Section 51 to
60 of the Disaster Management Act, 2005, besides legal action
under 5Sec.188 of the IPC and other legal provisions as
applicable. A true copy of the order No. 40-3/20202-DM-1()A
dated 01-05-2020 issued by the 1st respondent is annexed

herewith and marked as Annexure C,

b V%
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16. On 17.05.2020, the Respondent 1 released another set of
Guidelines. This marked a shift from the previous guidelines
dated 01.05.2020. Clause 9 of Guidelines dated 17.05.2020
requires the employers to ensure installation of Aarogya Setu on
"best effort” basis. The district authorities are to advise
individuals to install Aarogya Setu in their compatible devices. A
true copy of the order No. 40-3/20202-DM-1()A dated 17-05-
2020 issued by the 1st respondent is annexed herewith and

marked as Annexure D.

17. That the Chairperson, Empowered Group on Technology
and Data Management has issued an Order No. 2(10)2020-CLeS
dated 11-05-2020 notifying the Aarogya Setu Data Access and
Knowledge Sharing Protocol, 2020. The protocol lists the
principle for collection and processing of response data;
Principles for sharing of response data; Obligations of entities
with whom response data is shared; Principles for sharing of
response data for research purposes and a Sunset clause. A true
copy of Order No. 2(10)2020-CLeS dated 11-05-2020 jssued by
the Chairperson, Empowered Group on Technology and Data
Management, Ministry of Electronics and Information Technology

Is annexed herewith and marked as Annexure E,

/@f?i?_f_l_[:_ﬁ;
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18. That Aarogya Setu Data Access and Knowledge Sharing
Protocol, 2020 issued as per Annexure E is not in the nature of a
law and this protocol cannot be an excuse to mandate the use of
Aaragya Setu without any enabling law. There is no clarity on
the constitution of the empowered groups or their authority to
come up with such a protocol. Thus, the legal basis for issuing
such a protocol itself needs to be established by the respondents

11to 3.

19. That, no other democratic country has made a contact
tracing application mandatory for travel and access to public
services.  Although countries like Singapore, Austria, Australia
and the Czech Republic have launched contact tracing apps,
these apps are only voluntary and not mandatory.

20. That the app has been collecting excessive data and this
goes against the principles of data minimisation and purpose

limitation as enshrined in Puttaswamy judgment.

21. Aarogya Setu app collects both GPS and Bluetooth data.
similar applications like Singapore's TraceTogether, France's
stopCovid, Australia’s COVIDSafe operate on Bluetooth oniy.
Considering that the aim of a contact tracing application is only
to inform the user if it came in contact with someone who has
been tested positive for COVID-19, the requirement of seeking

location every 15 minutes along with continuous Bluetooth data

A,
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is excessive. Even Apple and Google's joint effort on Privacy
Preserving Contact Tracing is based on Bluetooth technology.

(https://www.apple.com/covid19/contacttracing).

In simpler terms, the purpose of Aarogya Setu which is a contact
tracing application is to only inform a user if they came in
contact with someone who has been tested positive for COVID-
19. This purpose can be served by basing the App on Bluetooth
only. There is no need to track the user's location in such a case.
Therefore, the requirement to collect a user's location is
excessive in nature.

The Aarogya Setu app was recently also downgraded by the
Massachusets Institute Technology's Technology Review. While
it was earlier rated 2 on 5, it was downgraded to a score of 1 on
5. The MIT Technology Review compares the contact fracing
applications on the basis of voluntary nature, data destruction,

data minimisation, data limitation and transparency.

22.  That a French ethical hacker Robert Baptiste who uses the
pseudonym Eliot Alderson, posted on his twitter account that he
had found a major security issue on the Aarogya Setu App.
Such vulnerabilities can expose the location and details of
citizens who are COVID. positive. The location of a user can be
extrapolated by a technique known as “triangulation”. Keeping
the security concerns in mind, it is reiterated that the

requirement to seck location is excessive in nature.

FIvRe o
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23. That there are many studies which suggest that contact
tracing apps are not effective. These apps have the risk of
registering false-positives, i.e, a person may be flagged as
infected or risky, when he has very chance of getting an
infection. eg., A person who is traveling in a car could be
flagged to have come in contact with a person sitting in another
car at a traffic signal as their digital IDs were exchanged using
Bluetooth. Similarly persons staying in nearby apartments could
be flagged although there was no direct contact. A paper
published by Subhashis Banerjee, Bhaskaran Raman and Subodh
V. Sharma has flagged these concerns. The authors of the
paper state that
At gopears that the COVID infection spreads either by
direct infalation of droplets carrying the virus, or by
inadvertently picking it up from contaminated surfaces. In
the former case the victim needs to be in proximity of an
infected person. Hence, avoiding false positives requires
contact racing at a resolution figher than what js offered
by GPS or Google maps, especially in dense gatherings,
and neither of them can work indoors. Geolocation from
cellular data offers even lower resolution, and, for mobiles
o interact with each other fo record proximity - for
example with Bluetooth (ET Online) - the age use must be

umiversal.  Alsg,  since the wirus can  survive  on

AR
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contaminated surfaces for several hours, the intersection
of smartphone trajectories will need to be computed not
only in space but also over large temporal windows. For
this, proximity sensing will be ineffective. Proximity sensing
using Bluetooth can also generate too many false positives,
for example across large distances in open spaces, across
walls or across floors.”,

A true copy of the paper published by Subhashis Banerjee,

Bhaskaran Raman and Subodh V. Sharma titled ‘Apps for COVID:

to do or not to do’ is annexed herewith and marked as

Annexure F.

24.  That a group of scientists and researchers from across the
globe published a joint statement pointing out the dangers of
contact tracing applications. One of the recommendations is that
"The use of contact tracing Apps and the systems that Suppart
them must be voluntary, used with the explicit consent of the
user and the systems must be designed to be able to be
switched off, and all data deleted, when the current crisis is
over’, A true copy of the Joint Statement on Contact Tracing
dated 19th April 2020 issued by a group of scientists and
researchers from across the globe is annexed herewith and

marked as Annexure G.
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25. That a publication by the Brooking Institution has flagged

the ineffectiveness of contact tracing apps and the dangers

posed by its use. The authors state that -
Studies suggest that people have on average about 3
dozen close contacts a day—incidents involving direct
fouch or 8 one-an-one comversation—yet even in the
dbsence of social distancing measures the average
infected person transmits to only 2 or 3 other pepple
throughout the entire course of the disease. Fleeting
interactions, such as crossing paths in the grocery store,
will be substantially more common and substantially
less likely fo cause transmission. If the apps flag these
lower-risk encounters as well, they will cast a wide net
when reporting exposure. If they do not. they will miss
d substantive fraction of transmission events, Because
most exposures fagged by the apps will not lead to
infection, many users will be instructed fo self
quarantine even when they have not been infected. A
person may put uyp with this once or twice, but after a
few false alarms and the ensuing inconvenience of
protracted self~isolation, we expect many will start to
disregard the warnings”™

Thus, these apps have a huge risk of false positives and false

negatives resulting in the users losing trust of the application.

L
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When such an app is made mandatory it has the potential to
discriminate against a whole section of the population. A true
copy of the Brookings Institution study authored by Ashkan
Soltani, Ryan Calo, and Carl Bergstrom is annexed herewith and
marked as Annexure H.
26. Annexure H study further finds that
“Taken with the false positive and ‘griefing”
(intentionally crying wolf) issues outlined above, there is
a real nsk that these mobile-based apps can turn
unaffected individuals info social pariahs, restricted
from accessing public and private spaces or
parlicipating in social and economic activities. The
likelihood that this will have a disparate impact on those
already hardest hit by the pandemic is also high.
Individuals living in densely populated neighborboods
and apartment buildings—characteristics that are also
correlgted  to  non-white  and  lower  income
communities—are likelier fo experience incidences of
ralse positives due their dlose proximity fo ane another. ™
27. This is a serious concern in a country like India where the
persons from the low income groups are already at a
disadvantage because of the lock-down. Considering that merely
35% of India’s population has access to smartphones, these

lower income groups will be further excluded from using railway
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or air services. The imposition of the Aarogya Setu app on this
population will further worsen their situation.

28, That the Ministry of Railways has now mandated that
passengers using spedial trains should install the Aarogya Setu
app for traveling in trains. A true copy of the tweet made by the
official Twitter handle of the Ministry of Railways dated 12.05.20

is annexed herewith and marked as Annexured.

29. That the Ministry of Railways vide quidelines dated
20.05.2020 for train services beginning on 1st June, 2020 make
it mandatory for passengers to download Aarogya Setu. The
Guidelines state:
‘all passengers must download and use the Aarogya
Setu application.
A true copy of the tweet made by the official Twitter
handle of the Ministry of Railways dated 20.05.20 is annexed

herewith and marked as Annexure 5

30. That the Ministry of Civil Aviation has released an order no.
AV.29017/5/2020-DT dated 21.05.2020 on ‘Recommencement
of Domestic Air Travel’. Annexure I of this Order is on ‘General
Instructions for Commencement of Domestic Air Travel’. Point (f)

of Annexure I states:

Kl g
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‘a self-declaration / Aarogya Setu App status (for
compatible device) would also be obtained that the passenger is
free of COVID-19 symptoms. Passengers with "Red” status in
Aarogya Setu App would not be permitted to travel,

In Annexure II which stipulates “"Detailed Guidelines to be
followed by air passengers”, Clause 2(a) on “Entering the
terminal building”, point (jii) states:

‘he should get himself‘herself checked for
temperature. This will be done by a designated staff of the
Airport. The status of "Aarogya Setu” should be displayved to the
stalt”.

Point (iv) provides:

in case of non-availability of Aarogya Setu, the
passenger should be facilitated to go a counter provided by the
airport where Aarogya Setu can be downloaded. Children below
fourteen years of age would be exempt from this requirement”,

On reading the aforementioned provision, it is unclear if a
passenger with a compatible device but unwilling to download
Aarogya Setu will be forced to download Aarogya Setu at such
counter. On a bare reading of Point (iv) of Annexure II, it
appears that it is mandatory for passengers to download
Aarogya Setu in their compatible services, A true copy of the

order has been annexed herewith and marked as Annexure |-,
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32. That the Airports Authority of India released a
Standard Operating Procedure (hereinafter 'the SoP”) for
Recommencement of Domestic Flights dated 21.05.2020. Clause
5 of the SoP provides:

" all the departing passengers must compulsorily be
registered with Aarogya Setu’ App on their mobiles and the
same shall be verified by CISF/Airport Staff at the entry gate.
However, Aarogya Sety is mandstory ofidren below age of 14
years”.

There is a conflict between the Ministry of Civil Aviation
Order and the Standard Operating Procedure released by the
Airports Authority of India. The SoP makes it mandatory for the
passengers to download Aarogya Setu App, thereby excluding
large number of passengers who do not use compatible devices
or do not have cell phones. A true copy of the SoP has been

annexed herewith and marked as Annexure M.

31. That, the mandatory use of the app could result in
excluding many persons who do not have a smart phone or who
have been categorised incorrectly as belonging to the risk
category by the app. Thus, a right of a person to travel or work
will be determined by a “green badge” on the Aarogya Setu app.
32. This mandatory order discriminates against persons who

do not have a smart phone and also affects the right to privacy

by




24

of citizens by mandating the use of an app that has access to
the location of the user on the user's mobile phone. As the right
to movemnent of persons who do not have the app are restrictad
it affects their right to carry on a profession, their right to life
and their right to education.

33. That, these mandatory orders by Respondent 2, 3 and 4
have the effect of forcing the terms of service(Annexure A) and
privacy policy (Annexure B) on citizens. The Aarogya Setu
application that was promoted by the Government as voluntary

has now become de-facto mandatory.

34. That, the algorithm behind the Aarogya Setu app which is
closed source will determine the right of a person to travel or to
earn a living. The app is thus much more than a contact tracing
app and is an entry pass or a passport for enjoying fundamental

rights.

35. That the Aarogya Setu app is not designed for the
disabled. Social Justice Ministry had asked NIC & MeitY to
address accessibility concerns. The Aarogya Setu is not
accessible to persons with disabilities (PwD), particularly those
with hearing and visual impairment. Considering that the use of
the App has been made mandatory for all government and

private staff, employees with hearing impairment and visual

g
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impairment will be at a disadvantage. Aarogya Setu app does
not have a separate section with specific information for persons
with hearing impairment with sign language interpretation/ close
Captioning. There are no features of audio guide for navigation,
audio description of colour used, proper colour contrast etc.
These were highlighted in a letter by Social Justice Ministry's
Department of Empowerment of PwD (DEPwD) on April 27 (as
claimed by news reports). An NGO, Smarthyam, in a report to
Social Justice Ministry had stated that the Aarogya Setu is in
contravention of the Rights of Persons with Disabilities Act,
2016. The screen reader in the App does not announce the
purpose of all controls or the type of control, whether a link or
button. Users cannot identify the number of slides in a carousel,
50 after receiving the information in the first slide, they might

miss out on information on other slides,

36. The Petitioner have not filed any other writ petition ar any
other petition either before this Hon'ble Court or any other

Court/Forum on the same cause of action.

37. 5ince the petitioner have no other alternative remedy, they

have approached this Hon'ble Court on the following among

I

other:
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GROUNDS

38. BECAUSE the action of the 2nd, 3rd and 4th respondents in
mandating the use of Aarogya Setu app has resulted in
excluding the vast majority of population who do not own a
smartphone running Android or i0S operating systems from
accessing public services and from being employed. Thus, the
action of respondents 2, 3 and 4 in issuing orders mandating the

use of Aarogya Setu app are arbitrary and illegal.

39, Because, only about 35 % of the adult population in the
country have access to smart phones. Thus, when an
application is mandated to be installed on a phone for traveling
and for being employed, this will adversely affect a large
population of the country. Thus, these orders are discriminatory

and violative of Art.14 of the Constitution of India.

40. Aarogya Setu app is not designed considering the
requirements of the disabled and hence cannot be used by the
disabled. This will exclude a large section of the population
resulting in services like transport facilities and employment
being denied to them. Thus, the orders by Respondent 2, 4 and
4 making the Aarogya Setu app mandatory is discriminatory and

violative of Art.14 of the Constitution of India.

Al Sy
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41. Because the Aarogya Setu app collects location information,
health data and personal information of users. Such mandatory
collection and processing of information cannot be carried out
without an enabling law. The law in this case cannot be the
broad provisions of the National Disaster Management Act, 2005.
Annexure C order is issued as per Section 6(2){1) of the National
Disaster Management Act, 2005. The Hon'ble Supreme Court has
held in Bjoe Emmanuel v State of Kerala (1987 AIR 5C 748) that
“The law is now well settled that any law which may be made
under clauses (2) to (6) of Art. 19 to regulate the exercise of the
right to the freedoms guaranteed by Art. 19(1)(a) to (e) and (qg)
must be 'a law’ having statutory force and not a mere executive
or departmental instruction.” Annexure C order so far as it

mandates the use of Aarogya Setu app is thus arbitrary and

illegal.

42. Because the Honble Supreme Court had in the
Puttaswamy (Privacy) judgment deduced principles which
govern the permitted circumstances and requirements when the
state can legally infringe the right to privacy. The principles
deduced were e principle of legitimate state aim; the principle
of necessity; the principle of adequacy; and the principle of

proportionality. The Hon'ble Supreme Court held that:

Al ¢
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© 1) There must be a law in existence fo justify an
encroachment on privacy by the State.,

2) There must be a legitimate state aim.

2] The means which are adopted by the legisiature
must be proportional fo the object and needs of the
legisiation/provision.

Thus, there should be a law in existence to justify an
encroachment on privacy. In this case there is no such law
which mandates the installation of an app that tracks a citizen.
Expanding on the test laid down by Chadrachud, 1., Kaul,
1. articulated:
“The concerns expressed on behalf of the pefitioners
arising from the possibility of the State infringing the
right to privacy can be met by the test suggested for
limiting the discretion of the State:

(1) The action must be sanctioned by law:

() The proposed action must be necessary in a

democratic society for a legitimate aim;

(%) The extent of such interference must be

praportionate o the need for such interference:

(iv) There must be procedural guarantees against

abuse of such interference. ”

The principle of necessity requires the employment of

the least intrusive means of attaining the legitimate state
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aim. In this case, instead of using decentralised methods,
the Aarogya Setu app has used for the most intrusive

method of collecting both location as well as Bluetooth data.

43. Because the Proportionality was another test established
in the Privacy Judgment to determine the validity of State’s
collection of citizen's private information. Going by the
‘proportionality test’, any such measures should only be resorted
to following extensive contemplation of the benefits sought to be
derived in contrast with the costs associated in the form of
compromise of privacy. In this case, the collection of location
data is not at all proportional and violates the principle of data
minimisation.

44, Data privacy laws, like the EU General Data Protection
Regulation and the U.S. Health Insurance Portability and
Accountability Act, have exceptions applicable in a pandemic that
may allow processing of personal data. At the same time,
guidance from the European Data Protection Board makes clear
this data still should be protected. In its statement, the EDPB
highlighted the principles of purpose limitation, transparency,
security and confidentiality, and accountability. Industry
guidance led by Microsoft has published seven privacy principles
“for governments, public  health authorities, academics,
employers and industries to consider as we collectively move

forward into this next phase of tracking, tracing and testing”

-
1
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during COVID-19. The Microsoft principles are similar to those
referenced by the EDPB and focus on consent, transparency,
data minimization, security, deletion and limiting data collection
for public health purposes only. The Indian authorities have

failed to adhere to any of these principles.

45. The direction issued by the Ministry of Railways, Ministry of
Civil Aviation and Airports Authority of India mandating all
passengers to install Aarogya Setu app is discriminatory and
violative of Art.14 of the Constitution of India. This direction
results in denying the benefit of public service to the wvast
majority of citizens who do not have a smart phone installed

with the Aarogya Setu application.

46. The terms of service and the privacy policy of the Aarogya
Setu app are forced on the people as the app has been made

mandatory by Respondent 2, 3 and 4.

47. Various studies as evidenced by Annexures F, G and H have
shown that contact tracing applications are not effective and this
could lead to false positives thus incorrectly denying citizens the
right to access transport services and even the right to work.
The action of the respondents in mandating the use of Aarogya

Setu app is thus illegal and unjustified.

-5
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48. Annexure F study has found how false positives could have a
damaging effect on the poor people. This would be more so for
a country like India where the daily wage earners and the labour
force have been impoverished by the lockdown. The mandatory
imposition of the Aarogya Setu app is thus violative of the right

to life guaranteed under Art. 21 of the Constitution of India.

43. The direction issued by the Ministry of Railways, Ministry of

Civil Aviation and Airports Authority of India mandating all

passengers to install Aarogya Setu app is violation of Article

19(1)(d). Article 19(1)(d) of The Indian Constitution guarantees

to all Citizens of India the Right "to move freely throughout the

territory of India." This Right is, however subject to reasonable

restrictions mentioned under Article 19(5). m Bbgence § lao Redhitign Gk
bag vin i:w%i‘"!i}nia-- AvBicle 19(5).Therefore , the same is in violation of

the Article 19(1) (d) of the Constitution of India.

50. The mobile phone is a personal device owned by an
individual and the Government does not have any authority to
direct the installation of any application on such a device. Such
a direction violates the personal autonomy of the citizen and
same Is in violation of the law declared by Hon'ble Supreme
Court in In Maneka Gandhi vs the Union of India (1978 AIR SC

597)
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>1. Though the Central Government has a prevailing policy on
adoption of open source software titled *Policy on Adoption of
Open Source Software for Government of India', which is
mandatory, the Aarogya Setu apps code has not been made
open source. Making the source code available enhances
transparency and this also improves security as the code is open
to community audit. The app primarily collects personal data
from user cellphones and cellphones are an immense repository
of personal data of users and sometimes, of a user’s contacts
and acquaintances. In this scenario, keeping the source code of
such an app proprietary is unjustified.

60. The Petitioner craves leave to add or rely on additional

grounds at the time of arguments;

GROUNDS FOR INTERIM PRAYER

61. The Petitioner submits that the mandatory nature of
Annexure C order results in citizens who do not have a smart
phone installed with Aarogya Setu app being denied the right to
travel or work affecting their right to equality, right to privacy,
right to freedom of Movement, trade, right to life, right to food,
and right to education, guaranteed under Articles 14, 19, and 21
of the Constitution of India.

Ay
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PRAYER

WHEREFORE, the Petitioner in the above case most
respectfully pray this Hon'ble Court be pleased to issue;

I. A writ of mandamus or any other appropriate writ or order
directing the Respondent authorities to make the use of
Aarogya Setu application by citizens voluntary;

II. A declaration to the effect that the Aarogya Setu app cannot
be mandated for accessing any Government service or
facility;

II. A writ of mandamus or any other appropriate writ or order
directing respondents 6 and 7 to release the complete and
corresponding source code of the current and future versions
of the mobile application Aarogya Setu as well as the
corresponding application on its server:

IV.Grant any other relief that this Hon'ble Court deems fit in
facts and circumstances of the case, in the interest of justice.

INTERIM PRAYER

The Petitioner prays that this Hon'ble Court be pleased to
grant an interim order:
1. staying Clause 15 of National Directives for COVID-
19 Management included as Annexure 1 in
Annexure-E order; and

2. directing the respondents not to deny any service to
a citizen for not instaling the Aarogya Setu
application, pending disposal of this Writ Petition.

-

Place: Bangalore, (Sidharth BEEL_J;ED}
Date: 27/05/2020 ADVOCATE FOR PETITIONER
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IN THE HIGH COURT OF KARNATAKA AT BANGALORE

W.P.No.

/2020 (GM-PIL)

Between
Sri Anivar A Aravind

AND

Ministry of Home Affairs

And Others

Petitioner

Respondents

AFFIDAVIT

I, Anivar A Aravind, S/o Aravindakshan A K, aged about 36
years,F1, SAI RAM, 10, Sundara Murthy Road, Cox Town,
Bangalore 560005, do hereby solemnly affirm and state on oath

as under:

1} I am the Petitiorier in the above case and I know the facts of

the case.

2) I submit that the averments made at paragraphs 1 to 16 in the
accompanying writ petition are true and correct to the best of

my knowledge, information and belief,
3) I state that Annexure - A to - M are the true copies of their

respective originals.

ldentified by me,

N

ADVOCATE

Place: Bangalore,
DA =2/05/2020

-
.r'
e

i B b
. 1) S o
P
A b
¥ - :
£+
-

r". :F |'I

aA

@r*

DEPOMNENT

Eﬁ"“‘ﬂi} Affiry

Hye am ;hj‘ {ht ' 1 i
af Bi!'ng.l]"ru Mil‘?l;'q?n "-'-—-I“fin.}."z[lzﬂ

SUR EN"DRA.G ::‘: :’E‘Tf

'd'd""'!'ﬁ.'.rrr i O
a1 H'Il: T
*# 22 ""‘m"ﬁ-ﬂnrr_m 4

: Eﬁt“h i It VH
: _ ¥ AV¥ans i
51_.xr'_r—_.r_'3" Cgl PG, N, E."{r 7
Mo, of {fn:rrc':inn:. i
- - e SR

=]




These terms of service (Terms) govern your use of the Aarogya Setu applicalion for mobile and
handheld devices (App) and the services provided thercunder. Please read these terms and conditions
(Terms) carefully before you download, install or use the App. By clicking on the “1 Agree” button,
you signify your aceeptance of the Terms. and your agreement to be bound by them. The Terms may be
amended from time to time with notice to you. In order (o continue using the App. you will be required
i aceept the revised Terms. Failure 1o comply with the Terms can resull in suspension of vour ability 1o
use the App.

1. SERVICE OVERVIEW

Aarogya Setu TERMS OF SERVICE

The App is part of a service designed to ¢nable registered users who have come in contact with other
registered users who have lested positive for the severe acute respiratory syndrome Coronavirus 2
{COVID-19) to be notified. traced and suitably supported (Services). When the App is installed on
your mobile or handheld device, it detects when your device comes within Bluetooth range of any other
registered user’s device and initiates a protocol by which the information specified in the Privacy
Policy (including location information) about that other registered user is collected. In the cvent yvou
test positive lor COVID-19, the Government of India will contact andfor inform such registered psers
vou have come in contact with you over the past 30 days who have a risk of being infected, to
administer the appropriate medical intervention, Similarly, you will be notified if, as a result ol having
come in contact with any persons who have tested positive for COVID-19. vou have a risk of being
infected. The App also allows users w conduet a sell-assessment test to assess whether their symploms
combined with other relevant factors allects their risk of being infected.

2. REQUIREMENTS FOR USE

You agree to turn on and allow the App access to the Bluetooth and GPS services on your mobile or
handheld device. You acknowledge that il your device is switched off or in airplane mode, if Bluctooth
and GPS services on your device are turned off or if vou revoke the App's access to Bluetooth and GPS
services on your device, it will not be able capture all necessary information which will impair the
completeness and accuracy of the Services. You agree to keep the mobile or handheld device on which
the App is mstalled in your possession at all times and to not share it with or allow anvone else to use
it. You acknowledge that if you do so it could resull in you being falsely identified as being COVID-19
positive or not being identified when vou are.

3. USE

You agree that you will only use the App in good faith and will not provide false or misleading
information about yourself or your infection status. You agree that you will not do anything to throttle,
engineer a demial of service, or in any other manner impair the performance or functionality of the App.
You agree that you will not tamper with, reverse-engineer or otherwise use the App for any purpose for
which it was not intended including, but not limited to, accessing information about registered users
stored in the App, identifying or attempting to identify other registered users or gaining or attempting 1o
gain access to the cloud database of the Service.

4. PRIVACY

You hereby consent to the collection and use of vour personal information for the provision of the
Services, The details of the personal information collected and the manner in which it collected and
Draft Version by whom as well as the purposes for which it will be used is more fully set out in our
privacy policy which is available here. You are free to choose not to provide this information at any
time by revoking the App’s access to Bluetooth and GPS services or by deleting the App from your
mobile or handheld device. However, should you do so, you acknowledge thal you will no longer be
able 10 avanl of the Services.

5. DISRUPTION

You agree that you have no expectation of, or right to permanent and uninterrupted access 1o the
services. While the Services are inlended to be accessible to you from everywhere on a 24x7 basis.
from time 10 time and without prior notice of downtime, access to the App or the Services or to any part




thereod may he suspended on either a temporary or permanent basis and either with respect to all oFa
certain class of users.

6. LIMITATION OF LIABILITY

You agree and acknowledge that the Government of India will not be liable for any claims in relation to
the use of the App. including but not limited 1o (a) your inability to access or use the App or the
Services; (b) the Gailure of the App or the Services to accurately identify persons in your proximity who
have tested pusitive to COVID-19; (¢} the accuracy of the information provided by the App or the
Services as to whether the persons you have come in contact with in fact been infected by COVID-19:
(d) any unauthorised access to your information or modification thereof,

1. DISCLAIMER

The App is being made available on an "as-15" basis and the Government of India makes no warrantics
of any kind, whether express. implied, statutory or otherwise, with respect to the functioning of the App
or its ability to accurately identify those who have tested positive to COVID- 19, All services such as
those provided by this App are never wholly free from defects, errors and bugs, and the Governmen of
India provides no warranty or representation to that effect or that the App will be compatible with any
application, or soltware not specifically identified as compatible, The Government of India specifically
disclaims any implied warranties of fitness for a particular purpose or non-infringement. The
functioning of the App is dependent on the compliance by all regisiered users of the App with these
Terms. Accordingly, the Government of India disclaims all liability on account of such non-compliance
by other registered users. The Services that are being provided (including the self-assessment test, its
results and any notifications sent by the App) are not a substitute for common prudence, medical
diagnosis, or specific therapeutic and epidemiological measures necessary Lo combat COVID-19,

& GOVERNING LAW

These Terms shall be governed by the laws of India.
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PRIVACY POLICY

When you use Aarogya Setu (App). some personal information is collected from and about vou. We are
commutied to protecting the seeurity of this information and safeguarding your privacy. This privacy
policy sets out the details of the personal information collected, the manner in which it collected. by
whom as well as the purposes for which it is used. At registration you accepted the terms of this
Privacy Policy and your use of the App signifies your continued acceptance thereof. This Privacy
Policy may be revised from time to time and you will be notified of all such changes. In order to use
the App, you will be reguired to consent to the (erms of the Privacy Policy as revised rom time to time,

L. INFORMATION COLLECTED AND MANNER OF COLLECTION

5

|-

d

When you register on the App, the following information is collected from you and stored
securcly on a server operated and managed by the Government of India (Server) — {1} name: (ii)
phone number; (iii) age: (iv) sex; (v) profession: and (vi) countries visited in the last 30 days.
This information stored on the Server will be hashed with a unigue digital id (DD that is
pushed to yvour App. The DID will thereafter be used 1o identify you in all subsequent App
related transactions and will be associated with any data or information uploaded from the A P
lo the Server. At regisiration, your location details are also captured and uploaded 1o the Scrver.
When two registered users come within Bluetooth range of cach other, their Apps will
automatically exchange DiDs and record the time and GPS location at which the conlact took
place. The information that is collected from your App will be securely stored on the mobile
device of the other registered user and will nol be accessible by such other user. In the event
such other registered user tests positive for COVID-19, this information will be securely
uploaded from hisher mobile device and stored on the Server.

. Each time you complete a self-assessment test the App will colleet vour location data and

upload it along with your 14D 1w the Server.

- The App continuously collects your location data and stores securely on vour mobile device. a

record of all the places you have been at 15 minute intervals. This information will only be
uploaded to the Server along with your DiD, (i) if vou test positive for COVID-19: and/or (i} il
your seli-declared symploms indicate that vou arc ikely to be infected with COVID-19: and/or
(111} if the result of your self-assessment test is either YELLOW or ORANGE. For the avoidance
of doubt, this information will NOT be uploaded to the Server if you arc not unwell of if the
resull of your self-assessment test is GREEN.

2, USE OF INFORMATION

1

B
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The personal information collected from you at the time of registration under Clause 1{a) above.
will be stored on the Server and only be used by the Government of India in anonymized,
aggregated datusets for the purpose of generating reports. heat maps and other statistical
visualizations for the purpose of the management of COVID-19 in the country or to provide you
general notifications pertaining to COVID-19 as may be required. Your DML will only be co-
related with your personal information in order to communicate to vou the probability that you
have been infected with COVID-19 andfor to provide persons carrying out medical and
administrative interventions necessary in relation w COVID-19, the information they might
need aboul you in order 1o be able to do their job.

. The information collected from any other user’s mobile device and uploaded and stored on the

Server in accordance with Clause 1{b) will be used to caleulate your probability of having been
infected with COVID-19,

- The information collected under Clanse 1(¢) will be used by the Govermment of India to

evaluale, based on the self-assessment tests and the GPS locations from where they are being
uploaded, whether a discase cluster is developing at any geographic location.

. The information collected under Clause 1d) and securely uploaded and stored on the Server

will, in the event you have tested positive for COVID-19, be used to map the places yvou visited
over the past 14 days in erder to identify the locations that need to be sanitised and where
people need to be more deeply tested and identify emerging areas where infeetion outbreaks are
likely 10 occur. Where, in order to more accurately map the places you visited and/or the
persons who need to be deeply tested, your personal information is required, the Dil) associated

-



with the information collected under Clause 1{d) will be co-related with yOur personal
information collected under Clause 1(a).

3. The information collected under Clause 1 will not be wsed for any purpose other than those
mentioned in this Clause 2.

3. RETENTION

L. All personal information collected from you under Clause 1(a) at the time of registration will be
retained for as long as your account remains in existence and for such period thereafier as
required under any law for the time being in foree.

2. All personal information collected under Clauses 1(b), lchand 1(d) will be retained on the
mobile device for a period of 30 days from the dale of collection after which, if it has not
already been uploaded to the Server, will be purged from the App. All information collected
under Clauses (k). 1{c) and 1{d) and uploaded 1o the Server will, to the extent that such
mformation relates (o people who have not tested positive for COVID-19, will be purged [rom
the Server 45 days after being uploaded. All information collected under Clauses 1(b), l{c) and
[{d) of persons who have tested positive Tor COVID-19 will be pureed from the Server 60 days
afler such persons have been declared cured of COVID-19,

3. Nothing set out herein shall apply to the anonymized. aggrepated datascts generated by the
personal data of registered users of the App or any reports, heat maps or olher visualization
created using such datasets. Nothing set out herein shall apply 1o medical reports, diagnoses or
other medical information generated by medical professionals in the course of treatment,

4. RIGHTS

l. Az a registered user, you have the right to access vour profile al any time to add, remove or
modify any registration information that you have supplied,

2. You cannot manage the communications that you receive from us or how you receive them. If
you no longer wish to receive communications from us, you may cancel your registration. If
you cancel your registration, all the information you had provided to us will be deleted after the
expiry of 30 days from the date of such cancellation.

3. DATA SECURITY

The App is equipped with standard securily features to protect the contidentiality and security of your
miormation. Data is encrypted in transit as well as at rest. Personal information provided at the time of
registration is encrypied before being uploaded to the cloud where it is stored in a secure encrypted
server. Personal information that is stored in the Apps of other registered users that you come in contact
with is securely encrypted and are incapable of being accessed by such user,

6. DISCLOSURES AND TRANSFER

Save as otherwise set out in Clause 2 with respect to information provided 1o persons carrying out
medical and administrative interventions necessary in relation 1o COVID-19. no personal information
collected by the App will disclosed or transferred o any third party.

7. GRIEVANCES
Il you have any concerns or questions in relation to this Privac v Policy, you may address them (o the
Umievance Officer whose name and address are as [ollows: Mr. B S Mani, Deputy Dircctor General
(DG NIC (supportasrogyasetu@eov.in)

h-.L.':-‘ s P WL U
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No. 40-3/2020-DM-I(A) ’ql, s

Government of India
Ministry of Home Affairs
Morth Block, New Delhi-110001
Dated 1= May, 2020
ORDER

Whereas under directions of the National Disaster Management Authority
(NDMA), guidelines on lockdown measures to contain the spread of COVID-18 in all
parts of the country were issued vide Order of even numbear dated 24 03,2020 under
the Disaster Management Act 2005 for a period of 21 days with effect from
25.03.2020. Under further directions of NDMA, the lockdown pericd was extended
upto 03.05.2020 vide Order of even number dated 14.04.2020 and consolidated
revised guidelines were issued vide Order of gven number dated 15 04 2020

vWhereas in exercise of the powers under section 6(2H1) of the Disaster
Management Act, 2005, NDMA has issued an Order number 1-29/2020-FPF dated
01.035.2020 directing the Chairperson, NEC that lockdown measures be continued lo
be implemented in all parts of the Country, for a further period of twa weeks with
effect from 04.05.2020;

Whereas under directions of the aforesaid Order of NDMA dated 01.05.2020,
and in exercise of the powers, conferred under Section 102N of the Disaster
Managemeant Act, 2005, the undersigned, in his capacity as Chairperson, NEC,
hereby issues directions to all the Ministries/ Depanments of Government of India,
State/Union Temtory Governments and State/Unian Territery Authorties that the
lockdown period is extended for a further period of two wesks with effect from
04.05.2020:

Whereas, in exercise of the powers, conferred under Section 1 O{2)(1} of the
Disaster Management Act, 2008, the undersigned, in his capacity as Chairperson
MNEC, hereby issues new guidefines on lockdown measures, as annexed, whiah will
come inte effect from 04.05.2020 for a period of two weeks, for strict implementation,

Union Home Secretary

Ta:

1. The Secretaries of Ministries/ Departments of Government of India

2. The Chief Secretaries/Administrators of States/Union Temitories
(As per list attached)

Copy to:
i. All members of the National Executive Committea.
ll. Member Secretary, National Disaster Management Authority,
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New Guidelines on the measures to be taken by Ministries/ Departments of
Government of India, State/ UT Governments and State/ UT autharities for
containment of COVID-19 in the country for the extended period of MNational
Lockdown for a further period of two wecks with effect from 4™ May, 2020.

[As per Ministry of Home Affairs (MHA) Order No. 40-3/2020-DM- {A) dated 1%
May, 2020]

1. With the extension of the Lockdown peried for a further pernod of two weeks
with effect from 4t May 2020, new guidelines, as under, will be applicable
based on the risk profiling of the districts into Red {Hotspot), Green and Orange
Zones,

2,  ldentification of Red {Hotspots), Green and Orange Zones

i. Based on their risk profite, the criteria for dividing the districts of the country
into three zones, viz., green, red and orange, will be as follows:

a. Green Zones: Green Zones shall be defined as per the following
criteria; districts with zero confirmed caze till date; or, disfricts with no
confirmed case in the last 21 days.

b. Red Zones or Hotspot Districts: Districts shall be defined as Red
Zones or Hotspot districts, by Ministry of Health and Family Welfare
(MoHFW), Government of India {Gol), taking into account total number
of active cases, doubling rate of confirmed Gases, extent of testing and
survaillance feedback.

c. Orange Zones: Districts, which are neither defined as Red nor as
Green Zones, shall be Orange Zones.

i.  MoHPWY will share the list of Red Fone (Hotspot), Orange Zone and Gresn
£one districts and redated information with State/ UTs on a weekly basis or
earlier as required. States! UTs, on review, may consider inclusion of
additional districts as Red Zone (Hotspots) and Crange Zone districts
depending on the extent of spread of COVID-12 infection However, States
and UTs may not lower the classification of any district, that is included
in the list of Red Zone {Hotspots) and Orange Zone districts by MoHFW.

iii.  Disfricts classified either as Red or Orange Zones, may have one or more
Municipal Corporation (MC) areas. In such cases, States) UTs and District
administrations may maks an assessment of the distribution of ¢ases - within
the jurisdiction of the MC(s); and the area falling outside the MCis)
boundanes. In such cases, the classification of zones shall be as follows:

a. In case the district is classified as 2 Red Zone, and, there is no
confirmed case in the last 21 days in the area of the district cutside the
limits of the MC(s), this area may be labeled as an Orange Zone
However, due caution may be exercised in such areas so that they
remain free from COVID-15 cazes,

b. In case the district is classified as an Orange Zone, and, there is no
confirmed case in the last 21 days in the area of the district outside the
limits of the MC(s), this area may be labeled as a Green Zone
However, due caution may be exercised in such arsas 30 that they
remain free from COVID-19 cases

€. In case in the area of the district outside the limits of the MC (5} does
have one or more confirmed case(s) in the last 21 days, this part of the
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district shall contnue to be labeled as a Rad ar Crange Zone, as per
the classification of the district.

d. While assessing the classification of a zone, cases should be registerad
in the zone where the case originates, rather than where it is treated.

Identification of Containment Zones

Containment Zones shall be demarcated within Red (Hotspots) and Orange
Zones by States/ UTs and District Administrations based on the guidelines of
MoHFW. The boundary of the Containment Zone shall be defined by District
Administrations taking into account the following factors: mapping of cases
and contacts; gecgraphical dispersion of cases and contacts: area with well
gemarcated perimeter: and enforceability,

The boundary of the Containmant Zone will be 2 residential colony, mobais,
municipal ward, municipal zone, Police Station area, towns ete in case of
urban areas, and, a village, cluster of villages, Gram Panchayats, group of
Police Stations, blocks etc., in case of rural areas

Protocol within Containment Zones

Intensive surveillance mechanism as outlined in the Stsndard Operating
Protocol (SOP} issued by MoHPW is to be established within the Containment
Zone. The lecal authority shall ensure 100% coverage of Aarogya Sefy
app among the residents of Containment Zones.
In the Containment Zone, following activities shall be undertaken by the local
authoniies:;

a. Contact Tracing.

b. Home or Institutional guarantining of individuals based an  risk
assessment by medical officers. This risk assessmeant will be based on
symploms, contact with confirmed cases, and travel history

c. Testing of all cases with Severe Acute Respiratory Infection (SARI),
Influenza Like lness (ILI) and other sympicms specified by MOHFW.

d. House to house surveillance by special teams consttuted for this
pPUTDOSES
e. Clinical management of all cases as per protocol

. Counseling and educating people; and establishing  effective
communication strategies.

In these Containment Zones, within Red (Hotspots) and Orange Zones,
whers maximum precaution is required, there shall be strict perimeter
control to ensure thal there is no movement of population in or ot of these
Zones except for medical emergencies and for maintaining supply of essential
goods and services. The guidelines issued in this regard by MoHFW will be
sirictly implemented by State/ UT Govemments and the local distnct
authorities.

The following activities will continue to remain prohibited across the
country, irrespective of the Zone, for a period of two weeks with effect
from 4" May, 2020:

All domestic and intemational air travel of passengers, except for medical
senvices, air ambulance and for SECUrily purposes or for purposes as permitted
by MHA

All passenger movement by lrains, except for security purposes or for

purposes as pemitted by MHA.
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Inter-State Buses for public ransport, except as permitted by MHA
Metro rail senvices.
Intzr-State movement of indriduals except for medical reasons or for activities
as permitted by MHA,
All schools, colleges, aducational! training/ coaching nstitutions etc. However,
anline! distance kearning shall be permitted.
Hospitality services other than those ysed for housing health! police/
Government officials! healthcare workers. stranded persons including tourists,
and those used for quarantine facilities
All cinema halls, shopping malls, gymnasiums, sports complexes, swimming
pocls, entertainment parks, theatres. bars and auditoriums, assembly halls
and similar places.
All socialf politicall sports! entertainment acadermic/ cultural/ religious
functions/ other gatherings.
All religious places/ places of worship shall be closed for public. Religious
congregations are sirictly prohibited,

Measures for well being and safety of persons
The movement of individuals, for all non-essenbial activities. shall remain
strictly prohibited between 7 pm te 7 am. Local autherities shall issus orders
unger appropriate provisions of law, such as prohibitery orders [curfew] under
Sechon 144 of CrPC, for this purpose, and ensure strict compliance.
In all zones, persons above 65 years of age, persons with co-morbidities,
pregnant women, and children below the a#ge of 10 years, shall stay at hame,
except for meeting essential requirernents and for health purposes, as per the
Mational Directives
In Containment Zones, Out-Patient Departments (OPDs) and Medical dinics
shall not be permitted to operate. Howsver, these may be permitted to
cperale in Red, Orange and Green Zones, with social distancing norms and
other safety precautions.

Activities in Containment Zones
Strict perimeter control,
Establishment of clear entry and exit paints.
Movement of persons only for maintaining supply of goods and services; and
for medical emergencies.
Mo unchecked influx of people and transport.
Recording of details of peaple moving in and out of perimeter,

Activities in Red Zones {(Hotspots) [Outside Containment fones]

Apart from the prohibited activities menbioned at Para 4, the following activities
shall not be permifted:

a. Cycle rickshaws and auto rickshaws
b, Taxis and cab aggregators
¢. Intra-district and inter-district plying of buses,
d. Barber shops, spas and salons
The following activities shall be permitted with restrictions as specified;

a. Movement of individuals and vehicles, only for permitted activities. Four
wheeler vehicles will have maximum two passengers besides the
vehicle driver;, for two wheelers, pillion rider is net allowed

3 ‘}/
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b.

Industrial establishments in urban arsas: Cnly Special Economic Zones
(SEZs), Export Oriented Units (EOUs), industrial estates and industrial
townships with access control, Manufacturing units of essential goods,
including drugs, pharmaceuticals, medical devices, their raw material
and intermediates, Production units, which reguire ¢continuous process,
and their supply chain; Manufacturing of IT hardware: Jute ind ustry with
slaggered shifts and social distancing, and, Manufacturing units of
packaging material are permitted,

All indusinal activities are permittad in rural areas.

Construction activities in urban areas’ Only in situ construction [wherne
workers are available on site and no workers are reguired to be brought
in from outside) and construction of renewable energy projects are
permithed

All construchon activities are pemitted in rural areas

All malls, market complexes and markets shall remain ciosed in urbian
areas, e, areas within the Imits of municipal corporations and
municipalities. However, shops selling essential goods in markets and
rmarket complexes are permitted,

All standalone (single) shops, neighborhood {coleny) shops and shops
in residential complexes are permitted ta remain open in urban areas
without any distinction of essential and non-essential.

All shops in rural areas, except in malis, are permitted to remain open,
without any distinction of essential and non-essential,

Social distancing (2 Gaz ki door) will be maintained in all CESeE

E-commerce activibes will be permitted cnly in respect of essential
guods.

Private offices can operate with upte 33% strength ag per requirement
with the remaining persons working from hame

All Government offices shall function with officers of the leve! of Dreputy
Secretary and above to the extent of 100% strength, The remaining
staff will attend upte 33% as per requirement.  However Defense and
Security services, Health and Family Welfare, Police, Frisons, Home
Guards, Civil Defence, Fire and Emergency Services, Disaster
management and related services, NIC, Customs, FCl. NCC, NYK and
Municipal services shall function without any restrictions; delivery of
public services shall be ensured and nzcessary staff will be deployed
for such purpose.

8 Activities in Orange Zones [Qutside Containment Zones]

I Apart from the prohibited activities mentioned at Para 4, the following activities
shall not be permitted:

& Inter-district and Intra-district plying of buses.
ii. The following activities shall be permitted with restrictions as are speciisd:

d

b.

Taxis and cab aggregators, with 1 driver and 2 passengers only,

Inter-district movement of individuals and vehicles, only for permitted
activities. Four wheeler vehicles will have maximum. two passengers

besides the driver,




10.

1.

12.

13.

14,

15,

v,

Activifies in Green Zones

All activities are permitted in Green Zones, excepl those activilies that are

prohibited under Para 4.

Busas can operate with upto 50% saating capacity.

Bus depots can operate with upto 50% capacity
All other activities will be permitted activities, which are not specifically
prohibited! permitted with restrictions in the various Zones, under these
guidelines. However, States/ UTs, based on their assessment of the
situation, and with the primary objective of keeping the spread of COVID-
12 in check, may allow only select activities from out of the permitted
activities, with such restrictions as felt Necessany.

All States! UTs shall aliow inter-state movement of goods! cargo, including
ermnply trucks.

Mo Staley UT shall stop the movement of cargo for cross land-border trade
under Treaties with neighbouring countries.

Mo separate! fresh permissions are required from authorities for activities
already permitted to operate under the guidelines on Lockdown measures up to
May 3, 2020, The following Standard Operating Protocols {SOPs) issued by
MHA will continue to operate;

S0P on transit arrangement for foreign national{s) in India 2nd release of
quarantine persong, issued vide Order dated April 02, 2020

SOF en movement of stranded |abour within States/ UTs, issued vide Order
dated Aprnif 13, 2020,

S0P on sign-on and sign-off of Indian seafarers. issued vide Crder dated April
21, 2020

SOP an movement of stranded migrant workers, pitgrims, tourists, students
and other persons, issued vide Order dated April 29, 2020,

SOP on movement of stranded rigrant workers, pilgrims, tourists. students
and other persons by train, issued vide Order dated May 01, 2020

Strict enforcement of the lockdown guidelines

Stated UT Governments shall not dilute these guideiines issued under the
Disaster Management Act, 2005, in any manner, and shall strictly enforce the
Saime,

Instructions for enforcement of above lockdown measures:

All the district magistrates shall strictly enforce the above lockdown measures
and the National Directives for COVID 19 Management, for public and work
places. as specified in Annexure 1,

In order to implement these containment measures. the District Magisirate wil
deploy Executive Magistrates as Incident Commanders in the respective local
jurisdictions. The Incident Commander will be responsible for the overall
implementation of these measures in their respective jurisdictions. All other
line: department officials in the specified area will work urnder the directions of
such Incident Commander. The Incident Commander will issue passes for
enabling essential movements as explained.

The Incident Commanders will in particular ensure that al afforls: for
mobilization of resources. workers and matenal for augmentation arnd
expansion of hospital infrastructure shall continee without any hindrance.

N




16.

Penal provisions

Any person viodafing these lockdown measures and the Mational Directives for
COVID-19 Management will be liable to be proceeded against as per the
provisions of Section 51 lo 80 of the Disaster Management Act, 2005, besides
legal achion under Sec. 188 of the IPC, and other legal provisions as applicable.

Extracts of these penal provisions are at Annexure I1.
153 Llae

Union Home Secretary
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Annexure |
National Directives for COVID-19 Management

PUEBLIC PLACES

1. Wearing of face coveris compulsory in all public places,

2 Al persons in charge of publc places ang transport shall ensure social
distancing as per the guidelines issued by Ministry of Health and Family
Welfare.

3. No organization/ manager of public place shall allow gathering of 5 or more
persong,

4. Marriages relatad gatherings shall ensure social distancing, and the maximum
number of guests allowed =hall not be more than 50.

3. Funerall last rites related gatherings shall ensure zociagl distancing, and the
maximum numbers allowed shall net be mere fhan 20

6. Spitling in public places shall be punishable with fing, as may be preseribad by
the State/ UT local authorty.

7. Consumption of liquor, paan, guiks, tobacco efe. in public places is not allowed.

8. Shops selling liquor. paan, gutka, fobacco etc. will ensure minimum six feet
distance {2 gar ki doori) from each other, and also ensure that not more than &
peFsQNSs are present at one time at the shop.

WORK PLACES

8. Wearing of face cover j= campulsory in all work places and adequate stock of
suCh face covers shall be made available.

10, All persons in charge of work places shall ensure social distancing as per the
guidelines issued by Ministry of Health and Farnily Waelfare, both within the work
places and in company transport,

11. Social distancing at work places shall be ensured through adequate gaps
between shifts, staggering the lunch breaks of staff, etc

12, Provision for thermal scanning, hand wash and sanitizer preferably with touch
free mechanism will be mads at all entry and exit points and common areas. In
addition, sufficient quantities of handwash and sanitizer shall be made available
in the work places

13 Frequent sandization of entire workplace, eommon facilities and all points which
come into human contact e.g. door handies ete., shall be ensured, including
between shifts.

14. Persons above 65 years of age, persons with co-morbidiies, pregnant wamen
and children below the age of 10 years shall stay at home, except for meeling
essential requirements and for health purposes.

13 Use of Arogya Setu app shall be made mandatary for all employees, both
private and public. It shall be the responsibility of the Head of the respective
Organizations to ensure 100% coverage of this app among the employees.

16. Large physical meetings 4o be avoided.

17, Hospitals! clinics in the nearby areas, which are authorized to reat COMID-19
patients, should be identified and fist should be available at work place afl the
times. Employees showing any symptom of COVID-19 should be immediately
sent for check up to such facilities. Gluarantine areas should be earmarked far
isolating employees showing symptoms fill they are safely moved to the medical

facilities.
“' Phe—
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10 Amangements for transport faciliies shall be ensured with social distancing,
wherever personalf public transport is not feasible.

19, Intensive communication and training on good hygiene practices shall be taken
LIy,
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Annexure [
Offences and Penalties for Viclation of Lockdown Measures

Section 51 to 60 of the Disaster Management Act, 2005
91. Punishment for obstruction, etc. —\Whosver without reasonable cayse

s

{a) obstructs any officer ar employze of the Central Governmeant ar the
State Government, or a person authorised by the National Autharity or
State Authority or Distriet Authority in the discharge of his funclions
under this Act; or

(b) refuses to comply with any direction given by or on behalf of the Cantral
Govemnment or the State Govemment or the MNational Executiva
Committee or the State Executive Committee or the District Authority
under this Act,

shall on conviction be punishable with impnsonment for a term which may
extend to-one year or with fine, or with both, and if such obstruction or refusal
to comply with directions results in less of lives or imminant danger theraof,
shall on conviction be punishable with imprisonment for a term which may
extend to two years.

52, Punishment for false claim.—\Whoever knowingly makes 3 claim
which he knows or has reasen to bzligve to be falze for oblzining any relief
assistance, repair, recanstruction or offer aenefits consequent (o disaster from
any officer of the Central Government, the State Government, the National
Authority, the State Authority or the District Authority, shall, on conviction b
punishable with impriscnment for a tanm which may extend to two years, and
also with fing,

53. Punishment for misappropriation of money or materials, etc —
Whoever, being entrusted with any meney of materials, or otherwise being, in
custody of, or dominion over, a8ny maoney or goods, meant for providing refief in
any thweatening disaster situation or disaster, misappropriates or appropriates
far his own use or disposes of such money or materials or any part thereof or
wilfully compels any othar PErS0n 50 to do, shall on convistion be punishable
with impriscnment for a tarm which may extend to two years, and also with
fins,

54. Punishment for false warning. —Whosever makes or circulates 3
false alarm or warming as o disaster or its sevelity or magnitude, leading o
panic, shall gn convichion, be punishable witn imprisonment which may axtend
o one year or with fine.

33. Offences by Departments of the Government.—(1} Where an
offence under this Act has been committed by any Department af the
Government, the head of the Deparment shall be deemed to be guilty of the
offence and shall be liable to be proceeded against and punished accordingly
unless he proves that the offence was commitied without his knowledge or
that he exercised all due diligence ta prevent the commission of such offence.

{2} Motwithstanding anything contained in sub-section (1), where an
offence under this Act has been committed by a Department of the
Government and it jc proved that the offence haz been committed with the
consent or connivance of or is attributable to any negiect on the part of any
officer, other than the head of the Department, such officer shall be deemed to
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be guilty of that offence and shall be liable to be proceeded against and
punished accordingly.

6. Failure of officer in duty or his connivance at the contravention
of the provisions of this Act—Any officer, on whom any duty has been
imposed by or under this Act and who ceases or refuses lo perform or
withdraws himself from the duties of hiz office shall unless he has obtained
the express writen permission of his official superior ar has other lawful
excuse for so doing, be punishable with imprisonment for a term which may
extend to one year or with fine,

37. Penalty for contravention of any order regarding
requisitioning.—If any person confravenes any order made under secfion 65,
ne shall be punishable with imprisonment for a term which may extend to one
year or with fine or with both.

58. Offence by companies.—{1} Where an offence under this Act has
been committed by a company or body corporate, svery person who at the
time the offence was committed. was in charge of, and was responsibie to, the
company, for the conduct of the business of the company, as well as the
campany, shall be deemed to be guilty of the contravention and shall be liable
to be proceeded against and punished accordingly:

Frovided that nothing in this sub-section shall render any such person
liabie to any punishment provided in this Agt, if he praves that the offence was
cammitted without his knowledge or that he exercized dye diligence to prevent
the commission of such offence.

(£) Motwithstanding anything contained in sub-section (1), where an
offenice under this Act has been commitied by a company, and it is proved that
the offence was committed with the consent or connivance of oF is attributable
to any neglect on the part of any director, manager, secretary or other officer
of the company, such director, manager, secretary or other officer shall aise,
be deemed to be guilty of that offence and shall be llable fo be proceeded
against and punished accordingly.

Explanalion —For the purpose of this section—

L. “company’ means any body corporate and includes a firm or
other association of individuals: and
« i “director”, in relation to a firm, means a partner in the firm.

59. Previous sanction for prosecution —No prosecution for offences
punishable under sections 55 and 58 shall be instituted except with the
previous sanction of the Central Government ar the State Government, as lhe
Case may be, or of any officer authorised in this behalf by general or special
order, by such Govermnment.

&0. Cognizance of offences.—No court shall take angnizance of an
offence under this Act except on & complaint made by—

(@)  the MNational Authorty, the State Authanty, the Central
Government, the State Government, the District Authority or any
other authority or officer authorised in this behalf by that Authority
or Government, as the case may be: or

(b} any person who has given notice of not less than thirty days in the
manner prescribed, of the alleged offence and his intention to
make a complaint to the National Authority, the State Authority, the
Cenlral Govemment, the State Government. the District Authority
or any other authority or officer authorised as aforesaid.
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Section 188 in the Indian Penal Code, 1860

188. Discbedience to order duly promulgated by public servant—
Whoever, knowing that, by an order promulgated by a public servant lawfully
empowearad to promulgate such order, he is directed to abstain from a certain
act, or to take certain order with cerzin property in his possession or under his
management, disobeys such direction, shall, if such disebedience causes or
lends to cause obstruction, annoyance or injury, or risk of obstruction:
annoyance or injury, to any person lawiully employed, be punished with simple
imprisonment for a term which may extend o one maonth or with fine which
may extend to two hundred rupees, or with both; and if such disobedicnce
causes of trends 1o cause danger ta human life, health or safety, or causes or
lends to cause a riot or affray, shail be punished with imprisonment of either
description for a term which may extend to six moenths, or with fine which may
extend to one thousand rupees, or with both,

Explanation—It is not necessary that the offender should intend to
produce harm, or contemplate his disobedience as likely to produce
harm. It is sufficient that he knows ef the order which he disobays, and
that hiz discbedience produces, oris likely to produce, ham.

ustration

An order is promulgated by a public servant lawdully empowered to
promulgate such order, directing that a religious procession shall not
pass down a certain street A knowingly discbeys the order. and
thereby causes danger of riot. A has committed the offence defined in
thiz section,

R
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Mo, 40-302020-DM-1(A) ‘1|
Government of India _ - N

Ministry of Home Affairs 7 TFEATEE YT D

Morth Block, New Delhi-110001

Dated 17" May, 2020

ORDER

Whereas, the Natonal Disaster Management Authority (NDMA) in exerciss of
thesr powers under section S{2)(i} of the Disaster Management Act, 2005, vide their
Crders dated 24.03.2020, 14.04.2020 and 01.05.2020 had directed the Matinnal
Executive Committes (NEC) o take lockdown measures so as to contain the spread of
COVID=19 in the country;

Whereas, Chairperson NEC, in exercise of the powers conferred under Section
10021y of the Dsaster Management Act, 2008, has issued Orders of even nember on
lockdawn measures dated 24.03.2020, 29.03.2020, 14.04.2020 15.04 2020 anc
01.05 2020;

Whereas, save as othersise provided in the guidelines annexed to this Order,
all Orders issued by NEC under Section 102)(1} of the Dizaster Management Act,
2005, shall ceass to have efect from 18.05.2020:

Whareas, in exercise of the powers under section &(2)i) of the Disaster
Management Act, 2005, NDMA has ssued an Order number 1-29/2020 - PP dated
17.05.2020 directing the Chairperson, NEC that lockdown measures to coniain the
spread of COVID-18 be continued to be implemented in all parts of the Country, for &
further pered upto 31,05, 2020;

Now thercfore, under directions of the aforesaid Order of NDMA dated
17.05.2020. and in exercise of the powers, conferred under Section 10(2)l) of the
Cisaster Management Act. 2005, the undersigned, in his capacity as Chairpersan
MEC, hersby issues directions for strict implamentation, 1o all the Ministrisss
Departments of Government of India, StatefUnion Tarmitory Governments and Stater
Union Termritory Autharties ihat lockdown measures to contain the spread of COVID-19
will continue for a pened of upte 31.05.2020, as per the guidelines annexad to this

Crrder, which will corme into effect from 15.05.2020
§a) 'fi FoRs
b nion Home Secretary

To:

1. The Becretaries of Ministries/ Departments of Government of India
Z. The Chief SecretariesMdministrators of States/Union Territories
eAs per list attached)

Copy to:
i. Allmembers of the National Executive Committes.
ii. Member Secrelary, National Disaster Management Autharty.




Guidelines on the measures to be taken by Ministries/ Departments of
Government of India, State! UT Governments and State/ UT Authorities for
containment of COVID-1% in the country upto 31%May, 2020.

[As per Ministry of Home Affairs (MHA) Order No. 40-3/2020-DW- (A) dated 17
May, 2020]

1.
2.

Wi

wvil.

fil.

Lockdown shall continue to remain in force upto 31* May, 2020.

The following activities shall continue to remain prohibited throughout
the country:

All domestic and intemational ar fravel of passengers, except for domesiic
medical services, domestic air ambulance and for securty purposss of
purposes az permitied by MHA.

betro rail semvices.

Schools, colleges, educational training/ coaching institutions etc. will remain
claged. Onling/ distance learning shall continug 1o be permittad and shall be
encouraged.

Hotels, restaurants and other hospitalily sernces, except those meant for
houwsing health! policel Government officials! healthcare workers! stranded
persons including tourists and for quarantine faciliies; and running of
canteens at bus depots, railway stations and airports. Restaurants shall be
permitted to operate kitchens for home delivery of food items.

All cinema halls, shopping malis, gymnasiums, sSwimming pools,
enterfainmenl parks, theatres, bars and auditoriums, assembly halls and
similar places. Sports complexes and stadia will be permitted to opsn;
however, spaciatons will not be allowsd.

Al socialf peltical’ sporis! entertainment’ academicd culural’ relgous
furmctions! other gatherings and largs congregations,

All religicus places’ places of worship shall be:clozed Tor public. Religious
congregations are strictly prohibited.

The following activities shalf be permitted with restrictions, except in the
Containment Zones:

Inter-Siate movernent of passenger vehicles and buses, with mutust consent
of the State(sy UT(s) invalved.

Intra-State movement of passangsr velucles and buses, as decided by the
States and UTs,

Standard Operating Procedures (20Ps] for movement of persons, as
mentioned in Annexure |, shall continue o operate,

Mational Directives for COVID-18 Management

Mational Directives for COVID 19 Manzgement, a5 specified in Annexure I,
shall be followsed throughout the country

Containment, Buffer, Red, Green and Orange Zones

The delingation of Fed, Green and Orange Zones will be decided by the
respective State and UT Governments, afler taking into conskleration the
parameters shared by Ministry of Heslth & Family Welfare (MoHFPW),

Govermment of India (Gol),
/ \‘H’F‘\wﬁ
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iv.

6.

1.

Within the Red and Orange fones, Contanmeant Zones and Buffer Fones will
be demarcated by the District authorities, after taking info consideration the
puidalimes of MoHFW

in the Containment Zones, only essential activities shall be allowed. There
shall be stnct perimeter control o ensure that there is no movement of penple
in or-out of thase 2ones, except for medical emergencies and far maintaining
supply of essential goods and senvices. Guidelines of MoHFW shall be taken
into consideration for the above purpose.

In the Containment Zones, there shall be intensive contact tracing. house-to-
house surveiflance, and other clinical imerventions, as requirad

Might curfew

The movement of individuals shall remain sirictly prohibited between 7.00 pm to
7.00 am, except for essential activilies, Local authorities shall issue ordess, in
the entire area of their jurisdiction, under appropriste provisions of law, such as
prahibifory orders [Curfew] under Section 144 of CrPC, and ensure  strict
conphance

Protection of vulnerable persons

Persons above BS years of age, persons with co-morbidibes, pregnant women,
and children below the age of 10 years, shall stay at home, except for essential
and health purposes.

All gther activities will be permitied, except those which are specifically
prohibited.

However, in Containment Zones, only essential activities shall be allowed.
as mentioned in para S{iii} abowe.

Further, States! UTs, based on their assessment of the situzation, may
prohibit certain other activitics in the various zones, or impose such
restrictions as deemed necossary.

Uze of Aarogya Selu

Aarogya Sety enables early identification of potential risk of infection, and
thus acts as a shield for mdividuals and the community.

With a view to ensuring safety in offices and work places, emplovers on best
effort basis should ensure that Aarogya Setu is installed by all employees
having compatisle mobile phones

District authoribes may advise indwviduals to install the Aarogya  Selu
apphicaticn on compatible mobile phones and regulary update their health

status on the app. This will facilitate timely provision of medical attention to
those individuals who are at risk.

Special directions to ensure movement of persons and goods in certain
Gases

All States! UTs shall allow inter-State and intra-State movement of medical
professionals, nurses and pars medical staff, sanitation personmel and
ambulances, without any restriction.

All States! UTs shall allow inter-State movement of all types of goods/ carge.

inciuding empty frucks.
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Mo Stated UT shall stop the movement of any type of goods! cargo for cross
{and-border frade under Treaties with neighbouning countries.

Strict enforcement of the guidelines

State/ UT Governments shall not dilute theze guidelines issued under the
Disaster Managemenl Act, 2005, in any manner

All the Distnct Magsstrates shall strictly snforce the above measures.

In order to implement these measures, the District Magistrates will deploy
Executive Magistrates as Incident Commanders in the respactive local
jurisdictions. The Incident Commander will be responsibiz for the overall
implementation of these measures in their respective jurisdictions.

FPenal provisions

Any parson violating these measures will be liable to be proceaded against as
per the provisions of Section 51 to 60 of the Disaster Management Act, 2005,
besides legal action under Sec. 188 of the IPC. and cther legal DrOVISIONS as
applicable. Extracts of these penal provisions are at Annesxuye 1.

Union Home Secretary
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Annexure |
Standard Operating Procedures {SOPs) issued by MHA

20P on transit arangement for foreign national(s) in India issued vids Order
dated Apnl 02, 2020,

S0P on movement of stranded labour within States/ UTs. issued vide Order
dated April 19, 2020,

S0P on sign-on and sign-off of Indian seafarers, issued vide COrder dated April
21, 2020,

S0P on movement of stranded migrant workers, pilgrims, tourists, students
and other persons, issued vide Order dated Aprl 25, 2020 and Order dated
Pay 01, 2020,

SOP on movemnent of Indian Nationals stranded outside the country and of
specified persons {o travel abroad, issued vide Order dated May 5, 2020,

S0P _on movement of persons by train, issued vide Order dated May 11,

2020,
/ Mﬁw v
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Annexure Il
Mational Directives for COVID 19 Management
i. Wearing of face cover is compulsary in all public and work places.

ii. Spitting in public & work places shall be punishable with fine, as may be
prescribed in accordance with itz laws. rules or regulations by the Stater UT
lacal authority.

iii. Socal distancing shall be followed by all persans in public places and in
fransoort.

iv. Mariage related gathering shall ensure socal distancing, and the maximum
number of guests allowead shall not be more than 50.

v. Funerall last rites related gathering shall ensure social distancing, and the
maximum numbers allowed shall not be mors than 20.

vi. Consumption of liquor, paan, gutia, tobacco etc, in public places iz not
allowed.

vil. Shops will ensure minimum six feet distance (2 gaz ki door) among
customers and shall not allew maore than 3 persons at the shop.

Additional diractivas for Work Places
viii. As far as possible, the practce of work from home should be followed

ix. Staggering of workl business hours shall be followed in offices, work places,
shops, markats and industrial & commercis! establishrments.

¥. Provision for thermal scanning, nand wash and sanitizer will be made at all
antry and exit points and common arsas

%i, Freguent sanitization of entire workplace, common facilities and all points
which come into human contact &.g. door handles etc., shall be ensured,
including batween shifts.

xii. Al persons in charge of work places shall ensure social distancing throwgh
adequate distance between workers, adeguate gaps between  shifls,

staggering the lunch breaks of staff. ate.
¥
w
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Annexures [l
Offences and Penalties for Violation of Lockdown Measures

A.  Bection 51 fo &0 of the Disaster Management Act, 2005

21. Punishment for obstruchon, etc.—\Whoever, without reasonabls
CAUERE —

(@) obstrocts any officer or emploves of the Cenfral Government or the
State Govemment, or 3 parson authorised by the National Authority or
State Authority or District Authority in the discharge of his functions
under this Act; or

(b} refuses to comply with any direction given by or on behalf of the
Central Government or the State Government or the Nationat
Executive Commitize or the State Executive Committea or the District
Avithoriby under this Act

shall on conviction be punishable with mprisonment far a term which may
extend 1o gne year or with fing, or with both, and il such obstruction or refusal
to comply with directions results in loss of lives or imminent danger thereof,
shall on comviction be punishable with impriscnment for a term which may
extend fo two vears.

52, Punishment for false claim —\Whoever knowingly makes a claim
which he knows ar has reason o believe to be false for obtaining any relief
assistance, repar, reconstruction or olher benefits consequant to disaster
from any officer of the Central Govemment, the State Government, the
National Authority, the Siate Authorty or the District Authority, shall, on
conviction be punishable with imprisonment for a term which may extend to
wia years, and also with fine;

53. Punishment for misappropriation of money or materials, etc —
Whoever, being anfrusted with any money or materials, or otherwize being, in
custody of, or dominion aver, any money or goods, meant for providing refief
in any threateming disaster situation or disaster, misappropnates or
appropriates for his own use or disposes of such money or materials or any
part thereof or wilfully compels any other person so to do, shall on conviction
be punmshiable with imprisonment for a term which may exterd to two YEATS,
and also with fing,

54. Punishment for false waming —Whoever makes or crculales a
false alarm or waming as to disaster or its severty or magnituda, leading to
panic. shall on conviction, be punizhable with imprisonment which may extend
o one year or with fine.

53. Offences by Departments of the Government—{1} Where an
offerrse under this Act has been commitied by any Department of the
Government, the head of the Department shall be deemed to be guilty of the
offence and shall be liable lo be procesded against and punished acoordingly
unless ha praves that the offence was committed without his knowledge or
that he exercised all due diligence to prevent the commission of such offenca

{2) Motwithstanding anything contained in sub-section (1), where an
offence under this Act has been committed by a Department of the
Government and it is proved that the offence has been committed with the
consent or cennivance of, or is attributable to any neglect on the part of. any
officer, other than the head of the Deparment, such officer shall be deemed
to be guilty of that offence and shall be liable to be procesded against and
punished accordinghy ‘
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56. Failure of officer in duty or his connivance at the
contravention of the provisions of this Act—Any officer, on wnom any
duty has been imposed by or under this Act and who ceasas or refuses to
narform or withdraws himself from the duties of his office shall, unless he has
obtgined the express written permission of his official supefior or has other
lawful excuse for so dong, be punishable with imprisonment for & lemn which
may extend to one year or with fine.

57. Penalty for contravention of any order regarding
requisitioning.—if any person confravenes any order made under section
55, he thali be punishable with imprisonment for a ferm which may extand fo
one year ar with fing or with both.

58. Offence by companies.—(1) Where an offence under this Act has
heen committed by a company of body corporale, every person who at the
fime the offence was committed. was in charge of, and was responsibile 10,
the company, for the conduct of the business of the company, as well as the
campany. shall be deemed to be guilty of the contravention and shall be liable
to be proceeded against and punished accordingly:

Provided that nothing i this sub-section shafl render any such person
liable to any punishment provided m this Act, if he proves that the ofience was
committed without his knowledge or thal he exercised due diligence %o
prevent the commission of such offence,

{2} Motwithstanding anything contained in sub-section (1), whera an
offence under this Act has been committed by a company. and i is proved
that the offence was committed with the consent or connivance of or s
attributable to any neghect on the part of any direclor, manager, secreélary or
other officer of the company, such director, manager, secretary or other officer
shall also, be deemed 1o be guilty of that offence and shall be hable to be
proceeded against and punishad accordinghy

Explanation.—For the purpose of this saclion—

(a) “campany” means anybody corporate and includes a firm or
gther associabion of individoals; and

(b) “director”, in relation to a firm, means a partner in the firm.

59. Pravious sanction for prosecution.—MNo prosacution for offences
punishable under sections 55 and 56 shall be instituted except with the
previous sanchion of the Central Gevernment or the State Government, as the
case may be, or of any officer authorised in this behalf, by general or special
order, by such Government

60. Cognizance of offences—No court shall take cognizance of an
offence under this Act except on 2 complaint made by—

{a) the National Aulhcrty, the State Authority, the Central
Government, the State Government, the District Authority or any
other authaority or officer authorised in this behalf by that Authority
or Government, as the case may be;) or

(b1 any person who has given notice of not less than thity days in the
manner prescribed, of tha alleged offence and his intention to
make a complaint to the MNational Authority, the State Authority,
the Ceniral Government, the Stale Govemment the District
Authority or any other authority or offlicer aulhorised as aforesaud.
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Section 188 in the Indian Penal Code, 1860

138, Discbedience to order duly promulgated by public servant—
Whoever, knowing that, by an order promulgated by a public servant lawfully
empowered to promulgate such order, he is directad to abstain from a certain
act, or to fake cerain ocrder with cerlain property ' his possession o under
his management, disabeys such direction, shall if such disobediEence causes
or tends o cause obstruction, annoyance of injury, o sk of obstruction,
annoyance or injury, to any person lawfully employed, be punished with
simpla imprisonment for a term which may extand to one month or with fine
which may extend fo two hundred fupees, of with both: and i such
disobedience causes or trends 1o cause danger to human life healh ar
safety, or causes or ends to cause 2 riot or affray, shall be punished with
Imprsonment of either description for a term which may extend to six months.
or with fine which may extend to one thousand nipees, or with both

Explanation.—It iz not necessary that the offender should intend to
produce harm, or contemplate his disobedience as fikely o produce
harm. It is sufficient that he knows of the order which he discbeys, and
that his disobedience producas, oris likehy to producse, harm,
Wusization

An order is promulgated by a public servant lawfully empowsred to
promulgzate such order, direcling that 2 refigious procession shall not
pass down 3 cerain street. A knowingly disobeys the order and
therehy causes danger of ot A has committed the offience dafined in
this section.
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No: 2(10)/2020-CLeS A . &
Government of India
Ministry of Electronics and Information Technology
Electronies Niketan, 6 CGO Complex,
MNew Delhi

Dated : 1™ May, 2024
URIER

Subject: Notification of the Asrogya Setu Data Access and knowledge Sharing Protocol,
2020 in light of the COVID-19 pandemic

WHEREAS, the Aarogyz Setu mobile application is & useful technological salution developed
to facilitate contact tracing of persons infected with COVID-1%, inform persons al-risk of
precautions to be taken, and allow health deparimenis to teke effcctive actions to mitigate the
spread of the pandemic and enhance their preparedness:

WHEREAS, wide Orders No, 40-32020-DM-1(A) dated 29.03.2020 and 01.052020. the
Central Govemment has constituted Empowered Groups under the Disaster Management Acl,
2005 w sdemtify problem arcas and provide effective solutions therefur. delineate policy,
formulate plans, stralegise operations and take all necessary steps for effective and time-bound
implementation of these plans/policies’ strategies/ decisions in relation to the Covid-19
pandemic;

WHEREAS, under these Orders, the National Exccutive Committee of the National Disaster
Managemenl Authority has created the Empowered Group 9 on Technology and [Jata
Management “"Empowered Group™),

WHEREAS, the lunctioning of the Aarogya Setu mobile application relates to technology and
daty management and certain necessary steps are required to be taken 1o ensure its effective
aperation o detect und mitigate the spread of the COVID-19 pandemic and enhance sovernment
preparedness at all fevels;

NOW THEREFORE, in order 10 ensure secure collection of data by the Aarogya Sctu mohile
application, protection of personal data of individuals, and the efficient use and sharing of
personal or pon-personal daa for mitigation and redressal of the COVID-19 pandemic. the
undersigned. in his capacity as Chairperson, Empowered Group @ on Technology and Data
Management, after a decision of the Empowered Group 9 to this effeer, herehy issues the
following dircctions - Awrogya Setu Emergeney Duta Access and Knowledge Sharing Protocol,
2020 {enclosed) for necessary compliance.

|1
'-.--I"'Fw'-—l-ll-n-—,q '
(Ajay Sawhney)
Chairperson, Empowered Group on Technology and Date Management




The Aarogya Setn Data Aceess and Knowledge Sharing Protocol, 2020

Rationale for this Protocol:

1. Owing to the COVID-19 pandemic, guidelines have been issued by the Ministry of Home
Affairs (vide Orders dated 24.03.2020, 25.03.2020, 28.03.2020, 1.04.2020, 2.04.2020,
14042020, 16.04,2020, 1.05.2020) on the measures 1o be taken by the Central
Gavernment as well as the State/Union Territory Governments. Various advisories and
statements have been issued by the Ministry of Health and Family Welfare, Government
of Tndia and other Ministrics of the Government of India and State/ Union Territory
Governments on precautionary meazures such as social distancing and treatment of
individuals who arc affected or at-risk, In order 1o ensure their effective implementation,
there is a need Lo ensure cfficient data and information sharing among the different
Departments and Ministries of the Govemment ol India as well as those in the
State/Union Territory Governments:

b

At present, the Government of India and State/Union Territory Governments are tasked
with formulating appropriale health responses to not only contain the epidemic but also
protzet the health and salety of the community at large. Here, appropriate health
responses include prevention and management of the COVID-19 pandemic, syndromic
mapping, contact tracing, communication to an alfected or at-risk individual’s family and
acquaintances, performance of statistical analysis, medical research, formulation of
treatment plans or other medical and public health responses related Lo the redressal and
management ol the COVID-12 pandemic,

3. In order to formulate appropriate health responses for addressing the COVID-19
pandemic, data pertaining o individuals is wrgently required. Here individuals means
persons who are infected, at high risk of being infected or who have come in contact with
infected individuals. This data includes demographic data, contact data, self assessmenl
data and location data (collectively called ‘response data® i this document), Here,
demosraphic data means the name, mobile number, age, sender, profession and travel
history of an individual. Contact data means data about any other individual that a given
individual has come in close proximity with, including the duration of the contact, the
proximate distance between the individuals and the geographical location at which the
contact oceurred. Self assessment data means the responses provided by that individual to
the self assessment test administered within the Aarogya Setu mobile application.
Location data means data about the geographical position of an individual in latitude and
lomeiiude.

4. Implementation of the Protocol:

Keeping in view of the above, the Ministry of Electronics and Information Technology,
Government of India (“MeitY™) is designated as the agency responsible for the implementation
of this Protocol and its developer, the Mational Informatics Centre shall, under this Protocol be
responsible for collection, processing and managing response data collected by the Aarogya Setu




mphile application. Any reference 1o MeitY under this Protocal is a reference to its supervisory
role in relation to the Asrogya Sem mobile application and its developer, the MNational
Informatics Centre (N1C) and not in any other capacity, For the purpose of this Protocol, MeitY
shall act under the overall direction of the Empowered Group 9 on Technolooy and Data

Management.

5. Principles for collection and processing of TESOnSe data:

& Any response dala and the purpose for which it is collected by NIC shall be clearly
specified in the Privacy Policy of the Aarogyva Setu mobile application.

b, WIC shall collect only such response data as 15 necessary and proporiionate w formulate
or implement appropriate health responses, Further, such data shall be uscd strictly for
the purpose of formulating or implementing appropriate health responses and constantly
improving such responscs.

&, NIC shall process any data collceted by it in a fair, transparent and non-discriminatory
FRARNE,

4. Contact and location data shall by default, remain on the device on which the Aarogva
Setu mobile application has been installed after such data has been collected. It may be
uploaded 1o the server only for the purpose of formulating or implementing appropriate
health responses,

e Contact location ard self assessment data of an individual that has been colfected by NIC
shall not he retained beyond the period necessary to satisfy the purpose for which it is
obtained which, unless a specific recommendation to this cffect is made in the roview
under Para 10 of this Protocol. shall not ordinarily extend beyond 180 days from the date
on which it is collected, after which such data shall be permanently deleted, Dempgraphic
data of an individual that has been collected by NIC shall be retained for as long as this
Protocol remaing in force or if the individual requests that 1t be deleted, for a maximum
of 30 davs from such request. whichever is earlier.

. The response duta shall be securely stored by NIC and shall only be shared in accordance
with this Protocal,

6. Principles for sharing of response data:
The résponse data may be shared by NIC in the following manner:

a. Response data containing personal data may be shared with the Ministry of Health
and Family Wellare, Government of India, Departments of Health of the
State/Union Territory Governments!’ local governments, NDMA, SDMAs, such
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other Ministries and Departments of the Government of India and State
Governments and other public health institutions of the Government of India,
State  Governments and  local governments, where such sharing is stricthy
necessary to dircethy formulate or implement an appropriate health responsc.

b. Response data in de-identificd form may be shared with such Ministrics or
Departments of the Governmenl of India or the State/Union. Territory
Governments, local zovernments, NIDMA, SDMAs and such other public hcalth
institutions of the Government of India or State Governments or local
sovernments with whom such sharing is necessary to assisl in the foermulation ur
implementation of a critical health response. Here, de-identificd form means data
which has been stripped of personally identifiable data to prevent the indivadizal
from being personally identified through such data and assigned a randomly
eencrated 10,

¢. NIC shall, 1o the extent reasonable, document the sharing of any data and
maintain a list of the asencies with whom such data has been shared. Such
documentation shall inclede the time at which such data sharing was initiated, the
persons or agencies who are being provided access w such data, the categorics of
data that arc being shared and the purpose fur which such data is being shared.

7. Obligations of entities with whom response data is shared:

An cntity with whom response data is shared under this Protocol shall have the following

obligations:

a  Any entity with whom response data has been shared under Para 6 of this Protocol shall
use such data strictly for the purpose for which it is shared. Such Ministry, Department of
the Government, NDMA, SDMAs or public health institution shall process response data
in a lair, transparent and non-discriminatory manner. The data accessed and used by such
entities should not be retained bevond the period necessary to satisty the purpose for
which it is shared. [n any circumstance, such data shall not ordinarily be retained beyond
180 days from the date on which it was accessed, after which such data shall be
permanently deleted. Any Ministry, Department of the Government, NDMA, SDMAs or
public health institution shall zlso implement reasonable seounity  practices and
procedurcs as prescribed under any law for the time being in force.

b, Any response data accessed under para 7(a) shall erdinarily not be enwand shared with
any third party. However, response data may be shared with such third parties only ifit is
stricthy necessary to directly formulate or implement appropriate health responses. The
Ministry or Depantment of the Govemment of India or State/ Unmion Territory
Government! local sovernment, NDMA, SDMAs or public health institution of the
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Government of Indip’ State Governments' local governments referred o in Para 6 that is
sharing such information shall remain responsible for adherence to this Protocol by any
ather entity with which it shares information. Any third party with whom data is enward
shared under this para shall be subject to the same obligations as under para 7(a) of this
Protocol. In addition they shall not re-use the data for any other purpuse or disclose the
data 1o any other entity and remain subject to audit and review of their data usage by the
Central Government,

8. Principles for sharing of response data for research purposes:

Response data may be made available for research purposes by NIC in the following manner:

i.

Hard anonymisation refers to a series of technical processes which ensure that any
mdividual is incapable of being identified from the response data through any means
reasonably likely to be used to identify sech individual. This anonymisation shall be done
m accordance with anonymisation protocels that are to be developed, reviewed and
updated on a periodic basis by an expert commitiee appoinied by the Principal Scientific
Advisor o the Govemment of India. Such review shall have regard to the nature and
sensitivity of the data being processed. the robustness of the anonymisation prodocol and
advances in technology.

Response data which has undergone hard anonymisation, as under para §(z). may be
made available 1o Indian universitics and research institutions ¢ résearch  entities
registered m India.

Any university or research mstitution / entity secking to access response data under para
8(b) shall make a request for such data to the expert committee referred above at para
8(a), who may approve of such request and provide access W this data anly if it 5 of the
view that such access 15 sought for the purposes of statistical, epidemiological, scientific
or any other form of academic research, on such terms as may be stipulated by the cxpent
committee in this behal

Any university or rescarch institution/ entity which accesses anonymised responsc data
under Para 8{b) shall not reverse anonymise such data or re-identily individuals in any
manner. [T any persen knowingly or unknowingly, takes any action which has the effect
of such dita no longer rémaining anonymised, any rights granted to them under this
Protocol shall stand- terminated, -amd they shall be liable for penalties under applicable
laws for the time being in force, | -

Any university or research instilutions entity which accesses anonymised résponse data
under this Para may share such anonymised response data with other Indian universities
or research institutions! research enbities registered in India only if such sharing is in
furtherance of the samc purpose for which it has sousht approval 1o access such data
from the expert committes, Any such third party with whom data is shared under this
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Para shall be subject to the same obligations and penalties under this Protocol as the
university/ resgarch institution entity which has shared the data with it. Any such sharing
must be pursuant to a contract between the two entitics, which shall state the nature of
data shared, the purpose of such sharing, the duration of such sharing and other relevant
details as may be specified by the expert committee. Such contracts, intimation of the fact
of sharing and other relevant documentation as may be specified by the expert commitice
shall be submilted by the approved university/ rescarch institution’ entity to the expert
committes for review and compliance.

f. Anyv university/ research mstilution’ entity with whom hard anonvmised data has been
sharcd under Para B(a) or Para 8(c) shall remain subject to awdit and review by the
Central Governmeni. Further, il the Expert Committee finds any non-compliance with
this protocol by such wniversity/ research institution’ entity, it can terminate any rights
granted o them under this Protecel at any Lims.

9, Violations:

Any violation of these direclions may [ead 1o penalties as per section 51 to 60 of the Disaster
Management Act, 2005 and other legal provisions as may be applicable.

10, Sunzet Chinse;

The Empowered Group shall review this Protocol after a period of 6 months from the date of
this notification or may do so, at such carlier time as it deems fit. Unless specifically
extended by the Empowered Group on account of the continuation of the COVID-19
pandemic in India, this Protocol shall be in force for 6 months from the date on which it is
issned.
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Apps for COVID: to do or not to do

Subhuskes Banerjee® Bhaskoaran Baman! Subodh Vo Bharma”

April 14, 2020

The COVID vimgs crisis has browght out some much requeced pabhe spantedness mthe Indian
science and technology community, and there s now a srrong wrge o conimbole meamnglully, A
popular response among echnologizi bas been o develop sorveallance apps on smanphones, for
contact tracing to keep b on the disease spresd, for geofencing to enforee quarantine, and for
gathering data for modelling the spresd of the comtagion, [ndeed, thery are several neports of elfons
ani suceesses of sech endeavorrs feomeall over (Easbuum, Seevick, Strickland, Hlamilten, Heaven),
and several commentators have alluded w the possibility of pervasive under-ihe-skin surveillance in
o pus-CONVTD warld (Harum, Mehii, Mocaulay).

There has also been a spurt of indigenous efforts to build such apps (Singh, Jolnson, Money
Cmirid Moews, Seogupta, BT Oobioey, and there 35 unbridled enthusiossm amonz our studenes of
technology o patch m, I is mdeed tree that contact iracing is crucial for effective combating of the
spresud of the contagion, but can it be done accarately and relizbly with such horricdly engineered
apps? Some caution perhaps iz in order, especially related to the risks and reliabiliny.

The implicit seatiment in developing and deploying such technolngy is that privacy concems
should take o backseal in ihis bealih emecgeney. This kas owo dangers. The first o5 that the imvas
sive technology could continee well beyond the lealth emergency. The secomnd, and perhaps more
imperiant, i that vialation of provaey 15 expeciolly 2 problem inthe context of a health crisis whers
fear of the virus and the associared sngmg spreads muoch Faster than the virus iself,

The apps are not risk free, especially in India

Privileging unlity uver pnivacy lor such crucial applications is indecd typical, but the halancing re-
cpuires carelul examination {Pratap), especially when the derails and whereabours of corong-alTected
people are revealed 1o authorities and poblic,

The amibeorigies o Tiediy are nof Known Tor their discretion, and there have heen instances whene
thiey have leaked information about quarantined people through WhatsApp (Vatvan), Tn a society
prone o prejudics, discriminztion and attaching stigina to ailments, the cost of Talze positives con be
significant. Indeed. there are reports. abound abowt estracizmg aicdme staff (Maod), denying hosses
on rend 10 doctors and other health workers or asking them to leave (Sharma), and refusing service
to peopde from the northeast (Kakesh). on the basis of mere suspicion that they may be carriers of
the contagion. Denial of services and facilities to persons fagged by sech apps, and persecution,
expeciully if they belong to marginalised communities, arg real possibilities.

Technology deployment always has 1o be sociery and culture specilic. Some solutions developed
in the west are reported to have feamnes Tor inforrming others of the locations of COVID-positive
madividuals (Kbanpa). Such features have also found there weay into apps planned by Indian zroups

“Canspoier Science and Engiresnng {glao gssomnd wil e School of Pubdic Pelicy), 1T Delb
"Camputer Scicnce and Bnpireereng, HT Bimbay




(Fxpress Computer, ET Omline). Public dissemination of such information can be hugely counter-
productive in oue society where there s stigma associated with the virus, With self-declared sucial
vigilantes taking Jaw into their own hands. such mformation can be downright dangerous.

And, in the absence of any data protection standasds, there is always (he possibility that the
eoflected data along with location waces may be used for other purposes after the cursent threat
of the vims is over. Such unchecked uses, over which individuals who participated n the data
eollection process may have 10 control, may pose serious threats 1o privacy and civil liberry.

Moreover, ermors in data eollection, whether in the estimate of the number of infected persons
within a space or time limit, or high rates of false positives or negalives in estimates of the trans-
mission of infection, will inevitably result in unreliable contact tracing and modelling of the disease
spread, Nerwork and compartmental inodels of epideniology are parametric. and erroes in parame-
ler estimation can resull in inaccurane and misleading models, Unstruciured collection of data with
imprecize understanding of future wse and uamodelled errors cun make the data untrustworthy Tor
amy seriows epdemiological application.

Reliability is an issue

Tt appears that the COVITY infection spreads either by dircct inhalation of deoplets carrying Lhe AFLLS,
or by inadvertently picking it up from contarmmared surfaces. In the former case the victim niedls
1o be in proximity of an infected persen. - Hence, avoiding false positives PELUITES CONtact iracing
at a resolution higher than whan is offered by GPS or Google maps, especially in dease gatherings.
and neither of teem can work indoors, Geolocation from cellular data offers even lower resolution,
and, for mobiles Lo inferact with each other to record proximity - lor example with Bluetooth (ET
Oaline) - the app tse st be universal, Also, singg the vins can survive on contaminated surfuces
for several hours, the intersection of smanphone trajectorics will need 1o be computed not only
in space but also over large temporal windows, For this, proximity sensing will be ineffective:
Proximity sensing wsing Bluctooth can alse generate oo many false positives, for example across
large distances in open spaces, across walls or across floors.

Tn cither case it will reguare data aggregation from multiple smariphones 1o comgute intersections
of trajectaries. Such aggregation will be hard to implement decentralised at scake, amd centralization
will reqpeire additional infrastructure. Even with centralised aggregation, rigorousty estnating the
dynamic network parameters and the associated error models will be a non-trivial task, especially
without mesr universal participation, Modelling disease spread accurately at the micro-level with
data cnllected through such apps appears to be a research problem that effers considerable chal-
lenges. Itis entirely unlikely that any refiable model can be eigeed up in 2 hurry, even for contacl
tracinz. At best, mohility data (Fitrpairick} may be osed for modelling macro-level panerns. of
infection spread, that oo with several simplifyng assumgptions with uncertain error models.

Besides, making such apps universal, and centralised aggregation with support from mobile ser-
vice providers, Google and indoor WiFi providers, will certainly be beyond individual app develop-
ers and will require governmental support. China did o lot of it with face recognition technology,
with & very high density of camera deployrment, and the infrastructure was alrcady in place (Kl
nan). It is unlikely that such complex surveillance can be implemented in a hurry. in the middle
of a pandemic spread. And, for such large scale centralised surveillance there are senous peivicy
and data prodection concemns that need 1o be addressed - in Lerms of legitimacy and proportionality,
resuiatory oversight, access control and purpose limatation (Pratap, Banerjee and Sharmag,

On the whole il may be unproductive to develop such systerns withoul expert epidemiclogical
and disense control advies. The tisks of Talse positivies are oo many. Deploying a large number of




unreliahle systems may diverl useful resources and actually detract from the mgin efTort.

Geofencing of smariphomnes will certanly be caser to develop (Muney Congrol News ). However,
the efficacy for enforcing quarantine is doubtful with simplistic solutions, both because majority
do not have smariphonces and because smariphones can be switched ol and solations Tike “take o
selfie al preseribed times” are oo easy 10 bypass. Moreover, the conlinued peesence of a siur-
phane within a guarantine zone does nor mecessanily imply the quarantine compliance of the owner.
Breaking some of the defence mechanissis may be possible, and protections agamzl breaking them
are also possible. One needs o think theough all this and desist from hurried app rollouts.

There can be simpler solutions

Ine the context of contact fracing, 3 simple app in which users can voluntarnily switch on recording of
Blieetooth-based contact race, and perhaps manual entry amd peslocation oo, may be uselpl, The
app =n - also locally maintain a list of contacts they meet, anonimized as random tokens, such as
in the approaches taken by TraceTogether (Govermmen Simspore, Canetns o1 il.). The user may
then valwntarily choose to inform people in the contact Tist in case she tests positive, and way even
voluntarily disclose the location racks {Heiven), While the reliability may sl be low, but so may
b the risks,

The wselulness of contact racing s maimized if a large numher of people install the app. Thix
can in turn happen only if users friew the system. Tf users fear that they may be victimized due 1o
information sharing by the app, they are unlikely to install the app in the ficst place. This stresses tle
importance of aspects like anonynry and valunsary disclosires in any contact tracing system. Most
importantly, the operational and design details of all such apps (FT {Inling) must be made public.

While one must be coutious in the use of technology for any purpose. in the corrent sitzation
there are indeed various other technology needs which do not invalve tracking and tracing people
a1 large ([SRC). Some examples include remode patient advice by doctors for non-emerzency situa-
licaes, appointment syslems, quéte management 1o avoid crowding at hospitals or the local grogers,
management of ration distribution and home delivery of ration for those who nesd it cie, Hewever,
a#ll such apps weed to be developed, iF s all, in consultition with people working on the ground.

Avoid techno-determinism

O the whole, self-cormpliance through educasion amd sensitizarion may be a more productivi ap-
proach than enforcement. Working towards boilding COMTBLY Fesources amd community crmpow-
erment may Torm out o be more fruitful than building apps. A fetish for techaglogical fixes for
everything miy actually come in the way of locking for simpler solutions. It may also preclude de-
veloping a comprehensive understanding of the complex problem mvolving dimensions in biology,
modelling and dasa analysis, epidemiology, sociology, economics, politics, and, above all, human
CORTIpaIs SO,

Acknowledgement: We thank Manoj M, Prabhakasan for bringing uws ogether, and for several
uzelul suggestiong and poarlers,




Joint Statement on Contact Tracing: Date 19th April 2020 ﬁﬂmm.emw = Q

The undersigned represent scientists and researchers from across the globe. The current
COVID-19 ensis is unprecedented and we need innovative ways of coming out of the cument
lockdowns. However, we are concerned that some “solutions™ to the crisis may, via mission
creep, result in systems which would allow unprecedented surveilla nce of society at large.

Contact tracing is a wellunderstond tool to tackle epidemics, and has traditionally been done
manually. However, manual contact tracing is time-consuming and is limited to people who
can be identificd.

In some situations, so-called "conlact tracing Apps” on peoples’ smarphones may Emprove
the effectiveness of the manual contact tracing bechnigue. These Apps would allow the
persans with whom an infected person had physical interaction 1o be notified, thus enabling
them to go into quarantine. The Apps would work by using Bluetooth or geolocation data
present in smartphones. Though the effectiveness of contact tracing Apps is contraversial,
we need to ensure thal those implemented preserve the privacy of their users, thus
safeguarding against many other issues, noting thal such Apps can otherwise be repurposed
to enable unwarranted discrmination and surveillance.

Research has demonstrated that solutions based on sharing geclocation (i.e., GPS) to
discover contacts lack sufficient accuracy and also carry privacy risks because the GPS data
i5 sent to a centralized location. For this reason, Bluetooth-based solutions for aulemated
contact racing are strongly preferred when availahls.

Some of the Bluetooth-based proposals respect the individual's right to privacy, whilst others
would enable (via mission creep) a form of government or private sector surveillance that
would catastrophically hamper trust in and acceptance of such an application by society at
farge. It is crucial that citizens trust the applicstions in order to produce sufficien! uptake to
make a difference in tackling the crisis. It iz vital that, in coming out of the cumrent crisis, we
0 not create a tool that enables large scale data collection on the population, either now or
al a later ime, Thus, solutions which aflow reconstructing invasive information about the
papulation should be rejected withoul further discussion. Such information can melude the
“social graph” of who someone has physically met over a period of ime.

With access to the social graph, a bad aclar (state, private sector, or hacker) could spy on
citizens' realworld activities. Some countries are seeking to buld systems which could
enable them to access and pracess this social graph. On the other hand, highly
decentralized systems have no distinct entity that can learn anything about the social graph.
In such systems, malching between users who have the disease and those who do not is
performed on the non-infected users’ phones as anonymously as passible, whilst information
about non-infected users is not revealed at all,

To zid the development of contact tracing without a centrally controlled database that holds
private information on individuals, Google and Apple are developing infrastructure to enable
the required Bluetooth operations in a privacy profective manner. Teams building the privacy




protective schemes fully support this effort as it simplifies—and thus speeds up—the ability
to develop such Apps. We applaud this iniiative and caution against collecting private
information on users. Some who seek 1o build centralized systems are pressuring Google
and Apple 1o open up their systems to enable them to capture more data.

It is worth noting that the European Parliament on Aprl 17th gave their support to the
decentralized approach, pointing out by overwhelming majority “that [.] the generated data
are not to be stored in centralised databases, which are prone 1o potential risk of abuse and
ioss of trust and may endanger uptake throughout the Union™ and demanding “that all
storage af data be decentralised”.

There are a number of proposals for contact tracing metheds which respect users’ privacy,
many of which are being actively investigated for deployment by different countries. Vi urge
all countries to rely only on systems that are subject to public scrutiny and that are privacy
preserving by design (instead of there being an expectation that they will be managed by a
trustworthy party), as a means to ensure that the citizen's data protection rights are upheld

The following principles should be at least adopled going forward:

= Contact tracing Apps must only be used to support public health measures for the
containment of COVID-19. The system must nol be capable of collecting, processing,
or transmitting any mare data than what is necessary o achieve this purpose.

« Any considered solution must be fully transparent. The protocols and their
implementations, including any sub-components provided by companies, must be
available for public analysis. The processed data and if, how, where, and for how
long they are stored must be documented unambiguously. Such data collected
should be minimal for the given purpose.

* When multiple possible options to implement a certain component or functionality of
the app exist, then lhe most privacy-preserving aption must be chosen. Deviations
fram this principle are only permissible if this is necessary to achieve the purpose of
the app more effectively, and must be cearly justified with sunset provisions.

* The use of contact tracing Apps and the systems that support them must be
voluntary, used with the explicit consent of the user and the systems must be
designed to be able to be switched off, and all data deleted, when the cument crisis is

over.
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Appendix;

Privacy-preserving decentralized methods of the type referred to in this document include:

DP-3T: hitps:digithub.com/DP-3T

TCHN Coalition: hilps Mcn-coalition, ool

PACT [MIT). hitps Vpact mitedu

PACT (UW): hitps ffcovidsate oz washington, adu/
All these teams are committed to working together to make their systems interoperate. They
aim to provide different decentralized privacy preserving methods which can be adaplad by
countries depending on their local situation. By working logether they can ensure thal using
contact tracing in the effort to defeat COVID-19 can be done in a way that protects prvacy.

Any media contacts should be sent to one of

LS Press: James Larus:

EU Press: Kenny Paterson:
UK Press: Michael Veale:
RoWy: Migel Srmarl:
DutchiFrench Bart Preneel:
German: Cas Cremers:
Spanish; Carmela Troncoso;

Italian: Dario Fiore:
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Appendix;:

Privacy-presernving decentralized methods of the Iype referred to in this document include:

DP-3T: hitps:Hgithub com/DP-3T

TCN Coalition: hifps:-#ftcn-coalilion. org!

PACT (MIT); bitps./'pact mit.edu

PACT (UW): hitps:-Heovidsale. cs washington.edu
All these teams are commiltted to working together to make their systems interoperate. They
aim to provide different decentralized privacy preserving methods which can be adapted by
countries depending on their local situation. By working together they can ensure that using
contact tracing in the effort to defeat COVID-1% can be done in a way that protects privacy.

Any media contacts should be sent to one of

Us Press: James Larus:

EU Press: Kenny Paterson:
UK Prass: Michael Veale:
RoW: Nigel Smart:
DwchiFrench Bart Preneel;
German; Cas Cremers:
Spanish: Carmela Troncoso:
Halian: Daric Fiore:
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Tomorrow's Toch polky conversalions Todoy

Ahout TechStrear | Stay Informed

Contact-tracing apps are not a solution to the COVID-19 crisis

Apnl 27, 3020 | Ashhan Sokoni, n:,__nn oo, and Cad Bergsanem

ol

T unprecedented thoeat from the pavel coronsving haz confined many Ansericans 10 Their homes, distancing them
froem une ancther at great eost 1 local economics and personal well-bring. Meanwhile the pressure RROWS O
Amirican mslilutsans be e somsething—amything—about the pasidernic,

Encouraged by the White Houge, much of that pressure to ot has fooused on Silivon Valley and the tech industry,
which has respanded with & fragile digital sobution. Tech companies and engineerbng departments a1 major
universilies ave pinning their hopes of retumning Amcticans t wark and play on the gromise af smarlphone apps,
Cogonayvious? There's an apgp lor that,

Wi are cogwepined by this rising enthugiosm Br aulcanated techralogy 5 8 centerpiece of infection contiol, Bebween
s, we hnld exiengive experliss in technology, law and policy, and epidemiologs, We have serious doubts That

Fitps: A, brookings. edutechstreanminaccurate-and- nsoue-mhy-Lonact-tranng-apos-told-he-a-gis aster @ cancel tia
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volumitary, anonyieus cunlad tmcing thraigh smartphone sppe—as Apple, Grogle, and faculty at o rarnbes o
acudemic instifutions ol prapase=can free Americans of the terrible chaice hetwssn staying home or riskmyg
exposure. We woiny that contact-tracing spps will serve a5 vehicles far abuse and disinformation, while providing a
False semse of seowity o justify reapening local and national economées well before it i sfe b o so. O
recemenendations are aimed 1 reducing the hama of & technclogioal ingerdention that seems increzsingly inevitakle,

We have no douhts that the developers of contal-tracing appe snd related techmologies are well-mtentioned. Bal we
urgr the developers of these systems b step up asd acknawledge U limilations of those techmalagies belone they are
widely adnpted, Health agencics and policymabers 2hould not over-rely on these apns and, regaidless, shoubd rake
Clear rubes by b OfT thie Lhreat o privacy, squity, and Isberry by inposing appropriate safepuands,

Proposals to combat coronaving using smariphones largely fous on Eetilitating the process of “contaet fmeing.”
Contact tracing irrvobves working backward fFram fected cases ta igentily people who noy have been scposed L
divense. 5o that they cin be tested, isalated, and—whwn possible—treated. Traditional contac tracing = a laboa-
intensive frocess of inlerviews and detective wark, Sooe counlies such as Singupore, Seath Kongs aod lurael have
enlisted fechnolegy, including mokile apps, 1o Frilitate pontact tracing of conorsvines cases, and 1his idea i mow
tafchang on in the United Seaces. Moroh Dakala znd Urali bave released valuntary contaci-tracing apys thal rely on
Uracking users” bneation ax they move ol und the conmulting Brm Pwi has begun peormsling a comducr-rracing toal
10 pernsl smployers oo screen which employess Gin relurn baowark, Several American echnology companses as
enstitutionz: ol higher learning ave deveboping the infrastrocture that woukd permit aubamated coits Lracing af &
surl, while akse pvosding certain privacy vancerns,

Comenct racing cancbe an important companent of an epidemic responde sspecially when tee prevalence of infeetion
B o Such elfarts are most efective whire testing is capid and widely availabde and when infections are relatively
rare—mndilions that dre carrently unisual in the United States. deally, mamigl comtact rading by tradned
peulersionals can hefp identily candidates for testing and quarantine to help ontain the sprezd of corenaving,

The lure ol aitomating the painstaking process of comgact fracing is apparent, But (o dele, no are hag demonsiialed
thisl iU possihle b do o reliably despite pumercus concurnent Atbempls. Apps that nolify participants of disclosure
rotild, on the marging and in the right conditions, help direct (esting rescurces ta thoso luipher risk, Anything alze
SiTeE g as implaasehle ar best, 2nd dangenos 81 worsl,

1o ressponze (o increased pressure foom the Trumg adininidralion on technslagy platforms to share data, Apple ang
Goagle have propased an application programming mterface {ar 417 far conducting contact tracing uming mabile
pianes, which they describe 0z a system ta provide “spasnsre notificatiog” 1o users oncg they've been dingnosed o
selfreport oz infectsd. The Apple-Google APL supports the specihic fietmnality of warning participants if thets
phone bas been near Lhe phane of 2 person whe renomed beeim CONTIR 19 pusitive. T ke clear, the wompanies are nog
planning ba deselop an app thenseives, which would roquise abdreszing soone of the moee challenging fssaes arandd
hore Lo yerify that a user has been infected and what polivies o summest when mdividuals are alerted oo being in
CobE” with aninfected individaal. Ulkimately, they Fave Bt It up 1o pahlic heslth oflicials, ar whesas glse
develops the apps, to detérmine their fanctionslicy and uses—subject, af ceurse, 1o the canstraimts of the platform.

W zmif mamy athers have pointed cat 3 host af pitfalls for volemtary, sif-reparied corenavims apps of the kind
Apple, Google, and others contemplate. Firgy, app notifications of contact with COVTD=1% are Iikehy ra be
simultaneously both over- and under-inchusive, Experts in several dizcipines kave shown why mebile phonss and
Lhesr sensars enake for imperfeet prosies far oonomavirus cxpasire, False positives (reports of expasure when none
exdsted) van frize susiby, Individuals may be fagpod az having ronfacted one another despite very low pesssbility af
transmission=zucl us when the individuals are separated by walls pitinis enough foe o Bluetooth sgnal 1o penetrate.
Mot du the systems acoount for when individuals take precsulions, such &3 e use of peracnal prolective cquipinent,
in their interactions with olhers,

Evier amoay [nee cnntact events, most will not lead o transmission. Studics sigpest thal people have onavwermge
bt i digen dase contects 2 day—incidents imvalving direct touch or 3 one-on-one maerELiGn—yel even in the
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absence of sucial distancing mesures the average infocted persan transmits w0 only 2 o0 3 other people throughous
the: enitice course of the discnse. Fleeting interzotions, smich as crassing paths in the grocery stare, will he sibstantially
mare oourrngn and substantially lezs likely Lo mause transimission, [Tthe apps ag these kawer-1isk encaunters ns well,
theesy will eagt a wide net when reporting exposure. I they do wot, they will méss a substantive fiaction of transmissich
events. Heoause Mol exposures flagged by the apps will nat lesd to inlection, many ugers witl be instructed 1o scli-
yuzranLine even when they have oot been infected, & persun may put up with this once ar beice, st ofter 2 fow Fake
alarmd and the enswing incoavenienor of protracted self-isolation, W eNpECE AN Will stact to disregard the
wamingz, OF tourse this 15 3 probbem with convertional contact Dracing as well, but it can be managed with ellective
direct commuinicativn bebween the contact tracer and the sugpected ontact,

AR beast as problewatic is the issue of false nepatives—instances whire these apns wnll E3if 1o g individuats ae
potentially 3t risk cven wiben theyve encountered someone with the vins. Smarlpbane penetition in the United
SEALES remains 2t abouk 81 percent—mezning that éven il we had 100 percent installation of these aps (which is
exrernely unlikely withous mandatury palicies in place), we would still only see 3 fraction of the total SEpOEULY
ewenis {65 perml zooarding to Metcals Larw ). Furthermire, people don't always hive their planes on them,
Imagine the delivery persan wha leaves her phane in the cr, O congsider that the cosonavinuz can be transmitted vis
Uhe suraces an which it lingers bang after n pevson and their phone hag beft the arsa, The peogle i Chie highest risk
Eroups—ihe aging orender-ressurced—are perhaps least likely to dewnlosd the app while neereding safery jnost.
Uthers oy duwnlaad thie app bt fail 1o Tepoet a posiivg sTatus—oat of fear, hecxuse they are never tested, O
because they are among the significant percentage of caniens whi ape ASFINPAOMaT.

Combacl-tracing apps therelioe cannat affer assuranoe thal going out iz sabe, just bemnse no disease has Been
Fepoited in the vicinity, Ultimately, contact tracing is 3 public health intervention, not an individual health ane. T
can Fedei: the spread of disease through the papalation, bar dees not conder dinees proteciam an any mdividual. This
ereates incentive problems thas need careful thaught: What iz in # for Uhe user whn will sometimes be instrscted to
sz work and i soctalizing, but does mor derive immesdiate benefis from Lhe system?

same o the contact-tacing franeworks have heen designed with secarity and privacy in mind, Lo some degree. The
Apple-ivogle proposal, for example, stores the infarmation about what “contacts” the devics has made an cach
users” device, catlver than repoming thiat infoemation £o 8 cenral server as is the cnse wWith some ol ihe

ather apprsaches. This “decentralized” architecture isn't completely fres of privacy and secarily concems, howeves,
and actually opens apps hased on these APEs b new and different classes of privsey and securiby vulnegabilities. Far
exampe, because these contact-teacing systens reves] lealth status in conmsct o with a umigue (if rataring)
elentifier, if iz pussble to cnmeldaty infected people with their pictures uzsing a staticnary camesa connected toa
Blusoath deviee in 4 public place.

And finnlly, the issue of molscous we s paramount=prticulacly given this corrent climate of disinformation,
astraturfing, and pulitical maripalatson, Imagine an unserpilous palitical operatie win wanted Lt darpen woing
participation in a given district, o a desperate busmess awser who wantsd ta srifle cormpetition. Either couid fnlzely
repart incidences of coronmnines without madh Fear of repercuzsion. Trolls could sow ehsos fue the malicicus ploagare
el it. Pratesters could trigger panic a5 & form of civil desohedience, & fareign intellipeno: operation cosld shist down
an entire-city by folsely reparting COVID- 19 infections in overy neiphbothood: There 3 3 greal mamy wlnerahilitie:
urslerlying Lhiz platform that have sl yer o b explored.

Theugh teehmologists at Apple, Gosgle; and a number of ackdemic insLitisans hewve sriven same thought I theis
planning documents Lo the posshility thal Ueir toods could be exploited and shsed, they need to hemuch mose
candid shout the [Emilations of the Technology—including die fael that these approaches should never be uzed in
isolation, if they are wsed at all. Like thermometers, tires, and many other prodiscts thar aperate szivly onky within a
specifiy mnge, these apps shoigld come with a warning about their many podms of lailuere.

Theie iz also o very real danger that these wolunbnry surveillnce technodopies will effectively beoome compalsary for
any pahlic and sorial engagement. Emplayers, reaibers, or even policymakers can reguire that consamers display the
sezullz of their app before they are permined 1o enler Erocery st reluzn back to wark, or use public serrinege—js

as slowly becaming the ngen in China, Hong Ko, and even being explored for visitons (o Fasiaii
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Taken with the false positive and “griefing” (intentnally crying woll issues outlined above, here is 2 neal 1isk thal
these panbdle-based appe can turm unalTectsd individuals nbo social parshs, restricred froen aegessing public snd
privale Spaces OF participating in socil and emonomic adivities. The eeliboosd that this will lave disparate impacl
ort hosr abready hardest hil by the pandemic is also high, Individisals liviog indensely populated neiphbachonds and
aparctmeat hualdings—charcleristics that are alse carrelated to non-white anil lower mcome communities—are
likelier oo cxpenenoe incidences of Blue positives dae their clese prosmingity 10 one snother.

Therefore, we urge developers af concact-1sacimg apps, oz well the companies enahimg theie devedopment, b
canfid about the limitations and implications of the technpkapy. To be ethical stewards af these new puhbic healel
toals, they must also provide explicit guidelines and “hest pactics™ recommensdations Ter the development of the
apps. These should melode recommen@ations far how back-erd systems should be seured e how bong data should
b retained, critena for what public et entities cin gualify 1o use these technalogies, snd explicit app Store
palicies for what additennal information, such a2 GFS o government 1B numbers, can be oollected, They slsonld adopt
vammonky sceepled practices such as seouriny suditing, g bouities, and abusability testing to identify
sanevabilities and uninlemsled consequences of a patentiably glohal new techiology Tinally, 2pp creators—as well as
the platlpoms that enabile tleese applications—showld make explicit rommmments for wiien Dwesge apps and thedr
underlyeng AP will be sunsetred

Thiere i% uksw o rele Tog law and official poficy, 1Pweare 1o use pechnebogy te eombal coramavious, 11 is critical that we
oy g0t adeguale safeguards in place. Here we mean traditionnl safeguaends; such as juedicial oversight and sunset
provisicang Chat guond sgainsl imission creep or milalions on secondary wse and data repentson than peoTeor consimmner
privacy, We agree with our collvigues ot the Civil Libertes Oversight Toard that coronavirus survedllance should learm
from the lessons o W81 Bt we alaosee o rale of Tow ad poficy in poliving against an all tno plausshle dystopia that
techmalogical salstions could enabis.

Lavwresakieis, [0 their parl, e be preactive and rapidby ispose safeguands with respect 1o the privacy ol dala, whils
proteching thode comamuanities who can be—and histarically hawve been== hammed by the collection and expledtation of
persanal data, Frodectiong need 1o be pat in place 1o expressty prohibit coonomic and social digcrmanasan an the
hasas of informarson and rechnology designed 10 address the pandemic. For example, academics in the Unired
Kingdron have proposed model fegizlation te prevent commpulsory oo coerced use of these untested systems 10 prevent
penple fram gaing back toowork, schiol, o accessing public resoces. The prospect of surveillance dizring this crisss
andy serves tooreveal bow few safepimeds exist o consmer privacy, ekpecialty 21 the federal level

At the end ol the day, no dever teclnohsgy—standing alane—is pnang to 20 us out of thes unprecndented thieal o
hiealth and eronomic stabilicy. A best, the most visible tecknioal salutions will o eore tham elp on this maein. A7 a
enimirnuen, i o5 Chee oblgation of their desipners 1o ensese they da no harm,

Astkor Solfami iy on independant ressascher and technlenisd specializing in privacy, senerisy, and hebhadoral soanonmics,
M wim previvusly @ semior advisor (o five U5 Chlef Tecfmaslogy Officer, the chief recknologist for the Federal Trods
Copumizsion, ol o condribalor e the Washingdos Fost feam that fn 2004 won a Pelitcer Prize for it coverage of notinmal-
LECURITY [¥Rubs

Ryan Cale i o professer of lme a! the Dmversing of Wieshington, with cosrmesy appoiniments in compiter srience ad
nfarmminn soieice ard tive co-fiimder of hwo inferatsaiplinary resaaech ERTIAS,

Corl Berpsbrom is @ professor of Molngy ef the University of Wosfington with sdenshoe seperieace in the epidemiolugy of
vanerging infoctious diseases, wisloh by i integrating infe omyping researcit or spread of dinforarion threomeh e amid
rradicionnd wecoia chovnels during the SARS-CoV-Z pondemis.
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Indian Railways is going to start few passenger
trains services. It is mandatory for passengers to
download Aarogya Sety app in their mobile
phones, before commencing their journey

Download this app now -

Android :

play.google.comy/store/a pps/det...
10S :

a;:Jps.appie.c.mw’irw.,-"a;.ap:‘aarﬂg}ra.
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Ministry of Reways

Guidelines for Train Services beginning on 1st
June 2020

Graded Restoration of Train services .

Move to help migrants as well who wish to travel
other than Shramik Trains.

These rules are for trains other than Shramik
trains, which will continue to run in bigger
numbers,

100 pairs of Trains listed.
Norms made for Booking of Tickets & Charting,
Quota, Concessions, Cancellation & Refunds,
Health Screening, Catering, Linen etc

Booking of all these trains will commence from
10 am on 21/05/20.

Other regular Passenger services including all
mail/express, passenger and suburban services
shall remain cancelled until further advice.

There will be no unreserved coach in the train.

1ofh 20520, 1000 am
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Fare shall be as normal and for General (GS) : %
coaches, being reserved, second seating(25) fare
shall be charged and seat will be provided to all
the passengers.

Only online E-Ticketing will be done through
IRCTC website or through Mobile App. No
tickets will be booked across the reservation
counter on any Railway Station.

The ARP (advance reservation period) shall be
maximum 30 days.

Only passengers with Confirmed tickets shall be
allowed to enter the Railway station.

Screening to be done before boarding and only
asymptomatic passengers are allowed to enter
/board the train.

Concessions for four categories of Divyangjan
concession and 11 categories of patient
concessions are permitted in these special trains.

On arrival at their destination, the travelling
passengers will have to adhere to such health
protocols as are prescribed by the destination

state/UT

No Linen, blankets and curtains shall be
provided inside the train.
Posted Ore 20 MAY 2020 15 25FM by PIE Delhi

Ministry of Raibways (MoR) in consultation with Ministry of Health & Family welfare
(MoHPW) and Ministry of Home AffairsibaHA) has decided that train services on Indian
Raihways shall be further partially restored wee f. from 015t June 2020,

2al'5 2305720, 10:09 am
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Indian Raitways will start cperations of 200 pazsenger services as listed in the annesure
lattached belowl, These traing shall run from 1/6/2020 and booking of all these trains will
cosmimence from 10 am on 21,05/20,

These special services shall be in addition to the existing Shramik specisl traing bieing run
since (st May and Special AC trains (30 trains) boing run since 12th May 2020,

Other regular Passenger services ncluding all mailfexpress, passenger and suburban
services shall remain cancelled until further advice.

Train Type: Special trains on the pattern of Repular Trains

These will be fully reserved trains having both AC & Mon AC classes. General (G5} coachas
shall also have reserved seat for sitting. There will be no unreserved coach in the train.

Fare shall be as normal and for General (GS) coaches, being reserved, second seating]25)
fare shall be charged and seat will be provided to all the passengers.

Booking of Tickets & Charting;

i, Only online E-Ticketing will be done through IRCTC website or thraugh
Mobile App. Mo fickets will be booked across the reservation counter on ary Raiberay
Station, Booking of tickets through ‘agents’, (hoth IRCTC Apents and Failway Agents)
shall mot be permitted,

i, The ARP {advance reservation period} shall be maximum 20 davs,

i, RAC and Wait list will be generated as per extant rules however waiting list
ticket hodders shall not be permitted to board the train,

v, Mo unreserved (UTS) tickets will be issued and no Hokets will be issued
onboard to any passenger during the jourmey.

W Mo tatkal and premium tatial booking shall be parmitbed in these trains.

Wi First chart shall be prepared at least 4 hours before scheduled departure and
second chart shall be prepared at least 2 hours(unfike present prachce of 30
minutes) before scheduled departure. Only online current booking shall be permitted
in between first and second chart preparation.

Wil All passengers shall be compulsorily screened and only asymplomatic
passengers are allowed to enter /board the train.
wiii, Passengers travelling by these special services will observe the following
precautions
L Oy passengers with Confirmed tickets shall be allowed ta enter the
Railway station,
2. All passengers must wear face covers/masks at the entry and during
traved,
i The passengers shall reach the station at-least 90 minutes in advance o

facilitate thermal screening at the station. Cnly passengers wha are fownd
asymptomatic will be permitted to travel,

4. Passengers shall ohserve social distancing both at the station and on trains.

5. On arrival at their destination, the travelling passengers will have to adhere to
such health protocols as are prescribed by the destination state/UT

bttpspib.goi nifressReleseDetailm. aspe? PRI,

230520, 10:00 am

o




Press Intormation Hurean

dafh

Quota Permitted:

Al quotas shall be permitted in these special trainz a5 has been permitbed in Regular trains.
Limited number of reservation [PRS) counters shall be operated for this purpose, Howewer,
nommal cket boolking cannat be done through these counters.

Concessions: Only four categories of Diwangjan concession and 11 catepories of patient
concessions are permitied in these special trains..

Cancellation and Refund rule: Railway Passengers {Cancellation of Ticket and Refund of
Fare} Rudes, 2005 shall be applicable.

In addition following instructions alveady issued regarding Refund of Fare in cése passenger
is not found fit for travelling due to symploms of Corong shall remain applicable.

As per MHS puiddines all passengers shall be compulsorily screened  and  onby
asymptomatic passengers shall be allowed to enterfhoard the train,

If during screening o passenger has very high temperature/symptoms of Covid-17 eto, he
shall not be allowed to travel despite having confirmed tickets, In such case full refund shall
e provided to passenger a5 under:-

(i} Cn PHE having single passenger,

[ii) On a party ticket if one passenger is found unfit to travel and also all other
passengers on the zame PME do not want to travel in that case full refund shall be
granted for ol passengers.

i) On oo party Gicket if one passenger is Tound unfit o travel howeser other
paszengers on the PHE want to travel in that case full refund of fare shall be granted
T passenger who was nod allowed to travel,

For all the abowve cazes, TTE certificates as per extant practice shall be issued to the
passenger at the entrychedkingsoreening point itself mentioning "Mumber of passengers
reot travelled due to symptoms.of Covid 19 in one or more passengers”

After getting TTE certificates, ondine TDR shall be filed for refund of not travelled
passengers, within 10 days from the date of journey and the criginal

TTE certilicate pssued shall be sent by the passenger to IRCTC a5 per extant provision and
full fare for the part passengerfull who have ot travelled shall be refunded by IRCTC in
thie customer's account

For the above purpose, CRIS and IRCTC shall make necessary changes for-filing of TDR for
non-travefling passengers due to covid-19 symptoms. One opfion ‘part/full passenger not
allowed to travel by Railways due to very high temperature/cavid-1% symptoms' will be
availablbe,

Catering:

Mo catering charges shall be included in the fare. Provision for pre paid meal booking,
e-catering shall be disabled. However, IRCTC shall make provision for limited eatables and
packaged drinking water on payment basis only in limited trains, having Pantry car atfached,
Information to this effect shall be made available to passengers during time of booking
ticket.

Passengers are encouraged to carmy their own food and drinking water,

All static catering and vending units [Multi Purpose stalls, Bookstalls, Misc, /Chemist stalls
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etch at Raihbway stations will remain open, In case of Food Plazs and Refreshments rooms
ete, cooked items may be served as take away only with no sit-down eating arrangements in
place,

Linen and Blanket;

Mo Linen, blankets and curtains shall be provided inside the train. Passengers are advised to
carry their own linen for the travel. The temperature inside AC coaches chall be suitably
regilated for this purposs.

Zonal Railways have been instructed to ensure that there are separate entry and exit gates
at Railway stations to the extent feasible so that there is no face to face movement of
passengers. Zonal raibwavs will be puided by standard sodal distancing guidelines on
stations and trains and ochserve the safety, secourity and hygiene protocaols,

All passengers must download and use the Aarogya Setu application. Passengers are
advised totravel light,

Az per MHA guidelines the movement of the passengerls) as well a5 the driver of Lthe
vehicke transporting the passenger(s] to and fro the Railway Station shall be allowsed on the
basis of the confirmied o-tcket.

Link of Annexure
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No. AV.29017/52020-DT
Government of India
Ministry of Civil aviation
Rajiv Gandhi Bhawan,
MNew Delhi-1 10021
Dated 21° May, 2020

Oirder

The Government has decided lor recommencement of domestic air travel of
passengers with effect from 25th May 2020. In order to ensure safety of the
passengers during prevailing circumstances due to COVIING pandemic,
precaulionary measures need to be taken by various  stakcholders.
Accordingly, General Instructions; Guidelines to be followed by PASSCTIZETS]
and Specific Operating Guidelines for major stakeholders (Alirlines, Airpont
Upcrators, Cround Handling Agencies, ete.) are annexed For compliance of
all concerned.

‘This is issued with the approval of Hon MOS (I/C). Civil Aviation.

Qhds Toclhee

Joint Secretary 2/ ‘If"II-:F' 5725,1.&

Annexure 11 General instructions for commencement of domestic air rravel.
Annexpre 11 The detailed guidelines w be followed by air passengers.
Annexure [Tl: Specific operating guidelines for major stakeholders.

To:
1. The Sceretaries of Ministries/Departmenis of Government of India
2. The Chiel Secretaries/ Administrators of States/Union Territories

Copy 1o

L. Sceretary, Ministry of Civil Aviation
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. PS5 o Hon MOS (1/C), Civil Aviation

PG, DGCA

. DG, BCAS

. Other concerned officials and stakeholders (as per standard circulation)




Annexure-|

General Instructions for commencement of domestic air travel

Air travel of passengers, both domestic and international. has heen
prohibited since 25" March 2020, Now it has been decided by Govemnmient
that domestic air travel of passengers shall resume with effect from 25%
May, 2020 {order of MHA dated 20" May, 2020). Accordingly. Ministry of
Civil Aviation has developed general instructions and detailed guidelines for
air travel of passengers and major stakeholders {Airlines, Airports, Securily
Ageneics, Ground Handling Agencies and Health Authorities, eic.) by
Incorporuling necessary safeguards in consultation with Fxperts and
stakeholders,

Creneral Instructions:

a. On the day of commencement. limited operations {about 1/3™) would

be permatted.

Further augmentation of flights will be done in a calibrated manner.

. Vulnerable persons, such as very elderly. pregnant ladies, passengers
with health issues are advised 1o avoid air travel.

d. Mo physical check-in at airport counters would be done. Unly those
passengers with confirmed web check-in shall be allowed to enter the
alrport.

e, Airlines should adhere to the lower and upper limits of fares prescribed
by the Ministry during the period of COVID- 1Y pandemic,

[ A sell-declaration/ darogya Sets App status {lor compatible devige)

would alse be obtained that the passenger is free of COVID-19

symploms. Passenpers with “Red” status in Aarogya Setu App would
not be permitted 1o travel,

Passengers will be required 1w wear the protective gear (Face mask)

['he airlines shall not provide meal services on hoard,

The cabin crew are required to be in full protective suit.

Unly one check-m bag will be allowed.

No newspaper or magazine shall be provided on board by the airfines.

Use of baggage trolievs has to be minimised. ‘.r'

Passengers should report af least two hours hefore the depanture time. Hﬁ" o
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Ajrlme shall fumish the passengers manifest in the prescribed format
to the State / UT Governments as per their reguirement.
The detailed guideline to be followed by passengers is at Anpexure-11.
For the sake of convenience of passengers, the guidelines have been
divided into four parts.

I, Omigin o airport.

2_ At the airport.

3. In the aircraft.

4. From airporl o destimation.
specific operating guidelings are communicated for major
stakecholders (Airlines, Arrports, Ground Handling Agencics, ete.) is
at Annexure-11[




Annexure-I1

The detailed puidelines 1o be followed by air passengers: Mentioning the movement
ol a passenger Trom the origin 1o the destinalion.

l.

From Origin to Airport

.

V.

Fassengers should familiarize themselves about the new procedures at the
amport. Especrally, about the nomms of social distancing, minimum touch,
bagpage hmitations, COVID-19 declaration, registering on darogya Setu
App, digital payments, use of authorized taxis. Expect slower processes and
hence avoid last minute reaching the airport.

Passenger 1o ensure that he/she has made a web cheek-in and cbtained a
boarding pass. Hefshe should also download the baggage tag /baggage
identification number,

In the initial stape passenger would be enfitled to carmy maximum of one
hand baggape and one checked-in bagrase as poer the specifications by the
airling of his travel.

Passengers, before entéring the terminal, (o ensure wearing of protective
gear, a5 per the prevasling requirement. He will continue to wear the mask
throughout the joumey

Passenger to report at the airport as per revised reponting time Le. D - 2 hours.

Passenger should travel inan authorized taxi/‘personal vehicle following the
norms specitied by MHAL

During transit to sirport, the passenger should take all precautions Lo prevent
infection.

The passenger shall not travel 1] he/she 15 staymmg in 2 containment zone.
Also, they should not travel if they have been tested positive for COVID-1%,
The passengers are expected (o certify the status of their health through the
Aarogya Setu app or a selfdeclaration form.

If a passenger who is not permitted 1o Ty, undertakes an air joumey he'she
shall be liable for penal action.

The passenger shall give a declaration to the ollowing eflect:

L'we amfare not residing in any continmen? zone,

L'we amdare nidt suflenng from any fever/cough/any respiratony
distress,

Liwe am are nol under quarantine,

If' V'we develop any of the above-mentioned symptoms | shall contact
the concerned health authorities, immediately.

Lwe have not tested COVID-19 positive in last two months.

U'we am eligible 10 travel as per the extant norms. ])(‘V
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Vil Irwe make my mobile number / contact details available fo the airlines

Vitl,

B,

whenever required by them.
Lwe understand that if ['we undertake the air journey without mesting
the eligibility criteria, Iwe would be [able to penal action.
Vwe undertake to adhere 1o the health protocol prescribed by the
destination State /17T,
The airlines shall ensure that the boarding pass is issued only after the
declaration given above has been made by the passenger. In case of a PNR
having more than one passenger. the declamtion would be decmed 1o he
covering all the passengers mentioned in the PNE.

The passenger shall print the baggage tag and affix it on the bay at &
prominent place. In case he/she is not able to print the baggage 1ag the PNR
aumber and the name of the passenger (as mentioned in the ticket) should be
boldly written on a piece of thick paper and affixed to the bag or tag it with
the help of a strong string,

Passengers are advised to carry minimum baggage a5 use of trolleys would
be permiaticd sparingly.

2. At the Alrport:

e

i

i2.

Iv.

v

il

Entering the terminal building.

The passenger should get down rom hisfher vehicle with the face mask
on and with the fequired documents/e-documents. He would continue
to wiear his mask throughout the journey,

He/she walk in the forecoun area and arrive at the thermal sereening
ity near the entry gate.

He should get himselftherself checked for temperature, This will be
daone by 2 designated stafl of the Airpont. The status of “Aarogva Sete”
should be displayed to the siafl,

In case of non-availability of daregya Seru. the passenger should be
facilitated to g0 a counter provided by the airport where Auragmva Ser
can be downloaded. Children below fourteen years of age would be
exempt from this reguirement.

The passenger shall. then, move w the CISF counter st the entry check-
point. He/she shall displavishow his identity card, the boarding pass/-
c-boarding pass to the CISF siaff. The CISF stafl on confirming the
wdentity of the person shall allow him/her in.

The passenger shall then proceed ro the haggage drop counter,

At the baggape drop counter the passenger shall display the PNR and
higther identification 1w the saff, The passenger shall also
show/indicate the PNR number written/printed on his/her hageage to
the s1aff. Upon confirmation, the stafT shall print the hagpage tag, attach
it on the bag and accept the bag. Instead of issuing a printed recei pt i “lu?fj'/

&
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the passenger, an electronic receipt in the form of an SMS shall be sent
o the passenger.

Vit Passengers are mandated to adhere to the single baggage policy in the
imitial phase.

I Passengers 1o adhere to the social distancing which would be specified
at the airpons through markings like cirele, square or tensor barrier as
specificd at the #irport to be used by the passenger,

%, Passengers to complete the check-in procedure and bagpage drop of a
least 60 minutes before departur.

b, Secarity

L Armangements have been made at airports to goide passengers o walk
through the pre-embarkation security screening. Passengers should
fvtlow the directions as announced by the authorities,

. Passengers should divest of all metal on their bady to facihtale the
secunly sereening. Also. bring only one hand luppage as per specified
size allowed by the airlines.

i Security stafT will practice ‘mvnimum touch’ concepl 10 reduce
physical contact with the passengers. Passengers 1o cooperiats with
security staff by following the instructions for their own safety and
SECUTILY.

¢ Security Hold Area including Lounge, Prayer Room, Kids play area ete.
L. Passengers (o proceed 10 security hold area afier security SCTEETIRG.

i, While waiting in the secunty hold area they should muiniain social
distancing and sanitization protocols. Chairs marked “Not For Lise®
should not be accupied.

. While poing around F&B. retail outlets, etc.. passengers maintain
hygiene and should be aware of the social distancing and locations
where sanilizer would be availahle.

i,  Passengers should dispose of all the bio hasardous material like used
masks, gloves, tssues e, in the yellow colored disposable hins/hags
placed at strategic locations at the airpor.

d.  Boarding

1. Passenger should give attention to the various communication materials
displayed al the airpor about variows health advisories relating o pre-
boarding and during the flight precautions.

il  Passenger to collect the safety kit (three laversd surgical masks, face

shield and samtizer) from the airlines near the boarding gate. Lhey L}r
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should wear mask, face shield and =anitize their hands before
procecding to the boarding gate for scanmng of the boarding pass.

ii. Passcnger should give atiention to boarding announcements and reach
the boarding queue by following distancing.

. Check-mn of the boarding pass would be done by the passenger by self-
scanning of e-boarding pass.

v.  Passengers would be required to'show their 11 card to the airline stall
al the boarding gate.

vi, Passenger 1o board the aircraft in a sequential manner as per the
announcement by the airlines.

In the Adreraft

il.

Theoughout the flight, hygiene and samilation to be mamtaired by the
passengers. Face to face intcraction to be minmized.

Passenger are advised to minimize use of lavatory and 10 avoid any non-
essential movement in the aisles.

No gueaing at the favatory and only one companion for children and the
elderly o be allowed.

Wi meal services would be made available in the aireenfl, Water bottle 1w be
made avaifable in the galley area or on the seats.

Passengers would not be permitted to consume any catables inside the
aircraft during the flight.

Passengers 1o note that No paper / magazine will be available in the aircrafl.

There would be no on-board sale of any item to minimize the physical
cerTlacts.

If any passenger feels uncomionable. fatipued or have cough, 1t should be
brought to the notice of the crew for handling the passenger.

From Airport to Destination

i

iii.

Arrival

The disembarkation from the airhines would be segquential and
passengers are advised 1o follow the instructions and not to rush to the
exil gate.

Sl distence S saatston should be maintained at the-acoval gate:
serebridges, coaches, jet ldders, ramps ete.

Trolleys in the armival arca to be used sparingly, ﬂlulﬂ]!
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Baggage Collection

Passenger 1o wait at the bageage hold arca till the bageage amives in
batches.

Transit passenger will not be allowed (o come put of the transit arca,

Exit from Airport

Passenger should use the authorized taxi m.:mtammn the prescribed
hyaiene protocols.

Unly authorized taxis are allowed for taking the passenecr from the
airport.

Passenpers are advised o follow the social distancing anid hygiene
while travelling in any mode of transportation,

On arrival ar their destination, the travelling passengers will have 1o
adhere 1o such bealth protocels as are preseribed by the destination
atare’ TIT,
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Anmexure 11T

ting Goidelines for Major Stakeholders {Airlines

Measures to be Talten by the Airlines

I.

The Airdines shall make all arrangements S0 as (o ensurc that the nsk of
transmission of COVID-19 virus is minimized. Precautionary measures need 1o
be taken within the aircrafi as well at the time of check-in_ boarding and arrival at
the destination. The airlines shall ensure coordimation among the other service
providers such as the airports, security azencies. ground handling agencies cie.
without comprising on the penerality of the above, the airlines shall ke the
[ollowing measurcs:

Pre-Departure Requirements

i

{18
fr,

All mirhnes to disseminaie the information reparding the precaulionary
measures to be taken by the passcngers, This shoubd be done through their
web-sites, ravel agents, call centres. display at airports, assistance hooths at
the airports. olc.
Airlines to train’ educate their stafl and the staff of the ground handlers abowt
the various measures that need to be taken.
Airlines o ensure that their aircralt are sanitized after every trip and at the
end of the day, as per the prowen] prescribed by the DGUA.
All ‘airlines to takc adeguate sieps to cnsure that all tickets are sold
electronically. They should build enough redundamcy seo as o ensure
uninterrupted service to the passenpers.
Educate the passenger about the web check-in process. They should provide
aliernatives if a passenger does not have a computer at home: Facilitics of
tele check-mn should also be provided.
Inform all passengers that they will have to necessarnily follow o web check-
i/ tele check-in process.
Airlines should devise a system that web-check-in or tele check-n is possible
only when the passenger certifics the status of their health through the
Aarogya Sety App or a sclf-declaration form, The passenger shall pive o
declaration to the following ¢lleet:

Iwe amiare not residing in any Confairment Tong,

we amdare aat suffering from any fever'conghiany respivatory

CIEIrERY.

LWE g gre P BRI i ST

i Iwe develop any of the above-mentioned symptoms | shall contuct

the concernvd health authorities, immediately.
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dowe huve nortested COVIEL 1Y positive in last twe mioriths, -
Liwe am eligible to travel as per the extant porms,
! shall make my mobile number ¢ comoct details available to the
cirlines whenever reguired by them.
1 undersiand thot if [ undertake the air journey withaw meeling the
eligifility criteria, [ would be liable to penal action.
The airlines shall ensure that the boarding pass is issued only after the
declaration given above has been made by the passenger. In case of & PNR
having more than one passenger, the declaration would he deemed 10 be
covering all the passengers mentioned in the PNEK.
The airlines shall keep a record of the aforesaid declaration and make it
available w any Central Government or State Covernment agency if
reguired,
The airlincs shall inform the passenger that ondy one check-in bagpase is
allowed apart from the hand baggage. The hand baggase shall be sovemed
by the normal norms of the airlines, The check-in bageage should not exceed
20 kg beyond which the airlines can charge.
The booking system of the airlines should provide for printing of baggase
tag by the passenger himselfhersell An alternative simple mechanism
should also be provided 1o the passengers.

Arrival at the Airport
i,

Inform the passenger that the reporting time at the airport is at least two hours
before the scheduled time of departure,

Provide adequate protective gear tw all their staff.

Ensure that all their stafl is adequately trained about the various protective
Hieasures,

Make adequate stff available a1 the entry to the airport to assist the
PASSCTZCES.

The body lempermture of each passenger o be taken. Symplamatic
passengers should not be allowed to enter the airpor. Passengers denied
travel due high temperature or age to be permitted 1o change their dare of
travel without penalty. Airlines 1o keep all such records,

For passengers with special needs like wheel chair, imaccompanied minor
cie., the handling siaff to be in full protection gear with pre-sanitized
wheelchairs,

1]
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Baggage Drop Facilitics

.

h

Airlines should provide enough number of counters 1o facilitate casy
baggage drop by the passengers.

At the bagpase drop counter arrangement shall be made such that the
passenger displays the PNR and histher identification 1o the staff The
passenger shall also show/mdicate the PNR number written/printed on
histher baggage to the staff. Upon confirmation, the staff shall print the
baggage tag, attach it oo the bag and accept the bag. Instead of issuing a
printed receipt o the passenger, an electronic receipt in the form of an SMS
shall be sent to the passenger.

Frontline staff 10 wear mandatory Protective pear. ST at counters and
cnsure safe distance while aceepting baggage.

Only one hand baggare and one piece of checked-in baggage (20 kg) to be
permitled in inmial phase.

The baggape drop procedure to be completed at least 60 minutes before
departure.

The airline should prominently display the precautionary steps o be taken
by the passenger.

Any payment made on account of tickets / excess baggage ete. to be accepted
through Digital Mode only.

Arrhne (o release passengers for security after checksin / bagage drop off in
restricled numbers fo ensure social distancing at the SECUrily Lates.

Al the Boarding Gate

.

b

Airlines to make announcements at the waiting aren and educate the
PASSCIPeTs.

Boarding to commence 60 minutes before departure and gate to close at D-
20 pines.

Adrlines 10 supply protection kit w each passenger (three lavered sureical
masks, face shicld and sanitizer) near the boarding gate, They should wear
mask and sanitize their hands before proceeding o the boarding gate for
scanning of the boarding pass. Passengers to continue wearing the mask
throughoul the journey.

The body temperature of cach passenger to be wken ot the boarding,
Symptomatic passengers should not be permitted 1o board the aircraft
Staggered sequential boarding in balches of 10 10 he praciiced. If possible,
self-seanning of paper / ¢-boarding pass, The passengers to display ther ID
betore boarding.

Mo passenger wbe allowed 1o board without face mask.

Check-in of the boarding pass would be dore by the passenper by seli
stcanning ol e-boarding pass. Passenpers would be required (o show their 1D
card to the airline staff at the boarding gate.

12




Hisure that the passengers board the aircraft in # sequential manner as per
the announcement by the atrlines.

Ifa bus is being used for boarding, the sirlines shall ensure thar the bus is
not ceowded, Alse. the bus should be sanitized continuousty.

Airlines should ensure that there is no crowding on the step ladder. The prab
rails of the step ladder should be sanitized continuously

Inside the Aircrafi

=%

Throughout the fight. hygiene and sanitation shall he maintained b the
passengers, Face to face interaction to be minimized.

Cabin Crew must wear PPE, which includes full hody gown, shoe cover,
mask, gloves ete. All PPE; its type and its material 10 conform 1o the
standards and specifications laid down by international bodies like 10 AD /
WHO / ICME e1c.

All passengers shall wear face mask while in the aircrafi.

Hand baggage to be restricted 1o bare minimum. Stowage bins to be closed
as s00n as full so as to avoid wnwarranied wuch, Offload over-sized / excess
cabin baggage. i'any, as carly as possible and seénd 10 Carpo hald.
Passenger to be advised to minimize use of lavatory and 1o avoid any mnon-
essertial movement in the aisles.

Insure that there is no queuing at the lzvatory and only one companion for
children and the elderly to be allowed.

There shall be no meal services in the aircraft. Water bottle to be made
available in the galley area or on the seats. Passenpers would not be permitted
to consume any catables inside the aircraft during the Might {except on health
grouryds)

™o paper / magazine will be available in the aircraft,

Repeated announcements to be made w.rt. COVID-19 safety protoculs,
Also, passengers to be advised to minimize the use of lavatories, and to avoid
any non-cssential movement in the aisles,

There would be no onboard sale of any Bem to minimize the physical
contacts.

On arrival at the destination, the passengers should be allowed to exir in g
sequence =0 as o avoid any bunching,

Airplane lavatories to be eleaned / sanitized after every one hour of Might.
sprayed with disinfecting solution from time 10 time,

Clearance of seat pockets of all iters except for safetv cand. which will be
replated or sanitized after every flight.

All on-board sales to be suspended.

f
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ik,

Airlines 1o do health check-up of all crow regularhy.

All flying crew to be given full protective suils.

All erew to be sufficiently educated and trained about préventive measures,
As far as practically possible, the same set of cabin and cockpil crew (o he
rostered together to prevent possibility of cross-contamination.

The norms for cockpit crew entry in eockpit before the Might and exit post
flight to be laid down so as w ensure minisum exposure and contact with
the passengers,

Strict norms 1o be put in place 10 ensure restricted entry of ground staft in
the gircraft and particularly the cockpit.

The entry of cabin crew in cockpit during flight 1o be restricied to minimum
possible.

[T any crew or other staff comes in contact of COVID-19 patienl or exposed
to possible mfection, the APHO at the aitport o be contacted.
Airport operators and Health officials to lave well defined PIOCEESCS [0
handle COVID-19 positive cases or any other health emergency.

Cleaning and disinfection of frequently frecently touched surfaces afier
every flight with alcohol-based cleaning agent. Galley and Lavatories also
ey be sanitized and disinfected. Approved procedures for disinfection using,
OEM { DGCA approved chiemicals reagents to be wsed,

DGCA would issue (if not already issued) the COVID-19 specific detailed
guidelmes, as required. in respeet of technical issucs, trxining of crew, and
processes related to operations and maintenance mcleding cleaning |
sanitizing of wircraft etc. for strict comphiance by all concerned.

All aircralt to be sanitized after sach trip as per the porms laid dewn by
DGCA.

Al the end of the day each aireraft 1o be fully sanitized as per the norms of
the DGCA,

Airlines to have guidelines in place for disinfection during a transit {lights
having passengers for onward destination. Appropriate air-conditioning
inside the aircrali be provided.

In case of COVID-19 related medical emergency on hoard, airerafi
disinfection 1o be carried with special attention 1o the affected seats.
Airlines shall furnish the passenvers manifest of each [Tight to the Siate/ UT
i the following format:

i_SEal .'"'-l;l;! mhbaer ﬁame E;i:lhl: | Contact | Eé'slhiltﬁhu | Fin code of the

{In Sequence) | Passenger

MNumber Address | Destination Address

—er -
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specific Operating Guidelines for Major Stakeholders {Airporis)

Measures to be taken at the Airports

The Airpont operators shall make all arrangements so as 1w ensyre that the rsk of
transmissicn of COVID-19 virus is minimized. Social distancing measures shall
be enforced for the passengers at the airpors. The airport operators shall take
adequate sanitization measures. The airports shall ensure coordination amuong the

other service providers such as the airlines. security agencies, growmd handling

L=

agencies ete, Withowt comprising on the generality of the above the airpon
operators shall take the following measures:

At Airport Entry

i

Only passengers with departures in the next four hours or less to-be allowed
mnside the airport.

Prominently display the precautionary measures that need to be taken by alt
stall and passengers.

Ensure that no passenger without wearing a mask is allowed eniry in the
arrport,

Provide adequate disembarkation points for vebicles so as to avoid crowding.
Temperzure screening of the passengers entering in the terminal ares and ar
boarding point 1 be ensured. (Al the boarding point the airlings shall
discharge this function)

Passenpers & slaff showing any symptoms, Aarogya Seas App not showin g
“green” are not 10 be allowed 10 cnier the terminal building. IT Adrcepa Setu
App is not available then a declaration needs to be tuken that the person is
not infected with COVID-19. Vulnerable persons such very elderly with co-
morbidities. pregnant ladies, passengers with ailments are advised 1o avoid
air travel,

Mals / carper soaked with bleach (Sodium Hyvpochlorite selmion) o be
placed at entrance for disinfecting shoes.

Use of trolleys to be discouraged in departure and arrival area. However,
seleet lew passenpers, requiring the same due genuine reasons. o be
provided on request basis only. Al trolleys must be disinfected by suitable
means like disinfecting spray eic,

Diesignate separate entrv gates for different aidines to avoid crowding, (1o
the extent possible),

.-'(L:’iiff' ?EL'EI
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Inside the Terminal Building

.

b.

Ensure social distance markings and separated seating in the foreeourt area.
For passengers with special needs like wheel chair. unaccompanted minor
etc., the handling staft to be in full protection gear with pre-sanitized
wheelchairs.

Prominently display the precautionary measures that need to be taken by all
staff and passengers.

Provide a clear transparent glass shicld on a pedestal to act 45 a barmer
between passenger / siaff and CISF ASG personnel at the entry gates.
Social distancing norms for all queves to be strictly adhered to at the cotry
gate:

Adrporty 1o earmark arcas for isolation and COVID -19 lesting for suspected
PASSCIZCTS,

Airports to carmark separate areas for change of PPE gear by the staff using
|

Airports to cnsure easy Availability of hand sanitizer atall emiry poins and
also to be available at various touch points.

Disinfect all surfaces / touch points every 30 minutes like rails near the entry
gate ete,

Keep Hand Samitizer! dispensers and social distance markings near self-
check-in kiosks / counters.

All wash rooms to be sanitized continuously,

Social distance markings like circle, square or tensor barricrs which are
easily visible to be ensured in the check-in (baggage drop) area, as and when,
the check-in from the counters is permitied.

Ensure sanitization of checked-in bapeagze,

Check-in (Baggage Drop) counters to open 3 hours before the Scheduled
lime of Departure (STD) and close 60 minutes before ST, Adequane
allecation of counters for baggape drop to be made.

Provide # clear transparent glass shield on a pedestal (o act as a barrier
between passenger / statt at the bageage drop counter.

Social distance markings, tensor barriers (quewe managers) and separated
seating in area before Security to avoid crowding and queuing, 1o be
provided by the airponts. Ensure availability of hand sanitizer dispensers at
the entry and cxit of security check points,

Ensurc Availability of adequate number of Personal Protective Equipment
(PPE} for Secunty personnel an duty 10 be ensured.

Sanitization of trays al the security-check cabin bappage screening area 1o
be done regularly,

Specual bins 1o be placed for disposal of used material like masks etc. ATl
such wasie w be handled and disposed as per the preseribed procedures.

16
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security Hold Area (After Security Check)

.

The eniry to lounges. Prayer room, Kids play room, smoking room ete. (o he
highly regulated, No reading material / non-essential Inose items to be kept.,
Prommently display the precautionary measures that need 1o be rken by all
stalf and passengers,

Passengers w he mformed uhowt the precavtonary  measures throagh
displays, announcements and if required assistance by trmincd persons,
Social distance markings & continuous sanitization of all possible areas
including F&B and retail outlets, boarding gate et to be done, Chairs 1o be
marked "Not for Use” to ensure sdequate separation. Sanitization of frequeni
wuch point after every departure to-be done,

All wash rooms 10 be sanitized continuously.

AlLF & B and Retail outlets to he opened with COVID-19 precautions. Take-
away 10 be encouraged (o prevent crowding,

Promote digital payments, self-ordering booths at F & B and Retail Outleis
safe distance markings to be made by the aimon operator on Aerohridecs as
well as the boarding points.

Frovide a clear transparent glass shicld on a pedestal to act 25 a barrier
between passenger / staff at the hoarding counter,

Ensure sanitization of the buses used by passengers at regular intcrvals.
Ensure that there is no erowding on the step ladder while boardirg the
atreraft.

Ensure that the ground handling staft wears masks and other protective pear
if the situation so demands,

Upon Arrival st Destination

il

b

Sequential passenger disembarkation in batches (o be carried oul fo ensure
social distancing,

Ensurc social distance markings in arrival pates, acrobridges, coaches, slep
ladders. ramps. Availability of hand sanitizers ar exit points of acrobrides
before bageage colléction area,

Put social distance markings like circle, square around the bag e
collection carousel.

l'ake measures to avoid bunching of pessengers on travellators.

Frsure staggered placement of baggage on the arrival carousel.

Provide additional separated seating in baggage collection area 1o avoid
cronvding,

Fransit passengers not {o be allowed 1o come out of transit area

Thisplacumeat & refurne o us .;}}lf' 13.1“51
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> AIRPORTS AUTHORITY OF INDIA
DIRECTORATE OF OPERATIONS
f-ﬂﬁ“}@l&h” M
STANDARD OPERATING PROCEDURE S
RECOMMENCEMENT OF DOMESTIC FLIGHTS

(A) DEPARTURE

1. State Govis and |ocal administration o ensure availability of proper Public wransport
and i:!ﬂvate taxies for providing vital conneclivity to the Airport for passengers as

i well as Airport! Aidine staff

2. Kerb Areal City side traffic / Car parking area should be striclly monitored in
coordination with traffic policel CISF siaff o prevent congestion and to maintain
social distancing.

3. For commuting to and from airport, both by staff and passengers, only the personal
vehicles or select authorized tax; services /fransport services with restrcied seating
to be permitted.

4. Passengers should reach girpert well in advance. They should reach airport 02

e e

hours before the schedule time of departure and the passengers who have
departure in next 4 hours will only be allowed to enter the Terminai Building. Al
Passengers should wear required protective gears such as mask, gloves et

5. Al the departing Passengers must compuisorily be registered with ‘Aarogya Saty’
App on their mobiles and the same shall be verified by CISF/Airport staff at the
enlry gate. However, Aarogya Setu is not mandatory for children below age of

i 14 years.
r' 5. Passengers shall compulsorily walk through Screening Zone for Thermal Screening

at a designated piace in the city side before entering the terminal building. For this
burpose, required number of thermal screening slations to be set at the City side by
the airport operator. Passengers not showing “Green” an ‘Aazrorgya Selu’ are not to
be zllowed to enter Temperature screeming needs to be carried out wilh validated
equipment and trained manpower to be provided by Airport Operator

Fage 1l of 6 {_\ %
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7 Use of trolleys (o he discouraged in depa =4 arrval area. However, select few

h Jine reasons, 1o be provided on reqguest basis

e o
<sengers, requinng trofley due @ & |
ik uitable means like disinfecting spray etc. and

gnly. Al trolleys must be sanitized Dy &
should be placed at a suitable location.

8. Airport Operators shall make approprate arrangement
before entry to the Terminal Building.

9. Al the entry gates of the Terminal Building shall be opened to avoid crowding.

10. Secial distancing markings/stickers at distance of not less than 1 meter shall be

ior sanitisation of baggage

provided by airport operator at appropriate places at all check points including entry
Gates & Screening Zones to Terminal for passengers as well as for airport staff.
Also proper signage's shall be placed for guiding passengers throughout the
passage from Entry to Terminal building up to the Boarding Gates.

11. Mats /Carpet soaked with bleach (Sodium Hypochlonte Solution) to be placed at
entrance for disinfecting shees.

12, At multiple touch points of interaction with the passengers viz. entry Gate io
Departures, Airine Check-in Counters, and Security check elc, the Airport Operator
shall as far as possible try to provide counters mounted with a glass or
Perspex/Plexiglass sheel with a comner having magnifying area to check the Flight
ticket/Boarding Card and identification documents. In case the same is not feasible,
the concerned personnel should wear a transparent face shield behind a counter lo
provide physical barrier.

13. CISE to depute sufficient staff to manage queue at entry points, frisking booths,
hoarding gates so as to ensure sufficient distance among passengers is
mainiained.

14. For passengers with special needs like wheel chair, unaccompanied minor etc., the
handling staff to be in full protection gear with pre-sanitized whealchairs.

15. Announcements will be made in the Terminal Building by Airlines/Airport staff for
guiding passengers to maintain social distancing and for wearing Masks, Gloves
etc.

16. Airport operator should depute sufficient staff near washrooms, X-Ray machines,
Conveyor belts, F&B outlets etc, to quide passengers to maintain sufficient distance

17. Information regarding social distancing, personal protection, Do's and Don'ts
chould be displayed on Flight Information Display System (FIDS) other display
boards apart from required number of standees and posters at frequent locations.

Page2of 6 %
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18.

14.

20

21,

22.

24
. To ensure use of sanitized vehicles with restricted seating for transportation of staf

26,

27

Q)

Passenger seating arrangement shall be done in such a manner so as lo maintain
social distancing among passengers using the chairs by blocking those seats that
are not to be used, with proper markersita pes.

Airlines to ensure that sufficient staff shall be deployed near Check-in counters and
Pré security area to guide passengers and to ensure sufficient distance is
maintained between them,

As far as possible allernale Check- In counters may be used lo avoid congestion
near counters. Alse, Check-In counters may be opened well in advance s0 as fo

stagger the crowd.

Available CUSS kiosk shall be designated airlines wise as far as possible and
aiflines fo position their staff near the designated CUSS kiosk to help the
passengers.

All airport staff handling the flight should be provided with Hand sanitizers and all
essential Personal Protective Eguipment such as face masks etc. as per guidelines
issued by MoHFW on rational use of PPEs attached as Annexure-l.

- Cleanliness & sanitisation of every nook and cormer of entire Terminal Building and

public areas shall be ensured including washrooms, chairs, counters, frolleys,
secunity trays, X-Ray machines, iravellators, escalators, lifts, railings, doors etc on
requiar basis. Cleaning of waste containers such as trash cans shzll be
strengthened, and regular disinfection shall be performed,

Newspapers/Magazines are not {o be provided in the Terminal Build ingfLounges.

and passengers within the airport including golf cars facility provided for person
with reduced mobility (PRM)

Safe and Proper disposal of afl calegories of waste generated at the Temminal
Building shail be ensured to limit spread of infection if any, Alsg, proper disposal
facilities of biohazard material through a specialized agency to be ensured.
Positioning of yellow coloured disposal bins / bags for disposal of masks elc
(Blohazardous material) at strategic Iocations and frequent disinfection/removal of
lne same.

Airporis shall set up de-gowning area af appropriate location for staff. airline crew
and medical personnel tg dives! and dispose Personal Protective Eq uipment (PPE)
with a protocol for safe disposal of PPEs as bio hazard waste.
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28

30

31.

32,

33.

a4,

35.

36.

(B)

s ‘:\

Use open-air ventilation wherever possible ins Central air-conditioning.
Wherever, the same is not avoidable, ensure change in air circulation as per
Technical Instruction no. 39 dated 28.04.2020 issued by Directorate of Engineering.

-Hand sanilisers shall be made available by airport operalor for passengers and

airport staff at various locations

Entire terminal disinfection should be performed using duly approved disinfectants

through [“‘EIEIEHQJ’EF"EWHEI machines or physical mepping at regular intervals.
Employees showing symptoms such zs high fever, difficully in breathing and cough

Mmay not be laken on duty & allowed entry into airport/office. Such cases should be
reponed to appropriate healih Authorities.
Restrict the gathering of large number of
building.

labour/stalf at one place near terminal

All F&B and Retail outlets tg be opened with COVID-19 precautions. Take—away to
be encouraged to prevent crowding. Promote digitai

Fayments, self-ordering booths
at F&B and Retail cutlets.

At Boarding Gates, passengers should be allowed tn board in batches as per
seating arrangements in the airc raft to avoid CriSSCrossing inside the aircraft.

If any crew or other staff comes in contact of COVID-19 patient or is exposed to

possible infection, is to be quarantined as per the advisory of the Health Ministry,
Airport operators and Health officials 1o have well defined processes
COVID-19 posifive cases or any other health emergency.

to handle

In case of exposure of a particular area in lerminal by the COVID-19 affected
patient, disinfection of that area of the terminal to be carried out

ARRIVAL

- Announcement will be made in the aircraft by airline for deplaning passengers in

batches sequentially so as to maintain social gistancing measures.

To maintain social distancing norms, passengers shall be disembarked in batches
sequentially.

Ensure social distance markings in arrival gates, aerobridges, coaches, step
lagders, ramps eic. Hand Sanitizers shall be provided at appropriate locations
between exit point of aerobridge and the baggage collection area,

Information regarding social distancing, personal protection, Do's and Don'is
should be displayed on Flight Information Display System (FIDS), Standees at
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prominent localions, as per the instruct =
ctions of Ministry of H |
e o ; n
ity of Healty sl Faly Welfe (ioHEw) try me Affairs{MHA) and
At each point of | i |
5 . :‘I Iﬂ! o ln_terar::hun with the passengers, Airport Operator should try to
P . 9355_%”'3” or any other transparent separation as far as practically
possible, for additional protection of Airport personne! and passengers.
o | jal di i
6. To ensure social distance. the markings like circle, square should be P
around the baggage collection carouse! for ensuring social distancing.

ravided

7. Information regarding social distancing, personal protection, Do's and Don'ts

should be dispiayed on Flight Information Display System (FIDS), Standees at
prominent locations.

8. Before handing over luggage to the passengers all I
airport operator in the baggage break up area before putling on conveyer belt

5. Aifines! GHA fo provide sufficient staff near the conveyer belt to guide passengers

to abide by the social disiancing norms.
10. Use of trolleys to be discouraged in depariure and arrival area. HOWEVET, select few

passengers, requinng trolley due genuing reasons. to
sable means like disinfeching spray etc

uggage lo be sanitised by the

be provided on request Dasis

only. All trolieys must be disinfected by sui

and should be placed at a3 suitable location

11. Airport operator o ensure that sufficient staff shall be depioyed near washrooms,

=28 outlets to guide passengers Io maintain sociai distance.
1l essential Protective

aff handiing the flight should be provided with ai
directives of MoH&FW.

12, All airport st
gears such as face masks, gloves, sanilisers elc as per

13 Hand sanitisers shall be made available by airport aperator for passengers and
airport staff at various locations.

14. Airport operator 1o ensurc that cleanliness and sanilisation of gvery nock & comer
of building and public areas including washrooms, chairs, COUNIErs, trolieys,
railings, doors, lifts, escalator’s etcto be done wefore arrival of the flight and after
last passenger leaves the Terminal Building. ,‘

15.Kerb Areal City side traffic/ Car parking area should be strictly monitored in

coordination with traffic police/ CISF to prevent congeslion and to maintain social

distancing. ., Tax fcab ﬂrpplgyees o be trained on maintaining social distancing
amm‘:g.ﬂ'lemEEI'ﬂ'ES .and with the cuslomers. Freguent patrolling and monitoring to
be carried out to ensure the same. Digital payment is lo be encouraged
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16. Fumigation of ail kerb-side flandside commercial service outlets and associated
queueing areas is to be camed oul at a regular intervaliwhenever required to
ensure disinfechion of the space.

17. Fumigation of the passenger drop offfpick up zone en the land side, normally used
by the taxiicab operalors and private commuters is to be carried oul at a reguiar
interval/whenever required.

18. A dedicated triage / Isolation area in the terminal building/ city side as per area
avaiable at respective Airporis to be made available as per requirement of health
authorities with primary medical facility for suspected! confirmed COVID-18 patients
which can even be located at ‘Meet & Greet' area as per availability.

18.0n arrival at their destination airport. passengers will have to adhere o such health
prolocols as are prescriced by the destination State/UT

The above are broad guidelines and Airport operators are encouraged to take
any additional measures for ensuring hygiene, physical distancing and
samitization to facilitate safe operations through the Airports. Wherever

possible the support of technology to be utilised for effective contactless
processing of Passengers.

N

Executive Director(Ofehanions)
| =03 'EL'Iml:I_"l,rﬂl}'r;J

G T ] TR .#-u-:-‘rwur-ul Irada
v sili Tl = Regiv Ganohi Bhaermn
T Em arem g

J Saldarjung Airport
: ) E " VoG0S f g ) wer Drefhi-110000
RED -NRISR/WRJ/ERINER (For necessary action and circulation to al] Airports in

the region for immediate implementation)

Airport Director
Chennaif Kolkata Airport

Copy to:
1. OSD to Chairman
2. PS5 to Member (Ops)
3. PS5 to Member (Planning)
4. PS 1o Member (ANS) ThisAl e vl Bl
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IN THE HIGH COURT OF KARNATAKA AT
BENGALURU

No. ot 2078 ( PiL)
Appallant’s, Petitioner's espondent's
Caveator's Decres Holder V S Judgement - Deblor/s
Ccuﬂplai_rjagt.-‘s. = Cipponent’s’ Accused,

S5 v Ao Mt i band
A N 5 e

e S nivar. A |

the m’lﬁ_i%w{"

Moz, ! in the above n'lE_l‘l:_tEF heraby appoint and retain
srismt, _Gonga b JM . acdd Gl el o e
(VT e

to appear &crand plead for medus inthe above matter and to conductprosacute and defend the same in
all interlocutory or miscellanecus procesdings connected with the same or with any decree or orders
passed thevein appeals and or ather proceedings arising there from and also in proceedings for review of
judgement and for leave o appeal to Supreme Ceurt and to obtain retum of any documents filed thenzin
or receive arty money which may be payable to me/us.

2. I'Wea hereby authonse himherthem on myiour behalf to enter into a compromise in the above
matler, to execule any decreefarder therein o appeal from any decrec/ordertherein and to appeal fo act
fo plead in such appeal in any preferred by any other party from any decree/othertherain.

I"'We further agree that. i 'We fail to pay the fees agreed upon or to give due instructions at all
stages he/shedthey isiare at liberty to refire from the case and recover all amod s due o himerthem
and retain all mylour monies till such duas are paid.

Executed by meius this %"i—_‘[ﬂ’_ day af 2L $- 0L at [%'Q"\%A‘QW = ‘:?_Er

W )
" Gisgﬁa/m;f.

IOy

. VAL A,
Executant's is/are personally known to medus and h&.-'ﬁhfma.a-'thez.r have signed bBalarg m
I

Safisfied as fo the identty of executant’s Signalure/s ﬁ%_
{Wheare the executant's are ilfiterate, blind or unacqudifited with the language of vakatath)

Certified, that the contents were explained to the executant's in my/our praseance in é: {
language known to him/Merthem who appear’'s perlectly to understand the sams and has'have Shned in

the presence,

Accepled E_L_a-_-—_k,_.“'"“‘: Address for service

Marme Q]Mé}“fﬂ\“fln{ Foll No. r;_q;
ware Sicthart, Bobus o quy, 210610 Sidharth Baburao

M/s.Sidnharth Baburao A
t _ S80ciates
Advocate for R’ -ll-"im My Mg h‘”ﬁ%"ﬂhm Kumarg m
- Mobiom, =360 020,
Place - @,Mg& g _ E-mail: ﬂddhum:numug:h_u_m

bate: 25 p¢ [202 0
Forms can be had at : The Bengaluru Advocales Co-op, Society Ltd., Bengalury - 9 Ph - 22217361




